3. Yrpo3sl uHdopmanuonHoi Oe3omacHocTu. IlocTpoenue cuctem
3alUTHI OT YIPO3bl HAPYIIEHUSA KOHPUICHIMAJIBHOCTH HHOPMALIUH.
3amura vHGOPMAIIUU OT YTEYKHU MO TEXHUYECKMM KaHAJIaM

3.1. Ananu3z ysazeumocmeii cucmemuol

3.2. Knaccuguxayus yepo3 ungopmayuontou 6e3onacHocmu
3.3. OcnosHnvie Hanpagenus u Memoobl pearu3ayuu yepo3
3.4. Heghopmanvuas mooensv Hapyuumens

3.5. Memoowi oyenxu ysazeumocmu cucmemol

3.6. Ilpuyunsl u 6udvl ymeyuku uHpopmayuu

3.7. Knaccugpukayus xananos ymeuxu ungpopmayuu

3.8. Texnuueckue xauaivl ymeuxu uHgopmayuu

3.9. Ungpopmayuonnvie Kanaivl ymeuxu uHgopmayuu

3.1. Ananusz yazeumocmeii cucmemol

[Ipy MOCTPOEHHMH CHUCTEMBI 3aIIUThl HMH(POpPMAIMK 005A3aTEIbHO HYKHO
OIPEACIINTD, UTO CICAYET 3alUINATh U OT KOro (MJIH Yero) CjieayeT CTPOUTD 3alluTYy.
Onpenenenne nHGOPMALUH, TIOJUICKAIICH 3aIIUTe, OBUIO JaHO BBIMIC. 3aNTUINATHCS
CJIeyeT OT MHOXKECTBA yIPo3, KOTOPBIE TPOSBISIOTCS Yepe3 JCUCTBHS HAPYITUTEIIS.
YTpo3bl BO3HUKAIOT B ClAy4ae HAJIUYHMSI B CHCTEME YSI3BHMOCTEH, TO €CTh TaKHX
cBoiictB AC, KOTOpBIE MOTYT TMPUBECTH K HapYIICHHIO WH(OOPMAIIMOHHON
0€30MMacCHOCTH.

Omnpenenenre MEpPedHs] yIpo3 U MOCTPOCHUE MOJCITH HAPYIIUTENS SBISIOTCS
00s13aTEIHPHBIM JTANlOM TPOCKTUPOBAHUSI CHCTEMBI 3aIUTHI. J[JIs1 KaKI0M CHUCTEMBI
nepevyeHb Hanbosee BEPOATHBIX YIpo3 OE30MaCHOCTH, a TaKXKEe XapaKTepUCTHUKA
HanOoJiee BEPOATHOTO HAPYIIMTENS WHANBUIYAIbHBI, TO3TOMY MEPEYCHb U MOJIEIb
JOJDKHBI ~ HOCUTH  He(OpManbHBIM  XapakTep. 3allUIIeHHOCTh HHGOpMAINH
o0OecreunBaeTcss TOJBKO TPHU COOTBETCTBHHM MPEAINOJaraeMblX yrpo3 M KauyecTB
HapYIIUTENS peaibHOM 00CTaHOBKE.

[Ipu HaMuMM B CUCTEME YA3BUMOCTH TOTCHIMAJIbHAS Yrpo3a O€30MacHOCTH
MOKET peann30BaThCi B BHUJIE aTaku. ATaku MPUHATO KIACCH(PUIIMPOBATH B
3aBUCUMOCTH OT LIEJIEH, MOTUBOB, UCIOJIb3YEMOI'0 MEXaHU3Ma, MECTA B APXUTEKTYpPE
CHUCTEMBI U MECTOHAXO0XJAECHUS HAPYILIUTEIIA.

JUIss  mpemynpekIeHds YCICNMIHBIX aTaKk HeoOXOoJAWM TIONCK W aHau3
VS3BUMOCTEH CHCTEMBI. YS3BHMOCTH PA3IUYarOTCS B 3aBHCHUMOCTH OT HMCTOYHHKA
BO3HMKHOBEHUS, CTCTICHH PUCKA, PACIPOCTPAHCHHOCTH, MECTa B YKU3HCHHOM ITMKJIC
CUCTEMBI, COOTHOIIEHHS C mojcucremMamMu 3amuTel AC. AHanu3 ys3BUMOCTEN —
oOs3aTenbHAs TIpOlleypa MpU  aTTecTaluu o0bekTa mHpopmaTuzanuu. B cBsizu ¢
BO3MOJKHOCTBIO TIOSIBIICHUS HOBBIX YA3BUMOCTEH, HEOOXOJUM HX TMEPUOJIUYECKHMA
aHaJIM3 Ha y)K€ aTTECTOBAHHOM OOBEKTE.
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3.2. Knaccuguxkauusn yepos3 ungopmayuonnoil
0ezonacnocmu
Yeposza — 310 dakTop, cTpeMsLINiiCS HAPYIIUTh pa0OTy CUCTEMBI.

B mHacTosiiiee Bpemsi paccMaTpuBaeTCs JIOCTATOYHO OOIIMPHBIN MEpedyeHb
yrpo3 uHdopmaimoHHon 6ezonacHoctTi AC, HACUMTHIBAIOIIMKN COTHU IMTyHKTOB.

Kpome BBISBIICHUS BO3MOXHBIX yIrpo3 JOHKEH OBITh MPOBEJICH aHAIU3 ITHX
yrpo3 Ha OCHOBE MX KJacCH(PUKAIMK O PsAIy MPU3HAKOB. Kaxkaplli M3 MPU3HAKOB
KJIacCU(UKAIIUA OTPaKaeT OJHO M3 00OOIIEHHBIX TPEOOBAHUM K CHUCTEME 3aIllUTHI.
[Ippu »TOM yIrpo3bl, COOTBETCTBYIOIIME KaXXAOMY IPU3HAKY KiIacCHU(pUKAIUH,
MO3BOJISIOT JIETATM3UPOBATh OTPAKAEMOE dTUM MTPU3HAKOM TpeOOBaHUE.

HeoOxomumocTts kiaccudukanuu yrpo3 uadopmanuonHoit 6ezonacaoctu AC
oOyCJIOBJIEHa  apXUTEKTypOd  COBPEMEHHBIX CPEACTB  aBTOMATU3UPOBAHHOU
o0paboTku uHpopManuu. Crnernuduka ee TakoBa, YTO HaKarIMBaeMasi, XpaHUMas U
oOpabateiBacMasi WHQOpPMAIUS TOABEP)KEHA CIy4YailHBIM BIUSHUSAM YpE3BBIYAITHO
Oosplioro yuciaa (GakTopoB, B CHIy YEro CTAHOBUTCA HEBO3MOXKHBIM OIUCATh
MOJIHOE MHOECTBO yrpo3. s 3ammimaeMord CUCTEMBI ONPENCIAIOT HE TMOJHBIN
nepeueHb yrpo3, a MepevyeHb KIACCOB YIpo3, OMPEAeNseMbIX MO psay 0a30BbIX
MPU3HAKOB [3].

CymectByer  crnenyromas — kiaccudukamus  yrpo3  HMHOOPMAIMOHHON
0€301MacCHOCTH:

1. ITo nmpupoie BOSHUKHOBEHUSI.

1.1. EcrecTtBeHHbIE yIpo3bl, BbI3BaHHbIE Bo3xaeicTBusMu Ha AC u ee
KOMIIOHEHTbl OOBEKTUBHBIX (PU3UUYECKHX IPOLECCOB WM CTUXUMHBIX MPUPOAHBIX
SIBJICHUM, HE 3aBUCSIIMX OT YEJIOBEKA.

1.2. HckycctBeHHble yrpo3sl wuHpopMamuoHHoW Oe3zomacHoctu  AC,
BBI3BaHHBIC JIEATEIHLHOCTHIO YEJIOBEKA.

2. 1o crenenu npegHaMEPEHHOCTH MPOSIBJICHUS.

2.1. Yrpo3bl Ciy4aifHOTO ACHCTBHSI M/WIIA YTPO3bI, BEI3BAHHBIE OIMTUOKAMU WIIH
XaJJaTHOCTBIO  nepcoHana. Hampumep, mnposBaeHHE OMMOOK MPOrpaMMHO-
annapaTtHblx cpeacTB AC, HEKOMIIETEHTHOE MCIOJb30BAHUE, HACTpPOWKa WIN
HEIPABOMEPHOE OTKJIFOUEHUE CPEACTB 3allUThl IEPCOHATIOM CITyKObl 0€30MacHOCTH,
HEYMBIIIJIEHHOE ITOBPEXKACHUE KaHAJIOB CBSI3H.

2.2. YTpo3sl mpeaHaMepeHHoro neicTBus. Hampumep, yrpossl, BbI3BaHHBIC
JEUCTBUSAMM 3JI0YMBIIIJIEHHUKA 110 XUILEHUIO HHPOPMALIUH.

3. Ilo HemocpeICTBEHHOMY UCTOYHHKY yTPO3.

3.1. Yrpo3sl, HEMOCPEACTBEHHBIM UCTOYHUKOM KOTOPBIX SIBIISICTCS MPUPOIAHAS
cpena (CTuxuitHble OeICTBUS, MATHUTHBIE OYpH, paIMOAKTUBHOE U3JIyYEHHE U T. 11.).
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3.2. YTpo3bl, HEMOCPEACTBEHHHIM HCTOYHHKOM KOTOPBIX SIBJSIETCS YEJIOBEK.
Hamnpumep, pasriainenue, nepegada Wik yrpara aTpuOyToB pa3rpaHUyueHus A0CTyna
(maponeit, kirouei mubpoBaHus, UICHTUPUKATMOHHBIX KapTOUYEK, MPOIYCKOB U T.
1.).

3.3. VYrpo3pl, HENOCPEACTBEHHBIM HMCTOYHUKOM KOTOPBIX  SIBJISIFOTCS
CaHKLIMOHHWPOBAHHBbIE MpPOrpaMMHO-aIapaTHele cpeacTsa. Hampumep, 3amyck
TEXHOJIOTMYECKUX MPOTpamMM, CHOCOOHBIX MPU HEKOMIIETEHTHOM HCIOJb30BaHUH
BBI3BIBATh yTPATy PabOTOCTIOCOOHOCTH CUCTEMBI (3aBUCAHUS WJIU 3aIIUKIIMBAHUS) WU
HeoOpaTUMbIe M3MEHEHHUsT B cucteMme ((popMaTupoBaHHE WM PECTPYKTYpPU3ALIUIO
HOCHUTENEH HHPOpMalKK, ylaJeHUue JaHHBIX U T. I1.).

3.4. Vrpo3bl, HEMOCPEACTBEHHBIM HMCTOYHUKOM KOTOPBIX  SIBJISIOTCS
HECAaHKIIMOHUPOBAHHBIC IPOTrpaMMHO-aIIapaTHbIE CpencTBa. Hampumep,
HEJICTAJIbHOE BHEAPEHHWE M WCIOJIb30BAHME HEYYTEHHBIX MporpamMM (UTPOBBIX,
0oOy4Jaronux, TEXHOJOTHYECKUX M APYTHX, HE SBJSIOMUXCS HEOOXOAWMMBIMH IS
BBITIOJTHEHUSI HAPYUIUTEJIEM CBOMX CIYKEOHBIX O00S3aHHOCTEH) C TOCIEAYIOIIUM
HEOOOCHOBAaHHBIM  PacXOJ0BaHHWEM pecypcoB (3arpy3ka IMpolieccopa, 3axBar
OTIEPAaTHBHOW MAaMATH W MAaMATH Ha BHEIIHMX HOCHUTENAX), 3apakKCHHE KOMITBIOTEpA
BHUPYCaMH C IECTPYKTUBHBIMU (QYHKIIHSIMHU.

4. Tlo Mo0XKEHUIO UICTOYHHUKA YTPO3.

4.1. Yrpo3bl, UCTOYHUK KOTOPBIX HAXOJUTCS BHE KOHTPOJUPYEMOH 30HBI
TeppuTOopuM (moMeleHus1) ¢ pacnojoxkeHHod B Hei AC. Hampumep, nepexsat
MOOOYHBIX AJEKTPOMATHUTHBIX M3JIYyUYCHUH YCTPOMCTB M JIMHUM CBSI3MU, NEpexBaT
JTAHHBIX, TIEPEIaBaEMbIX MO KaHallaM CBSI3H; AUCTAHIIMOHHAS ()OTO- U BUACOCHEMKA.

4.2 Yrpo3bl, UCTOYHUK KOTOPBIX HAXOJUTCS B Mpejenax KOHTPOJIHPYEMOM
30HBI TEPPUTOPHUH (ITOMEIIEHUs) ¢ pacnoioxkenHor B Heit AC. Hampumep, xurnienue
MPOU3BOJICTBEHHBIX OTXOJOB (pacreyaTok, 3amuceld, CIUCAHHBIX HOCHUTEJeH
nH(pOpMaIUK U T. 11.), IPUMEHEHUE MOACTYIIUBAIOIIUX YCTPOUCTB.

4.3. VYrpo3pl, HCTOYHHK KOTOPHIX HMEET JOCTYIl K THepudepuiHbIM
yctporictBam AC (TepMHUHAIIaM).

4.4. VYrpo3bl, HCTOYHMK KOTOpbIX pacnoyioxkeH B AC. Hampumep,
HEKOPPEKTHOE UCIOJIb30BaHuE pecypcoB AC.

5. Ilo crenenu 3aBUCUMOCTH OT akTUBHOCTH AC.

5.1. Yrpo3sl, KOTOpbIE MOTYT MPOSIBISATHCA HE3aBUCUMO OT akTUBHOCTU AC.
Hanpumep, BckpbiTHE MHUPPOB KPUIITOZAUIUTH MH(OPMAIMHU, XUIIEHUE HOCUTEIEH
uH(popmaIuu.

5.2.  VYrpo3bl, KOTOpblE MOTYT TPOSIBIATBCA TOJIBKO B  IIpoliecce
aBTOMATU3UPOBAHHON 00pabOTkM JaHHBIX. Hampumep, yrpo3sl HCIOTHEHHUS W
pacnpoCcTpaHEHUs TPOTPAMMHBIX BUPYCOB.

6. I1o crenenn Bo3neiicteus Ha AC.

48



6.1. [TaccuBHBIE yrpo3bl, KOTOpbIE MPU pEaTU3alUU HUYETO0 HE MEHSIOT B
cTpykType u conepxanun AC. Hanpumep, yrpo3a KOMUPOBAHKS CEKPETHBIX JaHHBIX.

6.2. AKTUBHBIE YrpO3bl, KOTOpHIE€ MpPU BO3ACUCTBUU BHOCAT HM3MEHEHHS B
CTpyKTYypy U conepxxanue AC. Hampumep, BHEAPEHUE allapaTHBIX CIIELBIIOKEHUH,
IIPOTrPaMMHBIX «3aKJIaJIOK» U «BUPYCOB» («TPOSIHCKUX KOHEH» M (GKYyYKOB»), T. €.
TaKUX YYacCTKOB IIPOTrpaMM, KOTOpBIE HE HYKHBI I BBIIIOJIHEHHUS 3asBJICHHBIX
GyHKIUI, HO TO3BOJSIOT MPEOAOJIETh CHCTEMY 3allUThl, CKPBHITHO M HE3aKOHHO
OCYLIECTBUTH JOCTYII K CUCTEMHBIM pECypcaMm C LENbK PETUCTpPALMU U Iepeaadu
KPUTHUYECKON MH(OpMAIMU WIH Je30pTaHn3auu (yHKIIMOHUPOBAHUS CUCTEMBI.

/. Ilo sTamam JocTyna mojib30Baresie win nporpamm k pecypcam AC.

7.1. Yrpo3bl, KOTOpbIE MOTYT IPOSBIIATHCS Ha 3Tarne Aoctyna K pecypcam AC.
Hanpumep, yrpo3sl HeCaHKIIMOHUPOBaHHOTO gocTymna B AC.

7.2. YTpO3bl, KOTOPHIE MOTYT MPOSIBISATHCS TOCJE Pa3pelieHUust JOCTymna K
pecypcam AC. Hampumep, yrpo3bl HECAaHKIIMOHHPOBAHHOTO WM HEKOPPEKTHOTO
ucInoab30BaHusa pecypcoB AC.

8. ITo cnocoby noctyma k pecypcam AC.

8.1. Yrpo3bl, HanpaBIeHHbIE HA UCIIOJIb30BaHUE MPSIMOTO CTAaHAAPTHOTO IMYyTH
noctyna k pecypcam AC. Hampumep, HE3aKOHHOE TOIYyYEHUE MAPOJIEH U JIPYyTUX
PEKBU3UTOB pa3rpPaHUYCHUS JOCTyNa (areHTYpPHBIM IyTEM, HCIOJIb3YSl XalaTHOCTb
MOJIb30BATENEH, MOAOOPOM, UMUTALIMEH UHTEp(derica CUCTEMBI H T. 11.)

8.2. Yrpo3bl, HampaBJCHHbIE Ha HMCIOJIH30BAaHUE CKPBHITOTO HECTAaHIAPTHOTO
nyti jnoctyna k pecypcam AC. Hampumep, BxoI B cucteMy B 00XOJ CpEICTB
3alUThI (3arpy3Ka MOCTOPOHHEN OINEpPalMOHHONW CHUCTEMbI CO CMEHHBIX MAarHUTHBIX
HOCHUTEJIEH U T. 11.), YTpO3a HECAHKIIMOHMPOBAHHOTO JocTyna K pecypcam AC nyrem
UCIIOJIb30BaHUs HEIOKYMEHTUPOBAaHHbBIX Bo3MokHOcTel OC.

9. Ilo Tekymemy MeCTy pacmlojioO)KeHHs HWHPOPMAIMKM, XPAHUMOU U
obpabarteiBaemoii B AC.

9.1. VYrpo3sl pgoctyna K uHpOpMANMKM HA BHEIIHUX 3allOMHHAIOIIAX
ycTpoicTtBax. Hampumep, yrpo3a HECAaHKIMOHHUPOBAHHOTO KOMUPOBAHUS CEKPETHOM
MH(}OpMAIUU C )KECTKOTO JIUCKA.

9.2. Yrpo3sl fmoctyna K wHGOpMAIMK B ONepaTWBHON mamstu. Hampuwmep,
YTEeHUE OCTATOYHOW HMH(POPMALMM W3 OMNEPATHMBHOM MaMsATH, yrpo3a AOoCTyna K
CUCTEMHOI 001acTH ONEepPaTUBHON MaMSTH CO CTOPOHBI MPUKIIAHBIX IPOTrPaMM.

9.3. ¥Yrpo3sl nmoctyna kK uHGOPMAIMH, UPKYJIUPYIOMIEH B JIMHUSIX CBSI3H.
Hampumep, He3akOHHOE MOJKIIOUECHUE K JIMHUSAM CBSI3U C IENBI0 «PabOThl MEKIY
CTPOK» C UCIOJIb30BAaHUEM T1ay3 B IEUCTBUIX 3aKOHHOTO TOJIb30BaTEls OT €r0 UMEHU
C TIOCJIEIYIONTUM BBOJIOM JIOKHBIX COOOIICHUH MW MOAU(UKAIINEH TepeaaBaeMbIX
COOOIIIeHNH, MepexBaT BCEro NOTOKA JAHHBIX C IIENIbI0 JATbHEUIIIETO aHan3a.
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9.4. VYrpo3sl nmoctyma kK wHGOpMAIHMKM, OTOOpakaeMOW Ha TEPMHUHAIE WIIH
nevyaraeMoil Ha mpuHTepe. Hampumep, yrposa 3amucu otodpaxaemol nH(popmammu
Ha CKPBITYIO BHJICOKaMeEPy.

BHe 3aBHCHMMOCTH OT KOHKPETHBIX BHUIOB Yrpo3 WIM HX MpoOJIEeMHO-
OpUEHTHUPOBAHHOU KJaccuukanuu AC yIOBIIETBOPSIET NOTpeOHOCTH
AKCIUTYaTHUPYIOIIUX €€ JIMI, €eCIM OOEeCleyuBaloTCs KOH(MUIECHIUATBLHOCTD,
LEJIOCTHOCTh U IOCTYITHOCTh HH(OPMALIUU.

COOTBETCTBEHHO /Jii aBTOMATU3MPOBAHHBIX CHUCTEM OBLIO MPEAJIOKEHO
paccMaTpUBaTh TPU OCHOBHBIX BHIA YTPO3:

o Vepoza napywenus xonguoenyuarbHocmu peanusyercs B TOM Ciydae,
eciii MH(pOopMaIUs CTAHOBUTCS M3BECTHOM JHILY, HE pacIoyiararoiiemMy
[IOJIHOMOYUSIMHA JIoCTyIa K HEW. Yrposa HapYILICHUS
KOH(DHIEHIIMAIbBHOCTH UMEET MECTO BCSIKUM pa3, Korja MoJIy4eH JA0CTYM
K HEKOTOPOH CEKpETHOM MH(POpMalLUU, XPaHSUIEHCS B BEIYUCIUTEIBHOM
CUCTEME WJIM TEPENABAEMOM OT OJHOW CHUCTEMBbI K Apyrou. MHorma B
CBA3UM C YIpO30M HapyleHUs: KOH(PUACHIIMAIbHOCTU MCIOIb3YETCS
TEPMHUH «yTEUYKay.

e Vepoza HapyuieHusl yerocmHocmu peanusyercs npu
HECAHKIIMOHUPOBAHHOM M3MEHEHUU UHPOpMAIUU, XpaHslehncs B
BBIUMCJIUTEIBHOW CHUCTEME WM MEPENaBAEMON M3 OJIHOW CHUCTEMBI B
npyryto. Korjga  370yMBIIUICHHHMKH — MPEIHAMEPEHHO  W3MEHSIOT
nH(pOpMaITHI0, TOBOPUTCS, YTO IEJIOCTHOCTh MH(OpMAIMKM HapyIIcHa.
IHemocTHOCTH Takke OyJeT HapyIIeHa, €CIM K HECAHKIIMOHUPOBAHHOMY
W3MEHCHHMIO TIPUBOJUT CHydaiiHas OIMMOKa MPOrPaMMHOTO WJIU
amnmapatHoro obOecrieueHus. CaHKIIMOHWPOBAHHBIMM — M3MEHEHHUSMHU
SIBIISIIOTCA  T€, KOTOPBIC CJEJIaHbl YIOJHOMOYEHHBIMU JIMIIAMH C
000CHOBaHHOW I1IE€JIbIO (HAMpPUMEP, CAHKIIMOHUPOBAHHBIM H3MEHEHHUEM
ABJISICTCS TEPUOANYECKAsT 3alJIAHUPOBAHHAS KOPPEKLHS HEKOTOPOM
0a3bl JaHHBIX).

o Veposa napywenusa docmynnocmu (0TKa3a ciyk0) peanusyercs, Korjaa B
pe3ynbTaTe MpeAHAMEPEHHBIX NEHCTBUM, MPEINPUHUMAECMBIX IPYTUM
MOJIB30BATEIEM WJIA  3JIOYMBIITUICHHUKOM, OJIOKUPYETCS JTOCTYIl K
HEKOTOPOMY PECYpPCY BBIYUCIUTEILHON CUCTEMBI. bIIOKHpOBaHE MOKET
OBITh TIOCTOSIH-HBIM — 3allpallliBacMbIii pecypc HHUKOTrna He Oyaer
MOJTYYCH, WJIA OHO MOYKET BBI3BIBATH TOJIBKO 3aJICPKKY 3alpaIiiBacMoro
pecypca, T0CTaTOYHO JIOJTYIO JIJIsl TOTO, YTOOBI OH CTall OECTIONE3HBIM.

JlaHHBIE BUABI YTPO3 MOXKHO CUATATH IEPBUYHBIMU, WM HENIOCPEACTBEHHBIMH,
T. K. €CIM paccMaTpuBaTh IOHATHE YIPO3bl KakK HEKOTOPOM MNOTEHIMAJIbHON
OTIaCHOCTH, pealn3alus KOTOPOW HAaHOCUT yuepO HMH(POpPMAIMOHHON CUCTEME, TO
peanu3anusl  BBILICIIEPEYMCICHHBIX YIrpO3 IPUBENET K  HEMOCPEACTBEHHOMY
BO3JCICTBHIO HA 3allUIIaeMyl0 MH(poOpManuoo. B To ke BpeMsl HENOCPEICTBEHHOE
BO3/I€HiCTBHE Ha MH(DOPMALMIO BO3MOKHO JUIsl aTaKyIOILIeW CTOPOHBI B TOM cllyyae,
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€CJIH CUCTeMa, B KOTOPOU MUPKYIUPYET HHPOpMAIus, I Hee «IIpo3padHay, T. €. He
CYIIECTBYET HUKAKUX CHUCTEM 3alllUThl WIH APYTUX MpermsTcTBUidl. ONICaHHBIE BHIIIE
yrpo3bl ObUIH CPOpMYTUpPOBaHbI B 60-X IT. MIPUMEHUTEIBHO K OTKPHITBIM UNIX-
MOJOOHBIM CHUCTEMaM, JUIsl KOTOPBIX HE MPEeayCMaTpPUBAINCh MEpHI IO 3alluTe
uHpopmanuu.

Ha coBpemenHoMm »Tame pa3BuTus  HMHGOPMAIIMOHHBIX  TEXHOJOTHMA
MOJICUCTEMBI WM (DYHKITMH 3aIUTHI SBISIOTCS HEOTHEMJIEMON YacThi0 KOMILIEKCOB
o oopabotke nHbopmaiu. Mudopmaius He IpeACTaBIACTCS «B YHMCTOM BHUCY, Ha
MyTH K HEW UMeeTCs XOTs Obl Kakas-HUOyJb CHCTEMa 3allUThI, U TI03TOMY, YTOOBI
yIpoXKaTh, CKa)X€M, HapyIIeHHEeM KOH(PHUIACHIIMAIBHOCTH, aTaKymoIlas CTOpOHa
JOJDKHA TIPEOJI0NIeTh ATy cHucTeMy. [IOCKOJBKY TPEONONCHUE 3allUuThl TaKKe
MIPEACTABISIET CO00M yrpo3y, Ui 3allUIIEHHBIX CHCTeM OyaeM paccMaTpuBaTh €€
YeTBEPTHI BUJ — Y2po3y packpvimus napamempos AC, exnwouaroweu 8 ceds
cucmemy 3awumol. Ha mpakTrke J1r000€ MPOBOIUMOE MEPOIPUSTUE TPEABAPSICTCS
ATANOM Pa3BEIKH, B X0JIe KOTOPOU OMPEACNIIIOTCS OCHOBHBIC MapaMeTpPhl CUCTEMBI,
€€ XapakTepuCTUKU U T. M. Pe3ynmprarom pa3BeKkd SBISETCS YTOYHEHUE
MOCTABJICHHOM 3a/laud, a TakXke BbIOOp Hambojee ONTUMAIBLHOTO TEXHHYECKOTO
cpenctBa. Yrpo3y packpbitusi mnapametrpoB AC MOXHO paccMaTpuBaTh Kak
ornocpenoBanHyto. [locneacTBUs ee peanu3aluyd He NMPUUIUHSIOT KaKoi-1nbo yiiepo
obpabaTbiBaeMoOi MH(pOpPMAITUU, HO JAIOT BO3MOXKHOCTh PEaIM30BaThCS MEPBUIHBIM,
WJIM HETIOCPEICTBEHHBIM. YIpO3aM, IIePeUnCIeHHBIM BhIllle. BBeAeHNE TaHHOTO BUIA
yIpO3 TO3BOJISET ONMUCHIBATH C HAYYHO-METOOJIOTHUYCCKOM TOYKHU 3PSHUS OTIUIHS
3aMIUIIEHHBIX WH(GOPMAIMOHHBIX CHUCTEM OT OTKPHITHIX. [l mocnemHux yrposa
pPa3BEIKH MapaMETPOB CUCTEMbI CUNTACTCS PEATM30BAaHHOM.

3.2. OcHoeHble HanpagieHus U Memoobl peaiuzayuu yepo3

K  OCHOBHBIM  HampaBJ/IeHUSIM  pealu3allid  3J0yMBIIUIEHHUKOM
MH(GOPMALIMOHHBIX YTPo3 OTHOCSTCS [3]:

® HEMOCPE/ICTBEHHOE 0OpallleHne K 00bEKTaM JIOCTYTIa;

® CO3/IaHME TMPOTPAMMHBIX M TEXHUYECKUX CPEJICTB, BBIMOTHSIIOMINUX
oOpailieHre K 00beKTaM JIOCTyIa B 00X0/T CPEACTB 3aIlUThI,

e MoaudUKaIMs CPEACTB 3alIUThl, MO3BOJISIONIASI PEATM30BaTh YTPO3bI
nH(pOpMaIIMOHHOW 0€301aCHOCTH;

e BHeApeHHMEe B TexHudeckue cpeacrea AC mOporpaMMHBIX — WIH

TEXHUYECKUX MEXAaHU3MOB, HAPYIIAIOIIUX MPEANONIAraeMyl0 CTPYKTYpY
u pynkiun AC.

K d4uciay OCHOBHBIX MeTOAOB pealu3alud yrpo3 UHGOPMAIMOHHON
oe3omacHoctr AC otHOCcsTCes [3]:

® OmpeaesieHue 3JIOYMBIIUIEHHUKOM THUIIA W [apaMeTpoB HOCUTENEH
uH(popmaIuu;

® [IOJy4YeHUE 3JOYMBIIUICHHUKOM HHQOpMaUMd O  MPOrPaMMHO-
arrmapaTHOM cpefe, TUIE W IapaMeTpax CpPEACTB  BBIYMCIUTEIBHON
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TCXHUKHW, THIIC W  BCPCHU OHepaHHOHHOﬁ CHUCTCMbI, COCTaBC
IMPUKIIaJHOTO IMTPOrpaMMHOTO O6€CH€‘1€HI/I5{;

MOJIyYCHHUE 3JIOYMBIIUICHHUKOM JIeTaabHON MH(OpMAIuu 0 (QyHKIUAX,
BhITIOJIHAEMBIX AC;

MOJIyYEHUE 3JIOYMBIIUIEHHUKOM JAHHBIX O IPUMEHSIEMBIX CHUCTEMax
3aILMTHI;

ompeiesIeHHEe croco0a Mpe/cTaBlIeHUs HH)OpMaIINH;

OIIpe/IeNICHUE 3JI0YMBILLIEHHUKOM COJEpIKaHUS JaHHBIX,
oopabdarsiBaeMbix B AC, Ha KaueCTBEHHOM ypOBHE (IIPUMEHSIETCS IS
monuTopunra AC u aiisg nemmdpoBaHusi COOOIICHUH);

XUlleHre (KOMUPOBAaHHME) MAIIMHHBIX HOCUTENed uHbopmalm,
coJiepKalux KOoH(UIeHIUabHbIE TaHHbIE;

UCIIOJIb30BAHUE CIELUATbHBIX TEXHUYECKUX CPEICTB ISl IEpexXBaTa
MOOOYHBIX 3JIEKTPOMArHUTHBIX U3ydyeHuid u HaBogok (IIDMUH);

YHUYTOXKEHUE CPEACTB BBIYHCIUTEIFHON TEXHHUKH W HOCUTEJEH
uHdopmaIuy;

HECaHKIIMOHUPOBAHHBIN OCTYII ToJib3oBaTest K pecypcam AC B 06x01
WM IYyTeM TIPEOJOJICHUS CHUCTEM 3alllUThl C  HCIOJb30BAHUEM
CIICIIUAJIBHBIX CPEJICTB, IPUEMOB, METO/IOB;

HECAHKI[MOHUPOBAHHOE MIPEBBILICHUE MOJIb30BaTEIIEM CBOHX
MMOJTHOMOYMI;

HECaHKIIMOHUPOBAHHOE KOTTMPOBAHKE IMPOTPAMMHOTO 00€CTICUCHNS,
nepexBaT JIaHHBIX, TTepeaaBaeMbIX 10 KaHajIaM CBSI3H;

BU3YyalIbHOE HAOJIIO/ICHHE;

pacKphITHE MpeacTaBiIeHus: nHbopMaluu (nenmdpoBaHue JaHHBIX);
PaCKpBITHE COAep)KaHUs MHPOPMAIIUKA Ha CEMAHTUIECKOM YPOBHE;
YHUYTOKEHNE MAITMHHBIX HOCUTENNEeH HHpOpMaInu;

BHECEHUE IIOJIb30BATEIIEM HECAHKIIMOHUPOBAHHBIX W3MEHEHUH B
nporpamMmHo-anmnapatiele  komrnoHeHThl AC u  oOpabaThiBaeMble
JAHHBIE;

YCTAaHOBKA M  HCIOJb30BAaHHWE HENMITATHOTO AamnmapaTHOro  W/WiH
MIPOTPAaMMHOTO 00€CTICUEH U,

3aPaAKCHUC IIPOIrpaMMHBIMH BUPYCaMU,

BHECEHHME HCKAXXCHUH B MpCACTAaBJICHUC JaHHbIX, YHUYTOXCHHUC JaHHBIX
Ha YPOBHC IIPCACTABJICHUA, HCKAKCHUC I/IH(i)OpMaLIHI/I IIpu 1epcaavuc 1o
JIMHUAM CBA3H,

BHEJIpEeHUE Jie3uH(popMaIny;

BEIBEJICHUE U3 CTPOS MAIMHHBIX HOCUTENeH wHpopMammu 0e3
YHUYTOXEHUS;

52



® TMpOsiBJICHUE OIMMOOK MPOEKTUPOBAHUS W Pa3paOOTKU ammapaTHBIX M
MPOrPAaMMHBIX KOMITIOHEHTOB AC;

® HCKOKEHHE COOTBETCTBUSA  CHUHTAKCUYECKUX M  CEMaHTUYECKHUX
KOHCTPYKIIUH SI3bIKQ;

® 3alpeT Ha UCIOJIb30BaHUE HHPOPMAIIHH.

[lepeuncneHHble METOJBI pEaNM3alUi  Yrpo3 OXBAThIBAIOT BCE YPOBHU
npecTaBiIeHHs] UH(POpPMALIHH.

3.4. Hecopmanvnasa mooenv napywiumens

Hapywumens — 53TO0 NHMLIO, NOPEINPUHSABLIEE TIOIBITKY  BBIITOJIHEHUS
3alpelleHHbIX onepauui (AeMCcTBUI) MO OIMOKE, HE3HAHUIO WMIU OCO3HAHHO CO
3JIIM YMBICIIOM (M3 KOPBICTHBIX HMHTEPECOB) WM 0€3 TaKOBOTO (pagu MIPbl WU
YIOBOJBCTBUS, C LEJIBI0 CAMOYTBEPKIAEHUS U T. I.) U UCHOJIB3YIOIIEE IS ITOrO
pa3iIMyYHble BO3MOXHOCTH, METOABI U CPECTBA.

3noymviuinieHHux — HapyIIUTENb, HAMEPEHHO HIAYIIMN Ha HApyIICHUE U3
KOPBICTHBIX MOOYKICHUH.

HedopmanpHas wMojenb HapylmuTeNls OTpPaXKaeT €ro IpakTHYEeCKHEe U
TEOPETUYECKUE BO3MOKHOCTH, AllPUOPHBIC 3HAHUS, BPEMSI U MECTO JEHUCTBUSA U T. II.
HccnenoBaB MpUYMHBI HAPYIICHUH, MOXKHO JTMOO MOBJIMUATH HA CAMH 3TH MPUYUHBI,
aMb0 TOYHee OmpelaeiauTh TpeOOBaHUS K CHUCTEME 3allUThl OT JaHHOTO BHUAA
HapyILIECHUHN WU IPECTYIUICHUM.

B KaXgoM KOHKPETHOM Ciy4yae HCXOlIsd U3 KOHKPETHOW TEXHOJIOTHH
00paboTKu MH(MOPMAIUU MOXKET ObITh OIpejAesieHa MOJEIb HAapYLIUTENs, KOTopas
J0JIKHA OBITh aJIeKBaTHA peajJbHOMY HapylmuTesnto s 1anHoi AC.

Hedopmanbshas monens HapymmTens pa3padbarbiBaeTcs MPH MPOCKTUPOBAHUH
CHUCTEMBbI 3alIUThI U OLIEHKE 3aIUIIEHHOCTH UH()OPMAIIUH.

[Ipu pa3paboTke MOAEIN HAPYIIUTENS OMPEIEISTIOTCS:

® MPEAINOJOKEHUS O KaTErOpHsIX JIUL], K KOTOPbIM MOXET MPUHAIIIEKATD
HapyIIUTENb;

® TIPEINOJIOKEHUS O MOTHBAxX JEHCTBUN HapymuTens (MpecieayeMbIX
HapYILIUTEIEM LEJIsX);

® [PEINOJIOKEHUS O KBaJM(UKALMKM HApYHIMTENIS M €ro TEeXHUYECKOU
OCHAIIEHHOCTU (00 HCHONBb3yeMBIX JUIsI COBEpILIEHUS HapyLICHUS
METOJIaX U CPEICTBAX);

® OIpPaHMWYEHUS U MPEANOJOKEHHS O XapaKTEpe BO3MOXKHBIX JEUCTBUI
HapYyLIUTEIEH.

[To otHOmeHnio k AC HapymHTeId MOTYT OBITh BHYTPCHHHMH (U3 4YHCIIA
NepcoHaJla CHCTEMbl) WM BHEIIHUMH (IMIOCTOPOHHMMH Jnnamu). [IpakTuka
MOKa3bIBACT, YTO HAa JIOJIO0 BHYTPEHHHUX HapyIIUTeNeHd mpuxomutcs Ooinee 2/3 ot
00111ero Yncia HapyIeHUH.
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Buympennum unapywumenem MOXET OBITh JHUIIO U3 CIEIYIOIIUX KaTErOpui
nepcoHana:

® [10JIb30BATENM (ONIEPATOPBI) CUCTEMBI;

® [IepCOHANI, OOCIYXMBAIOIIUA TEXHUYECKHE CpeacTBa (MHXKEHEpHI,
TEXHUKHU);

® COTPYIOHUKH OTAEJIOB pa3paboTku u comnpoBoxaeHus 110 (mpuknannbie
Y CUCTEMHBIE IPOTPAMMHUCTBHI);

® TEXHUYECKUU TIepcoHaj, OOCHyKuUBaromui 3aaHus  (yOOpIIMKH,
ANCKTPUKU, CAHTEXHUKH W APYTHE COTPYIHWUKH, MMCIOIIUE JOCTYN B
3IaHUSI M TIOMEIIEHUS, TJIe PacToiokeHbl KOMITOHEHTHI AC);

® COTPYAHUKH CIIyx)0bl Oe30macHOCTH AC;

® DPYKOBOJHUTENH PA3JIMYHBIX YPOBHEW TOJDKHOCTHOU UEPAPXUMU.

Ilocmoponnue nuya, KOTOPbIE MOTYT OBITh HAPYIIUTEIISIMU:
® KJIMEHTHI (IPEeACTaBUTENN OPTraHU3alINiM, TpaXaaHe);
® [OCETUTENH (MPUTTIAIIEHHBIE TT0 KaKOMY-JIH0O0 TTOBOAY);

® TIPCACTABUTEIIM OpTaHMW3AIMi, B3aMMOJICHCTBYIONIUX IO BOIPOCAM
obecricueHUsT JKM3HEICITSIHPHOCTH OpraHu3amuu  (dHEpro-, BOJO-,
TEIIOCHAOKEHHUS H T. I1.);

® TMIPEACTABUTEIM  KOHKYPUPYIOIIUX  OpraHu3anuii  (MHOCTpPaHHBIX
CIELCTY>K0) WK Ju1ia, JEHCTBYIOIINE IO X 3aJaHUI0;

e JMIa, CIyYalHO WJIM YMBINIJICHHO HAPYIIWUBIIAE IMPOIYCKHOW PEXKUM
(6e3 nenu HapymuTh 6e3onacHoctb AC);

e J1100BIC JTUIIA 32 MIPeieIaMU KOHTPOJIUPYEMOU TEPPUTOPHH.

MO>XXHO BBIIETUTh TPU OCHOBHBIX MOTMBA HapylIeHUM: 0€30TBETCTBEHHOCTD,
CaMOYTBEPKIEHUE U KOPBICTHBIN UHTEPEC.

[Ipu HapymieHUsx, BBI3BAHHBIX O€30TBETCTBEHHOCTHIO, IOJIb30BATENb
IeJICHANPABJICHHO WM CITyYalHO MPOU3BOAUT KaKue-I100 pa3pyliaronue 1eiCcTBys,
HE CBSI3aHHBIE TEeM HE MEHEee CO 3JIbIM YMBICIIOM. B OONBIIMHCTBE Cily4aeB HTO
CJIE/ICTBHE HEKOMIIETEHTHOCTH WK HeOpexHocTH. [axe ecau AC umeer cpencrtsa,
JIeJIal0IIE TAKOE€ MPOHUKHOBEHUE YPE3BBIYAHO CIOKHBIM, MTOJTHOCTHIO 3AIUTUTH €€
OT MPOHUKHOBEHMSI IPAKTUUECKU HEBO3MOXKHO.

Knaccudukanusa Hapymumrenei
1o ypoento 3uanuii 06 AC:

e 3HaeT QyHKIMOHAIBHBIE 0COOeHHOCTH AC, OCHOBHBIC 3aKOHOMEPHOCTH
dbopMupoBaHUsS B HEH MACCUBOB JAaHHBIX M MOTOKOB 3alPOCOB K HUM,
YMEET TO0JIb30BaThCS IITATHBIMU CPEICTBAMU;
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e 00JlaaeT BBICOKMM YPOBHEM 3HAHUW U ONBITOM pabOTBl C
TEXHUYECKUMHU CPEACTBAMH CHCTEMBI, a TaKKe OIBITOM HX
00CITyKUBaHUS;

e o00janaer BHICOKUM YPOBHEM 3HAHUU B 00JaCTH MPOTPaAMMHUPOBAHUS U
BBIYUCIUTEILHOW  TEXHMKH, TPOEKTUPOBAHUS W  OKCIUTyaTalluu
aBTOMATH3UPOBAHHBIX HH(POPMALIMOHHBIX CHCTEM;

® 3HAaEeT CTPYKTYPY, QYHKIHUU U MEXaHU3M JACHCTBUS CPEJICTB 3aAIUTHI, UX
CWIbHBIE U cJa0ble CTOPOHBI.

11o yposHto 803modCHOCHEL (UCNONBL3YEMBIM MEMOOAM U CPEOCMBAM).

IlepBblli ypOBEHBb OIpEAEHseT Camblii HU3KUM YpOBEHb  BO3MOYKHOCTEU
BeneHus: nauaiora B AC 3amyck 3aaau (mporpamMm) U3 (PUKCHpOBAaHHOrO Habopa,
peaNnu3yIoNMX 3apaHee MpeayCMOTpEeHHbIC (YHKIMH M0 00paboTKe HHPOPMAIIHH.

Bropoit ypoBeHb ompenensieTcsi BO3MOXKHOCTBIO CO3/aHUsI M 3aIlycka
COOCTBEHHBIX MPOTPaMM C HOBBIMH (PYHKLIHUAMHU 10 00paboTKe HH(OPMALIHH.

Tperuii YPOBEHb onpeaensieTcs BO3MO>KHOCTBIO yIpaBJICHUS
¢ynkunonupoBanuemM AC, T. e. Bo3aeicTBMEM Ha 0a30BOE  MPOrpaMMHOE
o0OecrieueHrne CUCTEMBI U HA COCTAB M KOHPUTYpAIUIO €€ 000pYyI0BaHHUS.

YeTBepThlii YpOBEHb  OMNpPEACNSICTCS BCEM OOBEMOM BO3MOXKHOCTEH JIHII,
OCYUIECTBJISIONIMX MPOEKTUPOBAHUE, PEATU3ALMI0 U PEMOHT TEXHUYECKUX CPEJICTB
AC, Bmioth 10 BkiIroYeHUs B coctaB CBT cOOCTBEHHBIX TEXHUYECKUX CPEICTB C
HOBBIMH (PYHKIIMSIMU 10 00paboTke UHpOpMaITUH.

Knaccudukanus sBaseTcss HepapXuyecKoi, T. €. KKl CIeTyIOMUNA ypOBEHb
BKJIIOUAET B ce0s1 (PyHKIMOHAIbHBIE BOBMOXHOCTH TMPEABIIYLIETO.

B cBoeM ypoBHE HapymMTeNlb SABIAETCA  CIEUUAIMCTOM  BBICIIEH
kBannpukanuu, 3HaeT Bce 0 AC M, B YaCTHOCTH, O CHUCTEME M CPEJICTBax ee
3aILUTBHI.

Knaccudukanus mo ypoBHIO BO3MOMKHOCTEH NPHUBOJIUTCA B PYKOBOMSIIEM
nokymente I'ocrexkomuccun «KOHIENIUS 3alllUTHl CPEJICTB BBIYUCIUTEIBHON
TEXHUKH M aBTOMATHU3UPOBAHHBIX CHUCTEM OT HECAHKIIMOHMPOBAHHOTO JIOCTyIa K
nHdopmarun» B pazaene «Moaenb HapymuTens B ACy» [7].

Ilo spemenu Oeticmeust.

e B mporecce pynkrmonupoBanus AC (Bo Bpems pabOThl KOMIIOHEHTOB
CUCTEMBI);

® B [I€PUOJI HEAKTUBHOCTH KOMIIOHEHTOB CUCTEMBI (B Hepabouee Bpems,
BO BpeMs IUIAHOBBIX IIEPEPHIBOB B €€ paboTe, MEpephIBOB s
oOCiTy’kKMBaHUS U PEMOHTA U T. I1.);

e Kak B npoiecce hynknuonupoanus AC, Tak U B Iepruoj HEAKTUBHOCTH
KOMITOHEHTOB CUCTEMBI.

Ilo mecmy oOeticmeus.

e (e3 0CTyIa Ha KOHTPOJIUPYEMYIO TEPPUTOPHUIO OpTraHU3AIINH;
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® C KOHTPOJMPYEMO TeppuTopuu 06€3 T0CTyIa B 3JaHUS U COOPY>KEHUS;
® BHYTpHU NOMEILIEHU, HO 0€3 ocTyna K TeXHu4eckuM cpeactBam AC;
e ¢ pabouyux MeCT KOHEUHBIX NoJib30Batenei (onepatopos) AC;

® C JIOCTYIIOM B 30HY JJaHHBIX (0a3 JaHHBIX, ApXUBOB U T.I1.);

e C JIOCTYIOM B 30HY VYIpPaBJICHUS CpPEJICTBAMH  OOCCIICUCHHUS
oezomacuoctu AC.

OnpeneneHne KOHKPETHBIX XapaKTEPUCTHUK BO3MOXKHBIX HapyIIMTENEH B
3HAYUTEILHOM CTENEeHU CyOBEeKTUBHO. MOJIeh HAPYIIUTES, IIOCTPOCHHAS C YIETOM
O0COOEHHOCTEH KOHKPETHOM TIPEeIMETHOW 00JIacTh U TEXHOJIOTHH 00paboTKH
uH(pOpMAaITUU, MOXKET OBITH MPEACTABICHA MEPEUYUCICHUEM HECKOIBKUX BapHaHTOB
ero obmuka. Kaxnmprii BUJ HapymuTeNls TOJDKEH OBITh ONpPENeNieH C TOMOIIBIO
XapaKTEPUCTHK, IPUBEICHHBIX BBIIIIC.

3.5. Memoowl ouenku ya3eumocmu cucmemol

HpI/I PCUICHUHU MNPAKTUYCCKHUX 3a/]a4 3allIUThI I/IH(bOpMaHI/II/I Oo0JIBIIIOE 3HAYCHHUE
HMECCT KOJIMYCCTBCHHAs OLICHKA €€ YA3BUMOCTH.

Pan cnemumanuctoB B oOnactu MH(OPMALMOHHONW 0€30MaCHOCTH BBIIEISIOT
METOBI U CPEJCTBA 3AIIUTHl OT CIYYaWHBIX U OT MPEIHAMEPEHHBIX yrpo3 [5]. s
3alUThl OT CIYYallHBIX Yrpo3 HCHOJIB3YIOTCS CPEJCTBAa IMOBBIIMIEHUS HAACKHOCTU
(GYHKIIMOHUPOBAHMUSI ~ aBTOMATU3WPOBAHHBIX  CHUCTEM, CpEACTBA  MOBBIIICHHUS
JOCTOBEPHOCTH U pe3epBUPOBAHMS HH(POPMAIIHH.

[Ipy nmpoeKTHpPOBAHWUK 3alIUTHl OT IMPEIHAMEPEHHBIX YIPO3 OMNPEAECISIOTCA
MepevYeHbh W KIACCH(PUKAIMS MO XapaKTepy, Pa3MEIICHUIO, BAXXHOCTH W BPEMCHH
KU3HU JaHHBIX, Mojjexamux 3amure B 3anaHHoii AC. B cooTBercTBUM C
XapaKTEPOM U BAKHOCTHIO ATHX JAHHBIX BBIOMPAIOTCS OKMJaeMas KBATU(UKAIKS U
MOJIEIb TOBEACHUS MOTEHIMAIbHOTO Hapymutens. CuuTaercs, 4YTO Yyrposa
peanusyercsl MyTeM HECAHKIIMOHUPOBAHHOIO JIOCTyNa K MH(GOPMAIUH.

B cooTBeTrcTBMM € MOZJENBIO HAPYLWIMUTENI B IPOCKTUPYEMOM CHUCTEME
BBISIBIIIFOTCSL BHUJIBI U KOJMYECTBO BO3MOXKHBIX KAaHAJIOB HECAHKIIMOHUPOBAHHOIO
NOCTyIla K 3allMIIaeMbIM JaHHBIM. JlaHHBIE KaHAJIbl JAENATCS HA TEXHUYECKU
KOHTPOJIUPYEMbIE W HEKOHTposmpyemsble [5]. Hampumep, BXox B cucreMy co
CTOPOHBI  KJIABHATypbl TEPMHUHAJIAa MOXET KOHTPOJIMPOBATHCS  CIIELUAJIbHOU
MIPOTPAMMOM, a KAHAJIBI CBA3U TEPPUTOPUAIBHO-PACIPEACICHHON CHCTEMBI — HE
Bcerga. Ha ocHoBe aHain3a KaHaloOB BbIOMPAIOTCS] TOTOBBIE WMJIM CO3[IAIOTCSI HOBBIE
CPEACTBA 3AIMTHI C LEJBI0 EPEKPHITUS ITUX KAHAJIOB.

JUis co3laHusi €IUHOTO TIOCTOSTHHO JIEMCTBYIOIIETO MEXaHH3Ma 3allUThl
CpeICTBAa  3alllUThl C  [OMOIIBIO  CHEIHAJIbHO  BBIACJIEHHBIX  CPEJCTB
LEHTPAJIN30BaHHOTO YIPaBJIE€HUS OOBEAUHSIIOTCS B OJIHY aBTOMATHU3HPOBAHHYIO
cucteMy 0€30MacHOCTH HMH(pOpMalUM, KOTOpas IIyTéM aHaiM3a €€ CcocTaBa U
MPUHIIMIIOB TIOCTPOCHUSI MPOBEPSIETCS] Ha MPEIMET HATUYMs BO3MOXHBIX IyTeH ee
oOxoma. Ecnum  TakoBble  OOHApy)XMBAKTCS, TO OHU  IEPEKPBHIBAIOTCA
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COOTBETCTBYIOIIIMMU CPEACTBAMH, KOTOPHIE TAKXKE BKIIFOUAIOTCS B COCTaB 3alllUTHOM
obonouku. B pesynpraTe OyaeT MOCTpOCHA 3aMKHYTas BUPTyalibHash 000J0YKa
3aImuThl UHGopMaIuu [5].

CreneHb 3alllUTBl OMPEACISIETCS MOJHOTOW MEPEKPHITUS KaHAJOB YTEUKHU
uH(pOpMAIIMK U BO3MOXKHBIX MyTeH 00X0Jla CPEACTB 3AIUTHI, a TAKKE MPOYHOCTHIO
3amuThl. COTJIaCHO TMPUHIATOM MOJAENM TOBEAEHUS HapYLIUTENsd MPOYHOCTh
3aIUTHON 000JOYKH OTMPEACNSICTCS CPEICTBOM 3aIUThl C HAUMEHBITUM 3HAYCHHEM
MIPOYHOCTH U3 YUCJIA CPEJICTB, COCTABIISAIOMIMX ATy 000JIOUKY.

[lox nmpounocmsio 3awyumer (Mperpaabl) MOHUMAETCS BEIMYHHA BEPOSTHOCTH
€€ HEMPEO0JIEHUSI HapyILIUTEIIEM.

IIpoyHOCTH 3alIUTHOM MpPErpaabl SBISIETCA JAOCTATOYHOM, €CIIM O0XKUIAAEMOE
BpeMs IPEOJI0JICHUS €€ HapylIUTeleM OOJbIIe BPEMEHHM XU3HU MPEIMETa 3allUThI
WM OOJIbllle BPEMEHU OOHApY EHUSI U OJIOKUPOBKHU JTOCTYIA IPU OTCYTCTBUM IyTel
00x0/1a 3TOM Mperpabl.

3amuTHast 000JI0YKa JIOJKHA COCTOSATh U3 CPEICTB 3aLUThI, TOCTPOEHHBIX MO
onHOMYy mnpuHLIMMIY (KoHTpoJsia uinu npeaynpexiaenus HCJ]) m pazmemaembix Ha
kaHaiax ~ HCJI  ogHoro  Tuma  (TEXHHYECKH  KOHTPOJHMPYEMBIX  WJIH
HEKOHTpOJIMpyeMbIX). Ha KOHTpoJMpyeMbIX KaHallax HapyLIUTEIb PUCKYET OBITh
MOMMaHHBIM, a HA HEKOHTPOJIUPYEMBIX OH MOXKET padoTaTh B KOMQOPTHBIX
YCJIOBUSIX, HE OrPaHUYEHHBIX BPEMEHEM M CpeacTBaMU. [IpOYHOCTH 3alIUTBI BO
BTOpPOM cllydae JOJDKHA OBITh 3HAUMTENbHO BhIme. llosTomy 1enecooOpasHO B
aBTOMATU3UPOBAHHOW CHUCTEME HMETb OTIEIbHBIC BUPTYAJIbHBIE 3allUTHBIC
000JIOUKH: KOHTPOJUPYEMYIO U IPEBEHTUBHYIO.

Kpome TOro, HEOOXOAMMO YYHMTHIBATH MPUMEHEHHE OPTaHU3AIMOHHBIX
MEpPOIPHUATHA, KOTOPhIE B COBOKYMHOCTH MOTYT 00pa3oBaTh CBOIO 3alIUTHYIO
000J10YKY.

Crparernss u Taktuka 3amuThl oT npenHamepeHHoro HCJI 3axmrouaercs B
npuMeHeHnn Ha Bo3MOkHbIX kaHaitax HCJl x undopmanuu AC cpenctB KOHTPOIIS,
OJIOKMpOBKM M TpeaynpexaeHus coObiThil. CpeacTBa KOHTPOJIS M OJIOKUPOBKH
YCTaHABJIMBAIOTCA Ha BO3MOXHBIX KaHamax HCJI, rae 3T0 BO3MOKHO TEXHMYECKHU
WM OPraHU3alMOHHO, a CPEACTBa MNPEayNpekaeHUs (MPEeBEHTUBHBIE CPEACTBA)
MIPUMEHSIOTCS TaM, 1€ TAKUE BOZMOXHOCTH OTCYTCTBYIOT.

HpI/I PacuCTC MPOYHOCTH CPCACTBA 3AIIUTHI YIYUTBIBACTCA BpCMCHHOﬁ Q)aKTOp,
HO3BOJ’I$IIOH.[PII>1 IMOJYYHUTb KOJIMYCCTBCHHYIO OLCHKY €TI0 IPOYHOCTH — OXKHWIACMYIO
BCIIMYMHY BCPOATHOCTH HCIIPCOAOJICHH €TI0 IIOTCHIMAJIbHBIM HAPYIIHUTCIICM.

PaccMoTpuM BapwaHThI TOCTPOCHUS 3allIMTHOW OOOJOYKM M OICHKY €€
npouHoctH [5].

B mpocrefinem ciayyae mpeaMeT 3aiuThl TOMEIIECH B 3aMKHYTYIO OJTHOPOJTHYIO
3alUTHYI0 0005104KY (puc. 3.1).
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npeaMeT 3alUuThbI

nperpana

Puc. 3.1. Mopeinb 01HO3BEHHOU 3aIUTHI

[IpoYHOCTH 3alIUTHI 3aBHCHT OT CBOHCTB Tmperpansl. CumTaercs, dYTO
IIPOYHOCTh CO3JaHHOM IMperpajbl JOCTATOYHA, €CJIM CTOMMOCTh OXHIAACMBIX 3aTpat
Ha €¢ TIPEOJOJICHHE TIOTCHIMAIBbHBIM HAPYIIUTEIEM IPEBBIIIAET CTOMMOCTD
3amuIaeMoi naopMalum.

Ecnu 0003HauuTh BEPOSTHOCTh HEMPEOOJCHUS TMPEerpajbl HapyIIUTEIeM
yepe3 P,, BEpOSTHOCTh IPEOJOJICHHS TMperpajabl HapymurTeaeM uepes P, , To
COTJIaCHO TEOPHUH BEPOSTHOCTH

P,+P=1

B peanwHOM citydyae y mperpansl MOTYT ObITh TyTH e€e oOoxoma. O6o3HaunM
BEPOATHOCTh 00XoAa Tmperpaabpl Hapymurtenem uepes P, Hapymmwrens,
JNEUCTBYIOUIMN B OJMHOYKY, BBIOEPET OJIMH U3 IyTEH: MPEOAOJECHUE MPErpajbl UM
oOxonHoM BapuaHT. Torga, y4uTbIBasi HECOBMECTHOCTh COOBITHH, (QopManbHOe
BBIPKEHHE MPOYHOCTHU MPErpajabl MOXKHO MPEACTABUTH B BUJIE

PHzmin{(l_ Pn)l(l_ Po)}'

PaccmoTpuM HauOosiee OmacHyl CHUTYyalMiO, KOIJla HapylIUTeNdb 3HAeT U
BbIOEpET MyTh C HauOOJbIIEH BEPOSITHOCTHIO IMPEOJOJICHUs mperpaabl. B Taxom
ClIydya€ MOXKHO IPEAIIOJNIOKNATh, YTO IIPOYHOCTb MPErpagpl  ONpPEaeIseTCs
BEPOATHOCTBIO €€ MPEOI0JICHUS WM 00X0/1a MOTEHIIMATbHBIM HapYUIUTENIEM IO MTyTH
C HauOONbIIUM 3HAYEHHUEM OHTOM BEpPOSATHOCTH. To ecTh B ciy4yae AeMCTBUI
€IMHCTBEHHOTO HApYIIMTENS MPOYHOCTh 3alIUTHl OMNPENENeTcs €€ cladeimum
3BCHOM.

Y mperpagsl MoxeT ObITh HECKOJbKO myTed oOxoma. Torma mocienHee
BBIPa)KEHHE IPUMET BH/]T

PH =min {(1_Pn)1 (1_P01)1 (1_P02)1 (1_P03)1 (l__Pok)}a

rie K — koimuecTBo myTei 00xoa.
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Jnsa ciaydas, Korja HapyumuTened Oojiee OJHOTO M OHU  JICUCTBYIOT
OJTHOBPEMEHHO (OpraHM30BaHHas Ipylma) MO0 KaKIOMY IYTH, 3TO BBIPAXKEHUE C
Y4ETOM COBMECTHOCTH JAECUCTBUI OYIET BBIIVIAJETh TAK:

Pi= (1-Py) (1-Py))  (1-Py) (1 =Pg3) ... (1-Py).

Hannast hopmysa npuMeHUMa JJisi HEKOHTPOJUPYEMON MTPErpabl.

PaccMoTpuM ocoOeHHOCTH pacyeTa COOTHOIICHUH ISl KOHTPOJIHPYEMOM
nperpansl. Korma k mpeaMery 3aliMThl, HMMEKOIIEMY IOCTOSIHHYIO I[€HHOCTb,
HEOOXOAMMO M TEXHMUYECKH BO3MOXKHO OOECHEYHTh KOHTPOJIb JOCTYIa, OOBIYHO
NPUMEHSETCS TIOCTOSHHO JICHCTBYIOIIAs TMperpaga, oOsajaromas CBOWCTBaMU
oOHapy»XeHUsI U OJIOKMPOBKHM JOCTyNa HAPYIIUTEIS K TPEAMETY WU OOBEKTY
3aIUTHI.

Jlisg aHanmM3a CHUTyalldd pacCMOTPUM BpPEMEHHYIO [uarpamMmy Ipoiiecca
KOHTpoJIs 1 oO6Hapyxenust HCJI, npuBeneHHyo Ha puc. 4.2.

v

|
0 !

A
A\ 4
A
v

A
\ 4

Y]

-——
v

Puc. 3.2. Bpemennas nuarpamma mnporiecca KoHTpostst u ooHapyxenus HCJI:
T — nepuoa onpoca JaTINKOB; 15— Bpems niepenaun curHaia u oonapyxenus HCJI;
T — Bpemst OJIOKMPOBKH 10CTYNA; 1y, — BpeMsl HapyLIEHUs

N3 puc. 4.2 ciaemyet, 4TO HAPYIIUTENh MOXKET OBITh HE OOHAPYX EH B JBYX
CITyJasix:

a) KOIa BpeMs HapyIIEHUs MEHbBLIE IEPUOJIA ONIPOca JaTIUKOB: Ty, < T;
0) xorna I'< Ty, < Tys + Ts.
B cnydae a) tpeOyercsi MOMOJHUTETHLHOE YCIOBHE — TIOMA/laHUE WHTEpBaja

BpemeHH t B unTepBain 7, T. €. HEOOX0AMMa CUHXPOHHU3AIUS JCHCTBUI HAPYILIUTEINS C
YacTOTOU OMpoca JaTYUKOB OOHAPYKEHUSI.

dopMalIbHO 3Ty 3a7ady MOXKHO IPEACTaBUTh CleAyromuM obOpa3oM. EcTb
IIOCJIEZIOBATEILHOE MHOXECTBO COOBITMM B BHUAE KOHTPOJIBHBIX HMITYJBCOB C
paccrosHueM 1 MeEXAy HUMH U €CTb OIIPEIEIEHHOE MHOXKECTBO 3JIEMEHTAPHBIX
COOBITHI B BUJIE OTPE3KA JUIMHOH Typ, KOTOPBIN CITydaliHbIM 00pa30M HaKJIabIBACTCS
Ha [EpBOE MHOYKECTBO. 3a/Jada COCTOMT B OIPEIECICHHH BEPOSITHOCTHU IOIAIaHUS
orpeska 7}, Ha KOHTPOJLHBIA UMITYJILC, €CIH 1y, < T.
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Eciu 0003HauuTh BEPOATHOCTH TMOMAAAHHUS OTpe3Ka Ha KOHTPOJIbHBIN
UMITYJIbC, TO €CTh BEPOSATHOCTh OOHAPYKEHUSI HApYILIeHUs], uepe3 Py, TO

Hp

P1: T’THP<T
17, >T

B caydae 6), xorna T < T, < Tos + T, HCJ] duxcupyercs HaBepHsKa U
BEPOSTHOCTh  OOHApYKCHUS JEUCTBUM  HApymHTENs OyIeT  ONpeaensaThCs
cooTHOLIEHUEM MEeXIY Ty U (Tos + T5).

Bennuuna oxunaemMoro 7y, 3aBUCUT OT MHOTHX (DaKTOPOB:

e xapakTepa IMOCTaBJICHHOM 3aa4l HAPYIICHHUS,

e MeToJa M croco0a HapyIIeHuUs,

® TEXHUYECKUX BO3MOXHOCTEH M KBATH(PUKAIIUN HAPYIITUTEIS,
® TEXHUYECKUX BO3MOXXHOCTEH aBTOMATU3HPOBAHHOW CUCTEMBI.

[To>TOMy MOKHO TOBOPUTB O BEPOATHOCTHOM XapakTepe BeNW4MHbI 7, Ecin
0003HaYNTh BEPOSTHOCTHh 0OHapyxeHus u omokupoBku HCJI gepes P, To

T

HD

ST +T.

s 6onee mosHOrO (HOPMATBHOTO MPEACTABICHUS MPOYHOCTU TMPErpajsl B
BUJE AaBTOMATHU3UPOBAHHOM cuctemMbl OOHapyxenus u OnokupoBku HCJI
HEOOXOMMO YUUTHIBaTh HAJEKHOCTh €€ (DYHKUMOHUPOBAHUS U IYTH BO3MOXHOTO
00x0/1a ee HapPYIITUTEIIEM.

P,

BepO}ITHOCTI) OTKa3a CUCTCMBbI OHpC,Z[@JIfIGTC}I 110 q)OpMy.TIC
_ M
P OTK(t) =€ ,

rne A - MHTEHCUBHOCTh OTKa30B TPYIIbl TEXHUYECKUX CPEICTB,
COCTaBIISIIOLIUX cucTeMy oOHapyxeHus u 0inokupoBku HC/I;

t — paccmarpuBaeMblii WHTEpBAJI BpPEeMEHH (DYHKIIMOHHUPOBAHUS CHCTEMBI
obHapyxenus u 6okuposku HCJI.

Hcxons w3 HamOoiiee OMacHOW CUTyallMM, CYUTAeM, YTO OTKa3 CHUCTEMBbI
koHTposst © HCJ] moryT ObITh cOBMECTHBIMU COOBITUAMU. [l03TOMY, C yueTom 3TOM
cUTyaluu popMysia IPOYHOCTH KOHTPOJIUPYEMOM Mperpaabl MpUMET BUA

Py=min{P;(1 - Por), (1 = Poy), (1 = Pyo), (L= Py3), ... (1 - Py},
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rae P, ¥ KOMM4ecTBO MyTel 00xoja K ompenesroTcesl SKCIepTHBIM ITyTeM Ha
OCHOBE aHaIM3a TPUHIUIIOB TIOCTPOEHUS KOHKPETHOHW CHCTEMBl KOHTPOJS U
osoxupoku HC/I.

B cnygae, ecnm 1meHHOCTh MH(OpPMAIMK MajnaeT ¢ TCYCHHEM BPEMEHH, 3a
YCJIOBHE JTOCTATOYHOCTH 3aIUTHl MOKHO MPUHSTH MPEBBIIICHUE 3aTPAaT BPEMEHU Ha
MIPEOJIOJICHUE TIperpajbl HapyIIUTENIeM HaJ BpEeMEHeM Xu3Hu uHpopmaruu. B
KaueCcTBe TaKOW 3allUThl MOXET OBITh HCIOJB30BAHO KPHUITOTPAPUIECKOE
npeobpazoBanue uHpopmaiuu. Bo3MOXHBIMU MyTAMH 00X01a Kpuntorpahuueckou
nperpaapl  MOTYT OBITh KPUNTOAHAIW3 MCXOJAHOTO TEKCTa 3alii(pOBAHHOTO
COOOIICHUS WM JOCTYI K JEHCTBUTEIBHBIM 3HAUCHUSM KITtouel mu@poBaHUs TpH
XpaHCHHUH U TIepeaade.

Ha npakTrke B O0JIBIIMHCTBE Cy4YaeB 3alUTHBIN KOHTYP (000704YKa) COCTOUT

U3 HECKOJBKUX COCAMHCHHBIX MEXIy CO0OH mperpan ¢ pasiudHOW MPOYHOCTHIO
(puc. 3.3).

[IpumepoM Takoro BuJa 3aIIUTBl MOXKET CIYXKUTh MOMEIICHUE, B KOTOPOM
XpaHUTCA annaparypa. B kauectBe mperpaj ¢ pa3iMyHON MPOYHOCTHIO 3/1€CH MOTYT
CIIY’KUTb CT€HBI, IOTOJIOK, II0JI, OKHA ¥ 3aMOK Ha JABEPHU.

dopmaibHOE ONMUCAHUE MPOYHOCTH MHOTO3BEHHOM 00OJIOYKHM 3allUTHI MOYTH
MOJIHOCTBIO COBNAAAET C OJHO3BEHHOM, T. K. HaIMYME HECKOJbKHUX IyTed 00Xxoaa
OJIHOM Mperpajbl, HE YJOBJICTBOPSIOMIUX 3aJlaHHBIM TPeOOBaHMAM, MOTpeOyeT uxX
MEePEKPBITHST  JIPYTUMU TIperpajaMu, KOTOpble B KOHEYHOM HTOTE€ O0O0pa3yroT
MHOT'O3BEHHYIO 000JI0UYKY 3aIlUTHI.

npeameT 3alluThbl

nperpana
1
nperpana
2
nperpana
3

Puc. 3.3. Mozeibs MHOTO3BEHHOM 3aIIUTHI

HpO‘{HOCTB MHOTO3BEHHOM 3alllUTBl M3 HCKOHTPOJHUPYEMBIX  IIpE€rpam,
HOCTpOGHHOﬁ AJI1  TIPOTUBOCTOAHHA OJHOMY HAPYHIMTCIIO, OIPCACIIACTCA I10
bopmyre

PSI/I = min{PCSI/II!PCSI/Izi PC3PIi1 (1 _P01)1 (1 _POZ)i (1 _P03)1 (1 _Pok)}a

r7ie Peyyi— TMPOYHOCTD I-H TIperpajsl;
Pox— BeposTHOCTH 00X0/1a TIperpainl Mo K-My myTH.
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[IpoyHOCTP MHOTO3BEHHOW 3alIUTHON OOOJOYKHM OT OJHOTO HApPYIIUTENS
paBHa MPOYHOCTH €€ CIadeiIIero 3BeHa. DTO NPAaBUJIO CIIPABEAJIMBO U ISl 3AIIUTHI
OT HEOPTraHU30BaHHOW I'PYIIIBI HAPYLIUTENIEH, JEUCTBYIOLIUX CAMOCTOSTENBHO.

IIpoyHOCTP MHOTIO3BEHHOM 3alMTHI, IIOCTPOEHHOM W3 HEKOHTPOJIUPYEMBIX
mperpax  JUisl  3allUThl  OT OPraHU30BAHHOM TPyNNbl  KBAIU(DUIMPOBAHHBIX
HapYIIUTENEH, pACCUNTHIBACTCS CIAEAYIOUIMM 00pa3oM:

P3H0=PC3H1'PC3H2' ---Pc31/1i' (1_P01) ) (1_P02) ) (l_P03) (1'P0k)'

HpO‘{HOCTB MHOTO3BEHHOU 3allIUThI oT OpFaHHSOBaHHOﬁ I'PYIIIIbI
HaPYIHHTGHGﬁ paBHa IIPOU3BCACHUIO BCpO}ITHOCTeﬁ HCTIPCOAO0JICHUA ITOTCHINAJIbHBIM
HapyIrUTCIICM KaXKA0I'0 U3 3BCHbCB, COCTABJIAIOIINX OTY 3allUTY.

Pacuer IMPOYHOCTH MHOTO3BEHHOU 3alIUTBI C KOHTPOJIUPYCMBIMU IIPETpagaMunu
AHAJIOTN4YCH.

Pacdersl WTOrOBBIX IIPOYHOCTEW 3AIIUATHI U HEKOHTPOJMPYEMBIX U
KOHTPOJIMPYEMBIX TPEerpaj TOJKHBI OBbITh pa3iedbHbIMU, IMOCKOJIBKY HCXOJHBIE
JaHHbIE Ui HUX Pa3jIMuHbl M, CJIEIOBATEIbHO, HAa pa3Hble 3a7aud JOJIKHBI OBITH
pa3Hble PEIIeHUsI — JBE pa3Hble 000JIOUKH 3aIIUThI OHOTO YPOBHSI.

Ecau npouHocTs ciabeifiiero 3seHa 3aluThl Y0BIECTBOPSET MPEAbsIBICHHBIM
TpeOOBaHUSIM OOOJIOUKH 3aIUThl B I1€JIOM, BO3HHUKAET BONPOC 00 H3OBITOUHOCTU
MPOYHOCTH Ha OCTaJbHBIX 3BEHBAX MJaHHOM o00osouku. OTCroa CiemyeT, YTo
SKOHOMHMYECKH I1€JeC000pa3HO IPHUMEHATh B MHOTO3BEHHOM O0OOJIOYKE 3aIllUThI
PaBHOIIPOYHBIE TTpErpabl.

Ecau 3BeHO 3ammuThl HE YAOBJIETBOPSET NPEAbSIBICHHBIM TPEOOBAHUSAM,
Mperpaay B 3TOM 3BEHE CJEAYeT 3aMEHUTh Ha 0oJjiee MPOYHYIO WM JaHHas Iperpaja
nyOnupyeTcs ele OJHOW Mperpajo, a HHOrAa ABYMS W OoJiee Mperpajgamu.
JloToTHUTENBHBIC TIPETPAbl TOJDKHBI TIEPEKPHIBATh TO KE KOJIMYECTBO WM Ooee
BO3MOKHBIX kaHasioB HCJI, uto u nepBas.

B stoM ciyuae, ecnu 0003HAUYUTH MPOYHOCTH IYOJHMPYIOMMX APYT JApyra
nperpag COOTBETCTBEHHO uepe3 P., P, P,..Pu, TO BEPOSTHOCTh MPEOAOJICHUS
KaXJIOM M3 HUX ONPEACISAETCS KaK BEPOSITHOCTh MPOTHBOIOJIOKHOTO coObiThs: (1 —
lel)’ (1 - PIIZ)l (l _le3)’ (1 _Pz[i)-

CuutaeM, 4To (aKThl MPEOJOJECHUS ITUX TMPErpaji HAPYIIUTEIEM — COOBITHS
COBMECTHBIE. DJTO TO3BOJISIET BEPOSATHOCTh NPEOJNOJEHUS CYMMApHOM NIPETpajbl
HapyLIUTEJIEM IPEACTABUTh B BUJIE

Pnz(l_lel)'(l_PzEZ)'(1_le3)--- (1_ Pz[i)-

B OTBETCTBEHHBIX Ciy4asX @pH IMOBBIIEHHBIX TPEOOBAHUAX K 3allUTE
MPUMEHSIETCS MHOTOYPOBHEBAs 3alllUTa, MOJIENIb KOTOPOI MpeacTaBieHa Ha puc. 3.4.
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npeamMeT 3allnThbl

YPOBHM 3aLnTbl (060NOYKM)

Puc. 3.4. Mozaenb MHOTOYPOBHEBOM 3aIITUTHI

IIpu pacuere cymMMapHON MPOYHOCTH MHOTOYPOBHEBOMW 3aIIUTBl CYMMHUPYIOTCS
IIPOYHOCTH OTACIIBHBIX YPOBHEM.

3.6. Ilocmpoenue  cucmem  3auyumel  Om  yzpo3bl
kon@guoenyuanvnocmu. Ilpuuunvt u 6udvl ymeuxu
ungopmavyuu

Hapymenne koHQHUIEHIMANBHOCTH TNPOUCXOAUT B pe3ylbTaTe yTEUKU
uHpopManuu. 3anmTa UHPOPMAIMKA OT YTEUKU — 3TO JIEATEIbHOCTh, HAIPABJICHHAS
Ha I[PEJOTBpALEHUE HEKOHTPOJIUPYEMOTO  PACHPOCTPAHEHUS  3alIUIIAcMOMN
uH(pOpMallul B pe3yJbTaTe €€ pas3rialleHus, HECAaHKIMOHUPOBAHHOIO JOCTYyMa K
nH(pOpPMaLIMU U MOJTYYSHHs 3alIUIaeMoi HH(POPMaLUU pa3BeaKaMU.

OCHOBHBIMH NPUYMHAMHU YTEUKU UHGOpMALIMK SIBISIOTCA [3]:

e HecoOJIIICHUE TIEPCOHATIOM HOPM, TPEOOBAaHUM, MPABUI SKCILTyaTalluu
AC;

e ommbku B mpoekTupoBannu AC u cuctem 3anuthl AC;

® BEJCHUE IPOTUBOCTOSIIEM CTOPOHOM TEXHUYECKOM U AareHTypPHOMU
pa3BENoK.

HecoOmronenne nepconaioMm Hopwm, TpeOoBaHuM, mpaBui 3kciuryataiuu AC
MOXXET OBITh KakK yMBIIUIEHHBIM, TaK W HempegHamepeHHbIM. OT BeAeHUs
IIPOTUBOCTOSAILEN CTOPOHOM areHTYpPHOW PAa3BEIKM JTOT CIy4aud OTJIMYAET TO, YTO
3/1€Ch JIMLIOM, COBEPIIAIOIIMM HECAHKIMOHUPOBAHHBIEC JCHCTBUS, JABUTAKOT JINYHBIE
noOyautenbHble MOTHBBL. [IpHumHBI yTedkd HMHGPOpPMALUMU JOCTATOYHO TECHO
CBSI3aHBI C BUJIaMU YT€UKU UH(POpPMaLUU.

B cootBerctBum ¢ I'OCT P 50922-96 paccmarpuBaroTcsi TpU BUAA YTEUKHU
uHpopmanuu:

® pasralicHuUE;

® HECAaHKIIMOHUPOBAHHBIN JOCTYN K HH(MOpMAIUy;
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® TOJy4YCHUE 3alIUIIaeMOMN uHbopMaIuu pa3BeIKaMu (kax
OTE€UECTBEHHBIMHU, TaK U MHOCTPAHHBIMHU ).

[lon pasenawenuem wHGOpMAIMM TIOHUMAETCS HECAHKIIMOHUPOBAHHOE
JOBEJICHHE 3aluIaeMol WHpoOpManuud 10 MOTpeduTeneld, He HMMEIOLIMX IpaBa
J0CTYTIA K 3aluiaeMon nHhopMaIuu.

CornacHo [7] HecanxyuoHuposaHuwlii 0ocmyn K uH@opmayuu — HOCTYN K
uH(pOpMallMY, HApYIIAIOMINUNA YCTAaHOBJIEHHBIC MpaBWia pa3rpaHUYEHUs JOCTyMa, C
MCIIOJIb30BAaHUEM IITAaTHBIX cpencts, npenocrabisiembix CBT wm AC. Tlog HC
MOHMMAETCS TOJyYeHHUe 3alluiaeMonl HHPOpMaIuu 3aUNHTEPECOBAHHBIM CYOBEKTOM
C HapyIlIEHUEM YCTAHOBIIEHHBIX MPABOBBIMH JOKYMEHTAMHU WU COOCTBEHHUKOM,
BJIaJIeNIblIeM UH(POPMAILIMK MPaB WIM MPaBUJl IOCTyNa K 3allUIaeMond nHdopmanuu.
[Tpu TOM 3aWHTEPECOBAHHBIM CYOBEKTOM, OCYIIECTBIISIONUM
HECAaHKIIMOHUPOBAHHBIA JOCTyn K HWH(MOpPMAUUA, MOXET OBITh TOCYAapCTBO,
IOPUIMYECKOE JIUI0, Tpymma (U3WYECKUX JHUI, B TOM 4HCIE OOIIeCTBeHHAs
OpraHu3alys, OTAeIbHOe (PU3HUECKOE JTUIIO.

Tonyuenue 3awuwaemou ungopmayuu pazgeokamu MOKET OCYIIECTBISATHCS C
MTOMOINBI0 TEXHUYECKUX CPEJCTB (TEXHUYECKas pas3BeAKa) WM arcHTYPHBIMH
METOJIlaMU (areHTypHasi pa3BeKa).

3.7. Knaccugukauusa xananoe ymeuxu ungpopmayuu

Kanan ymeuxku ungopmayuu — COBOKYNIHOCTb HCTOYHMKA HH(OpMAaLVH,
MaTEpUaIbHOIO HOCHUTENS WM Cpedbl PacHpOCTPAHEHHUS] HECYIIEr0 YKa3aHHYIO
MH(POpPMALIMIO CUTHAJAa M CPEJICTBA BBIACICHUS HWH(GOPMALUMKU M3 CHTHAIA WIH
HocuTesnss. OZHUM K3 OCHOBHBIX CBOWCTB KaHaJIa SIBISIETCS MECTOPACIOJIOKEHHE
CpeICTBa BbIACNICHUSI HH(DOPMALIMK U3 CUTHAJIA UM HOCHUTENS, KOTOPOE MOKET OBITh
B [Ipe/iesIax KOHTPOJIUPYEMOM 30HBI, oxBaThiBatomiell AC, uiv BHe ee.

[Ipu BBISIBICHWH KaHAJOB yTEUKH MHGPOpPMAIUU HEOOXOIUMO paccMaTphuBaTh
BCIO COBOKYITHOCTH 3JIEMEHTOB CHCTEMBI, BKIIOYAIONIIYIO OCHOBHOE 000pyoosanue
mexnuyeckux cpeocmes oopabomku ungopmayuu (TCON), okoHEUHBIE YCTPOUCTRA,
COCIMHUTENLHBIC JIMHUU, paCIpeleluTeIbHbIE W KOMMYTAIIMOHHBIE YCTPOWCTBA,
CUCTEMBI SJICKTPOTIUTAHUS, CHCTEMBI 3a3€MJICHUS U T. II.

Hapsany ¢ OCHOBHBIMM TEXHUYECKMMHU CPEACTBAMH, HEIOCPEICTBEHHO
CBSI3aHHBIMH ¢ 00pa0OTKOM W mepepadeil nHdopmalu, He0OXOUMO yUUTHIBATh U
scnomozamenvuvle mexnuueckue cpeocmea u cucmemvl (BTCC), Ttakue kak
TEXHUYECKUE CPEJCTBA OTKPHITON Tele(OHHOH, (PaKCUMUIBLHOM, TPOMKOTOBOPSIIEH
CBS3M, CHCTEMbl OXPaHHOW ¥ TIO)KAPHOW CHUTHAJIM3allUU, dJIEKTPOUKAIIIH,
paanodukanuu, 9acoPpuKanuu, 3MEKTPOOLITOBBIE TPHUOOPHI U AP.

B kawecTtBe KaHajJOB  YTEUKHM  OOJBIION  HMHTEpPEC  MPEACTABISIOT
BCIIOMOT'aTeJIbHbIE CPE/ICTBA, BBIXOAAIIME 3a Mpeaeibl KOHTPOJIUPYEMOW 30HBI, a
TaK)Xe MOCTOPOHHHUE MPOBOJA U KabeNnH, K HUM HE OTHOCSIIMECS, HO MPOXOISIINE
yepe3 MOMEIIECHUS C YCTAHOBJICHHBIMA B HHUX OCHOBHBIMH U BCIIOMOTaTEIbHBIMU
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TCXHUYCCKHNMMU cpeacrBamu, MCTAJININYCCKUC Tp}I6BI CHCTCM OTOIIJICHMHA,
BO,Z[OCHa6}KeHI/IH " JPpYrue TOKOIPOBOAAINNEC MCTATIIOKOHCTPYKIIHH.

Crnenyetr TIOMHUTB O 6HYMpeHHUX KaHAJIaX YTEUKU WHPOPMAIIUH, CBI3aHHBIX C
JNEUCTBUAMH QJIMHUHHUCTPAIIMM ¥ OOCTY>KHMBAIOIIETO IMEPCOHANIA, C KAa4eCTBOM
OpraHu3alii pPekuMa paboThl, TeEM 00Jiee YTO OOBIYHO UM HE MPHUAAIOT JTOJHKHOTO
BHUMaHUs. V3 HUX B MEPBYIO OYepeah MOKHO OTMETUTh TaKUE KaHAIIbI YTEUYKHU, KaK
XHUIICHHE HOcUTeNel nHpopMaIr, cbeM HHPOPMAIMK C JICHTHI MPUHTEPA U TI0XO
CTEpPTHIX JAWCKET, UCIIOJIb30BAHUE MPOU3BOJCTBEHHBIX M TEXHOJIOTHUYECKUX OTXOJIOB,
BU3YaJbHBI CheM HH(POPMAIMA C JUCIUICS W TMPUHTEPA, HECAHKIIMOHUPOBAHHOE
KOITUPOBAHUE U T. II.

Kanane! yredkn nHGOpPMAMH 1o (usuueckum npuHYUNaM MOXHO Pa3leiuTh
Ha cienyromue rpynmsl [6]:

e aKycThyeckue (BKJIIOYas W aKycTonpeoOpaszoBaresibHble). CBs3aHbI C
pacipoCTpaHEHHEM 3BYKOBBIX BOJIH B BO3AYyXE WM YIPYTHX KOJCOaHMIA
B IPYTUX Cpefax;

® HJIEKTPOMAarHUTHBIE (B TOM YHCIIE MATHUTHBIE U DJIEKTPUUECKUE);

e BH3yalbHO-ONTHYECkHEe  (HaOmiogeHue,  ¢dororpadupoBanue). B
Ka4eCcTBE CPEJCTBA BBIJCICHHS MH(DOpPMAlMK B JAaHHOM Clydae MOTYT
paccMaTpuBaThes (POTO-, BUICOKAMEPHI H T. 11.;

® MarepuajbHO-BEIeCTBeHHbIC (Oymara, (pOTO, MarHUTHBIE HOCHUTEIH,
OTXOJIbI U T. 11.);

e uH(opManuoHHble. CBsA3aHBl C JOCTYIIOM k onemeHtam TKC,
HOCUTENSIM  WHGOpMAIMKM, CaMOW  BBOJUMOW W BBIBOJUMOM
uHdopmaluu, K MPOrpaMMHOMY OOECIEUEeHHUI0, a Takke ¢
IIOAKIIFOYEHUEM K JINHUAM CBSI3H.

Ha mpakTruke npuMeHSIETCS TakKe JIeJICHUE KaHAJIOB yYTEUKH Ha TEXHUYECKHE
(K HUM OTHOCATCS aKyCTHMUECKHE, BU3YaIbHO-ONTUYECKUE U DJIEKTPOMATHUTHBIE) U
uH(pOpMAaIMOHHbIE.

3.8. Texnuueckue xananvl ymeuku ungopmavuu

Pu3nUECKUe MNPOLECCHl, MPOUCXOAAIINE B TEXHUYECKHX CPEICTBAX IMPU HX
(YHKIIMOHUPOBAHUH, CO3/IAIOT B OKPY’KAIOIIEM IMPOCTPAHCTBE U3TYyUEHHUS, KOTOPHIC B
TOM WJIM MHOM CTEIEHU CBSI3aHbl ¢ 00pabaTbiBaeMol HH(pOpMaILIUEH (aKyCTHUYECKOE U
aJeKTpoMaruuTHoe usnydenue, [IDMUH).

[IpaBoMepHO Tpearnonaratb, 4T0 0Opa30BaHUIO KAHAIOB YTEUKU HH(POPMAINH
CIIOCOOCTBYIOT TaK)K€ OIpPEICIICHHBIE OOCTOSTENbCTBA U MPUYMHBI TEXHUUYECKOTO
xapakTtepa (HECOBEpIIEHCTBO CXEMHBIX PENIEHUN, HKCIUTyaTallMOHHBIM HM3HOC
AJIEMEHTOB U3/EHS).

B 1100BIX TEXHMYECKHX CPENICTBAX CYUIECTBYIOT T€ WJIM HUHbIE (PU3MUECKHE
npeoOpa3oBaTeia, KOTOpPbIE BBINOJHSIOT COOTBETCTBYIOIIME UM  (YHKIUH,
OCHOBaHHBIEC Ha OIpeAeNieHHOM (pU3MueckoM IpuHLUIE AelcTBUS. OJHAKO TOMUMO
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OCHOBHBIX CBOMX (YHKIHUHA Takue MpeoOpa3oBaTesii B COOTBETCTBHH CO CBOEH
bu3nUecKoil mpUPOI0H COCOOHBI MOPOXKAATh M JOMOJHUTEIBHBIC KaHAJbl YTEUKH.
3HaHWe BceX THIOB (HU3MUECKHX TpeoOpazoBaTesield IMO3BOJIET peliaTh 3aaady
OTIpe/IeTICHUs] BO3MOXKHBIX HEKOHTPOJHMPYEMBIX MPOSBICHUN (U3UUYECKUX TOJCH,
00pa3yroIuXx KaHaJIbl yTEYKU UH(POPMAITUH.

OcobenHocmu aKycmuueckux KaHanoe ymeuku ungopmayuu

Hanbonee nenHoi akyctuueckoil nHpopMalyei Jamie BCEro SBIISIETCS PEUb.
Yacrtotsl peueBbix curHaioB 16 — 20 000 I'.

OauMH U TOT e 3BYK pa3Hble JIIOJU MPOU3HOCAT IMO-pa3HOMY (CBOEro poja
pedeBoi MoYepk). 3BYKH peud HE OJUHAKOBO HMH(OPMATHUBHBI: TJacHBIE COJIEpIKaT
Masio “HGOPMAIIUHU O CMBICIIE PEUH, a TIyXUe COrJIacHble Hanbosee HHPOPMATUBHBI.

Mepoii cuiibl  3BYKOBOTO  OLIYIICHHWS  SBJSIETCA T'POMKOCTh  3BYKA.
MuHrManbHass TPOMKOCTb COOTBETCTBYET NOPO2Y CABIUUUMOCHU, MAKCUMAJIbHAS —
nopoey 6oneeoco owywenus. (O0a Tmopora 3aBUCAT OT YacTOThl 3BYKa.
UenoBe4eCcKOMY yXy CBOWCTBEHHO W3MEHEHHE IMOPOTa CIBIIIMMOCTU: B YCIOBUAX
TUILHUHBI CIBIIIEH MUCK KOMapa, a B YCIOBHUAX IIymMa TPYJAHO YCIBINIATh TPOMKYIO
peub.

KauecTBO peum OLEHUBaETCs €€ pazbopuusocmuvio, NPEICTABISIIONIEH cOO0M
CTaTUCTHUYECKYIO0 XapaKTepUCTUKY pe4Yd, NpUHUMaeMoil Ha (OHE UIYMOB.
Pa30opuuBOCTh — 3TO OTHOUIEHHE YHMCJIAa NPABHJIBHO IMOHSATBHIX 3JIEMEHTOB peuu
(3BYKOB, CJIOTOB, CJIOB) K OOLIEMY YHUCIy MEpEAaHHbIX MO KaHaly 31eMeHTOB. OHa
MOXET XapaKTEPU30BaTh KAYECTBO KaHaJIa TOJIBKO B CPEIHEM 3HAYECHHH, JOITYCKas
(QuykTyauuu B Ty WIM HHYK CTOpPOHy. Pa30opuMBOCT peun ompeaensercs
DKCIIEPUMEHTAJIBHO C IOMOIIBK TAaK HAa3bIBAEMBIX APTUKYJSIIUOHHBIX HCIIBITAHUN.
OObeKTUBHBIE U3MEPUTENIbHBIE U PAaCUETHHIE OIIEHKH Pa30OpUYMBOCTH PEUYU MOTYT
MIPOU3BOAUTHCS C MOMONIBIO BBIUMCIEHUS pa300opunBOCTH (popMmaHT. DopMaHTaMU
Ha3bIBAIOTCS MAaKCUMYMbl TEKYIIEro CIEKTpa peyd, KOTOpbIE 3alOJHSIOT BECh
pedeBoi auanas3oH. Jloka3aHO, 4TO BOCHPUATHE YEIOBEKOM (opMaHT oOsagaet
CBOMCTBOM aJITUTUBHOCTH, T. €. KAXK/IbII y4aCTOK PEYEBOr0 JMaIia3oHa BHOCUT CBOM
BKJIaJl B OOIIIYIO0 pa300puMBOCTh peur. B aKkycTHUECKMX U3MEPEHUSIX HUCIIOIb3YIOTCA
OKTaBHBIE WJIM TPETHOKTABHBIE YACTOTHBIE MOJIOCKI. JIJIsi OKTABHOI'O aHaIN3a BKJIAJbI
4acTOT PYCCKOM pedyu paBHbI CIEAYIOIIUM 3HAYECHHSIM:

YacroTHas mojoca, kI'11 025 05 1 2 4 8
Paz6opuuBocth dhopmant, % 6,7 125 212 294 25 572

Ot kadecTBeHHOro mnpuema (0e€3 HCKaXXEHUM M TMOMEX) KaxJAOW 4acTOTHOMU
MIOJIOCHI 3aBUCUT CymMMapHasi pa30opuuBocTh. [IpenensHoe 3HaueHne pazdopUMBOCTH
dbopMaHT, MpU KOTOPOH BO3MONKHO MTOHUMAHHUE CMBICTIA PEYEBOI0 COOOIIEHHUS, PABHO
15%, uto cootBercTBYeT 25 %-i1 pa30OpPUYMBOCTU CJIOroB. 3ajaya  OLICHKU
KaHalla yTeUYKH CBOJUTCA K M3MEPEHUIO WJIM BBIYHUCICHUIO Pa300pPUMBOCTH PEUU U
CPaBHEHUIO MOJTYYEHHOTO 3HAYEHUS C TIPEIETbHBIM.

BaxkHbIM sIBIIIETCS TO, KAKOE KAYECTBO MPUHATOrO CUTHAJIA MOKET 00ECIIeUUTh
UCIIOJB3YEeMbId KaHal. [[7s OIleHKM aKyCTHYECKOro KaHajia mpu padoTe ¢ peueBoi
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uH(pOopMalMel TPUMEHSETCS Takas XapaKTepUCTHKa, KaKk pa3dopuuBocTh peun. OHa
3aBHUCHUT OT CIEeNyIOmuX (pakTopoB:

e ocnabyieHusl peyu B KaHAJIE;
e peBepOepalny 3ByKa;

® VYpOBHS BUOPAIIMOHHBIX M aKyCTHYECKHMX IIYMOB B MECTaX YCTaHOBKH
JATYUKOB,;

® YyBCTBUTCIBbHOCTH CaMHX JATYHUKOB.

OnepatuBHas OIEHKA 3TUX (PAKTOPOB OCIIOKHSAETCS TEM, UTO BUOPAIIMOHHBIE U
AKyCTHUYECKME CUTHAJIbl HE NOANAIOTCA TOYHOMY pacuery. KauecTBO KaHAJIOB chema
OLICHUBAIOT 3KCIIEPUMEHTAIBHBIM ITyTEM C MOMOLIBIO AKyCTHYECKHX H3MEPEHMIA,
UMUTHPYIOIINX CUTYALMI0 KOHTPOJISI HH(OpPMALIHH.

Llymbl u nomexu, BOBHUKAIOIIME B MECTE YCTAaHOBKHM J1aTYMKA, BBI3BIBAOTCS
MHOTOYHUCJICHHBIMA ~ HMCTOYHUKAMH: aBTOMOOWJIBHBIM  TPaHCIOPTOM, PabOTOi
MEXaHMYECKUX MAalIuH, TEXHUYECKUX CPEJCTB B IOMEIICHUSX, pPa3roBOpamMu B
CMEXHBIX TOMEIIEHUAX U T. M. XapakTepHas OCOOCHHOCTh IIIYMOB — WX
HECTAIIMOHAPHOCTh, T. €. K3MEHEHUE YPOBHSI BpPEMEHU. DTH U3MEHEHUS 3aBUCAT OT
BPEMEHU CYTOK (BEYEpOM YpPOBHHM IIIyMOB HAMHOTO MEHbILIE, YEM JHEM), OT JHS
Helenu (B BBIXOJIHbIE JHHM YPOBHHM IIIYMOB CHHXAIOTCS), OT IOTOJIHBIX YCJIOBHIA.
Mackupyrolue CBOMCTBa IMOMEX MPOSBISIOTCS TEM CHJIbHEEe, 4YeM OoJblle UuX
MIPEBBIIICHUE HAJI TOJE3HBIM CUTHAJIOM BO BCEH MOJI0OCE YaCTOT PEUEBOro JAMarna3oHa.
HauOonbiine 1rymMpl —  yJAMYHBIE, KOTOpBIE CO3/1alOTCSI  ABTOMOOMJIBHBIM
TPAHCIIOPTOM, JIUCTBOM (NpU HAJWYUU BETpa), a TaKXke JABOpoBbIe. B 3manuu
HMCTOYHUKAMU IIIYMOB SIBJISIFOTCS JIIOAW (pa3roBOpbI, IIaru), paboTra MeXaHWU3MOB,
BOoJloTIpoBOAa, Jm(dra. CpemHue 3HAYEHUS aKyCTUYECKHX IyMOB Ha YJIHIIC
coctaBisAloT 60...75 Ab W 3aBUCAT OT MHTEHCUBHOCTH [IBH>KEHHUSI AaBTOMAIIMH B
palioHe pacmnoJiokeHHsl 00bekTa. PazHuila B ypoBHE ITyMOB OT MaKCHUMAJbHOTO [0
MHUHUMAJbHOTO MOXkeT coctaBisaTth a0 30 nb. Crnegyer uMerr B BHIY, YTO
CYIIIECTBYIOIIAsE HOpMa JOIMYCTUMOTO YpPOBHS aKyCTHUYECKHX IIyMOB B pabo4mx
nomenieHusix pasHa 50 nb. OToT ypoBeHb MOXHO OpaTh B KaueCTBE pPacueTHOTO,
€CJIM HEU3BECTHbl KOHKPETHBIE MOKA3aTEeNM IIYMHOCTH B CMEXHBIX IOCTOPOHHUX
MoMelleHusIX. Bce mpuBeeHHbIe 3HAYCHUSI IIYMOB J@Hbl JUJISl IIHPOKOIOJIOCHBIX
HMCTOYHUKOB TTOMEX.

AKYCTI/I‘-IGCKI/IG KoJIEOaHHsT B NMOMCIICHUN  CKJIAJBIBAIOTCA K3 IIYMOB
HCTOYHHUKOB, HAXO/AINMUXCA BHYTPU IIOMCIICHUA, W IIYMOB HCTOYHHKOB BHC
IIOMCIICHU .

OcCHOBHBIC IIyTH ITPOXOKACHUA aKYCTHUCCKUX BOJIH N3 ITIOMCIICHUA:

® BO3AYUIHBIA MEPEHOC: MPOXOXKIECHUE Yepe3 OTKPBIThIE OKHA, IBEPH,
IEJI, TTOPbI, BEHTUISIIITUOHHBIE BO3/TyXOBOJIbL;

® MaTepuaIbHBIA MEPEHOC: MPOXOXKICHUE Yepe3 MaTepuall CTEHbI WU 10
TpyOaM OTOILICHHUS, Ta30MpOBOJa, BOAOIPOBOJA B BHJE MPOAOJIbHBIX
KOJICOaHM;
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e MeMOpaHHBIN MEPEHOC: Tiepenada KojaeOaHuii MoCPEACTBOM MOMIEPEIHBIX
KOJIeOaHU MeperopoKu (CTEKIa, CTEHBI U TIp.).

[Ipu paccMoTpeHHH IEPBOTO MyTH TOBOPAT 00 aKyCTMUECKOM KaHalle yTEUKH,
BTOPOH U TpeTHii 00pa3yroT BUOPALIMOHHBIN KaHAI.

B BO3mymHBIX KaHamax yTeukd HH(OpManuu Cpeaod pacrnpocTpaHeHUS
aKyCTMUECKHUX CHUTHAJIOB SIBISIETCS BO3AYX, M JUISI MX IepexBaTa HCIOJIb3YIOTCS
MUHHUATIOPHbIE BBICOKOUYBCTBUTEIbHBIE M HANpaBICHHbIE MHKPO(OHBI, KOTOPHIC
COCIUHSIOTCS C JAUKTO(POHAMU WIA CIEUUATbHBIMU  MUHHUIEpEIaTUNKAMU.
[TomoOHbIE aBTOHOMHBIE YCTPONCTBA, O0BEIUHAIOMINE MUKPOPOHBI U MEPEeIaTUUKH,
OOBIYHO HA3BIBAIOT 3aKJIaJHBIMH yCTPOMCTBAMU WM aKyCTUYECKUMHU 3aKJIaJIKAMH.
[lepexBaueHHast 3TUMHU YCTPOMCTBAMHM aKycTU4yeckas HHGOpPMALUS  MOXKET
nepenaBaThCsl MO paguoOKaHally, MO CETH TEPEeMEHHOTO TOKa, COSAMHHUTEIHHBIM
JUHUSIM, TOCTOPOHHUM IIPOBOJAHHMKAM, TpyObamM W T. m. B sTom ciydae mpuem
OCYILECTBIISIETCS, KaK MPaBUJIO, HA CIIeUalIbHbIe MpUEMHbIE ycTpoicTBa. Ocoboro
BHUMAaHUS 3aCTy)KUBAIOT 3aKjaJHbIe YCTPOWCTBA, MpuUeM HH(OpMaHMHU ¢ KOTOPHIX
MOYKHO OCYILIECTBHUTD C T€JIe(QOHHOIO anmapara.

Heo0OxoaumMo OTMETHUTH, YTO aKyCTHMUECKUH KaHal MOKET ObITh MCTOYHUKOM
YTEUKH HE TOJIbKO peueBoil uHpopmaimu. B nuteparype onucaHbl ciydau, KOraa C
MTOMOIIbIO CTATUCTUYECKON 00pabOTKU aKyCTHUYECKON MH(OpMaLUK ¢ IPUHTEPA WU
KJIABHATYpPhl yAaBaJIOCh MEPEXBATHIBATH KOMIIBIOTEPHYIO TEKCTOBYIO HH(OpMAIUIO, B
TOM YHCII€ OCYLIECTBIATH ChEM HH(MOpPMAIMM MO CUCTEME LEHTPAIM30BAHHOM
BEHTHWISALIHUH.

B BuOpanmoHHbIX, WM CTPYKTYPHBIX, KaHalaX yTeUuKH MHGOpMaLUU cpeaoi
pacnpoCTpaHEHUs aKyCTHYECKUX CHUTHAJIOB SIBIIICTCS HE BO31yX, a KOHCTPYKLHH
31aHUM (CTEHBI, MOTOJIKH, MOJIbI), TPYObl BOJIO- U TEIUIOCHAOKEHUS, KaHATU3ALUHA U
Ipyrue TBepaple Tena. B 3ToMm ciywyae nans mepexBara aKyCTHYECKHUX CHTHAJIOB
HCIIOJIb3YIOTCSl KOHTAKTHBIE, 3JIEKTPOHHBIE (C YCHIIUTEIEM) U PaIUOCTETOCKOMNBI (TIPH
nepeaaye mo pajuoKaHaiy).

[Ipu oOsnydeHHH ma3epHBIM Jy4OM BHUOPHUPYIOIIMX B aKyCTHUYECKOM I10JIE
TOHKMX OTPAKAIOLIUX ITOBEPXHOCTEH, TAKUX KAaK CTEKJIA OKOH, 3€pKaJl, KAPTUH U T.
II., CO3AETCSA ONTHUKO-DJICKTPOHHBIM, WM JA3€pHbIA, KAHAJI YTEYKH aKyCTUYECKOU
nHpopmanuu. OTpa)k€HHOE JIa3€pHOE HM3IYYEHHE MOIYJIUPYETCSA MO0 aMIUIMTYAE U
(daze U NpuUHUMAETCSd NPHUEMHUKOM ONTHUYECKOTO H3IY4YEHUs, MPU JIEMOAYJSLUN
KOTOpOTO BbIAEIsETCS pedeBas nHpopmanms. s mepexsaTa peueBoi HHPOpMAIIH
[0 JAHHOMY KaHaJy MCHOJb3YIOTCS JOKAMOHHBIE CUCTEMBI, pa0OTaroIIHe OOBIYHO B
OmmxHeM UWH(QpaKpacHOM JWana3oHe BOJH W HM3BECTHBIE KaK <JIa3epHBIC
MUKpPOQOHBI». J[ambHOCTD MepexBaTa COCTABISAET HECKOIBKO COTEH METPOB.

Mepbl 10 3ammTe O0BEKTa, KaK IPAaBHIIO, HAMpPABIEHbI HA MEPEKPBITHE
BO3MOJKHBIX KaHAJOB ChbeMa C NMOMOIIBIO MHXXEHEPHBIX CPEJCTB, MPOBEACHHUE padOT
M0 3BYKOM3OJSIUMHU (71 YMEHBIICHHS BO3JYLIIHOTO M MaTE€pUalIbHOrO IepeHoca
3ByKa 4Yepe3 MEepPEeroposiKu CleayeT JeiaTh UX CIOUCTBIMH, MOAOUpasi MaTepuasbl C
PE3KO OTIMYAIOUIMMUCS aKyCTUYECKHMMH CONPOTUBICHUSAMH, ISl YMEHbBIICHHS
MEMOpPaHHOTO TIEpEeHOCAa CTEHBI JEIal0T MACCHUBHBIMH U T. 1.) W 3allyMJICHHUIO
CTPOUTENBHBIX KOHCTPYKLIHM 3alIMINAEMOr0O 3JaHUS C IMOMOIIBIO CHEHUATBHOTO
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reseparopa noMex. llpm mpoekTUpOBaHMM TAKOW CHUCTEMBI KpaWHE Ba)KHA TOYHAas
OlICHKa OOBEKTa, TaK KaK BHUOPOAKYCTUYECKHMMH METOJaMU CheMa HH(POpMALUU
MOJIB3YIOTCS  KBAJIM(UIIMPOBAHHbIE MpPO(EecCUOHANbl C NPUMEHEHHEM CaMou
BBICOKOKAQYECTBEHHOM TEXHHKHU.

Ilpeoopaszosamenu ayouounghopmayuu

[IpeoOpazoBarenemM sBiISeTCST TPHOOP, KOTOPBIM TpeoOpa3yeT H3MEHEHHUS
OJTHOM (pU3HUYECKON BEJIMYMHBI B U3MEHEHUS APYTOil.

AKycTuYeckasi 3HEprusi, BO3HHUKAIOIIAs MPHU Pa3roBOpPE, MOXKET BBI3BATh
akycTuyeckue (T. €. MEXaHWYeCKHe) KoJieOaHUs DJIEMEHTOB DJICKTPOHHOU
amnmnaparypbl, 4YTO B CBOIO O4YEpEAb MNPUBOAUT K TMOSBICHUIO WIM HW3MEHEHUIO
AIEKTPOMArHUTHOTO U3TyYCHHUS.

JIrobo¥i mpeoOpa3oBaTenb XapaKTepU3YETCsl OMpeACICHHBIMH TapaMeTPaMH.
Haun6osee BaXXHBIMY U3 HUX SBJISIFOTCS:

® YyBCTBUTCIBHOCTL — OTHOHICHHMEC HN3MCHCHHA BBIXOAHOT'O CHI'HalIa K
HU3MCHCHHIO CUT'HaJIa Ha €TI0 BXOEC,

e paspemiaronasi CIOCOOHOCTh — HAMOOJbINAs TOYHOCTh, C KOTOPOH
OCYIIECTBISIETCS TpeoOpa3oBaHUE;

® JIMHEWHOCTh — PaBHOMCPHOCTb H3MCHCHHA BBIXOJHOI'O CHIHAJIa B
3aBUCHUMOCTHU OT BXOOHOTIO,

® KHEPTHOCTh (BpEeMsl OTKJIMKAa) — BpPEMsl YCTAHOBJIEHUS BBIXOJHOIO
CUTHAJIA B OTBET HA U3MEHEHUE BXOJIHOI'O CUTHAJIA;

e pabouyas Mojoca 4YacTOT — YACTOTHBIA JIMAIa30H, B MpeJiesaax KOTOPOro
BO3/ICHCTBUE Ha BXOJEe TpeoOpa3oBaTeiss CO37JacT Ha BBIXOC
JIOITYCTUMBIN YPOBEHb CUTHAJIA.

[To ¢usnueckoil mnpupoae MMeEETCs 3HAYUTEIBHOE KOJUYECTBO Pa3IMYHBIX
MEPBUYHBIX TIPeoOpazoBaTeseH, Cpear KOTOPHIX BBIACISIIOTCS CICAYIOIINE TPYIIIbL:

® UHJIYKTHUBHBIC;
® CMKOCTHBIE;

® [IbE303JIEKTPUUECKHUE;

® ONTUYECKHUE MPEeoOpa30BaTEIIU.

HaunGonee 4yBCTBUTENBbHBIMU K aKyCTUYECKHM BO3JCUCTBUSAM 3JIEMEHTAMHU
PanuOdNIEKTPOHHOM  anmmapaTypbl  SIBIIIOTCA  KaTyIIKA  WHAYKTUBHOCTH U
KOHJIEHCATOPBI NIEPEMEHHON EMKOCTH.

1. Hnoyxkmuenwie npeobpazosamenu. Muxpogonnwiii 3¢hghexm.

PaccmoTpuMm  akycThyeckoe BO3ACMCTBHE HA KaTyIIKy HMHIYKTHUBHOCTH C
cepAcYHUKOM. MexaHu3M M ycinoBHs BO3HMKHOBeHMS OJIC HMHIOyKIMM B Takon
KaTylIKe CBOAATCS K cienytouiemy. Iloa Bo3neicTBUEM aKyCTUYECKOTO JABIEHUS
nosiBJiIeTCs. BUOpanusi Kopmyca M OOMOTKM KaTylmiku. BuOpanusi BbI3bIBacT
KOJI€OaHMs MTPOBOJIOB OOMOTKM B MAarHUTHOM II0JI€, YTO U MPUBOJUT K IMOSIBJIECHUIO
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OJC wHAayKnuuM Ha KOHUAX Karymkd. OHa 3aBHCHUT OT BEKTOpa MAarHUTHOM
MHAYKLWY, MATHUTHON MPOHUIIAEMOCTH CEPICYHHKA, yIiia MEXAY BEKTOPOM U OCBIO
KaTyIIKH, YIJIa MEXJIy BEKTOPOM M OCbK CEpACUYHMKA U IJIOLIA/JEH IOINEpPEeYHbIX
CEUEHUH CepJIeUHMKa U KaTylKU. J[aHHBIN 3¢ ()EeKT HENnOCPEACTBEHHO HCIIONb3YETCs
B 2JIEKTPOJMHAMHYECKNX MHUKpPO(OHAX, I03TOMY IOJYyYUs Ha3BaHUE MUKPO(OHHOTO

addekra.

WuaykTuBHBIE TpeoOpazoBaTeNyd MOAPA3CNAIOTCS Ha 3IIEKTPOMAarHUTHBIE,
JNEKTPOAUHAMUYECKUE U MATHUTOCTPUKIIMOHHBIE.

K snexTpoMarHuTHbIM mpeoOpa3zoBaTesisiM OTHOCATCS TaKWe yCTPOMCTBA Kak
I'POMKOTOBOPUTENH, JIEKTPUUYECKUE 3BOHKH (B TOM YHCIIE W BBI3BIBHBIE 3BOHKH
TeIeQOHHBIX allapaToB), AMEKTPOPATUOU3IMEPUTETbHBIE TPUOOPHI.

Tunuuneéi oOpaser] UHAYKTUBHOTO aKyCTOXJIEKTPUYECKOTro MpeodpazoBatTers
— 3JIEKTPOMEXAHUYECKHUI BBI3BIBHOM 3BOHOK TEJIE(POHHOIO ammapara, MUKpO(OHHBIH
3¢ (HeKT KOTOPOro MPOSBISETCS MPU MOJIOKEHHOU TenedoHHou Tpyoke. [lo Tomy xe
npuHIUIy obpasyercas MUKPOGOHHBIM HhPEeKT W B  OTHETBHBIX  THMNAX
ANEKTPOMEXAHUYECKUX peJie Pa3IndHOTO Ha3zHaueHUs. AKyCTHYECKHE KOJeOaHUs
BO3JICUCTBYIOT Ha SIKOPH peine. Konebanus sKopst N3MEHSIIOT MarHUTHBIN TIOTOK peTie,
3aMBIKAIOIIUICA IO BO3/1YXY, YTO IPUBOAUT K IMOSIBICHUIO HA BBIXOJE KATYIIKU peJie
O1C muxpodonnoro s dexra.

JIlnHAMUYeCKHE TOJIOBKM TMPSAMOTO  M3JyYEHHUs, YCTAHABIMBAaE€MbIC B
a00OHEHTCKUX TPOMKOTOBOPUTENSIX, UMEIOT JIOCTATOYHO BBICOKYIO UYBCTBUTEIBHOCTD
K aKyCTHYECKOMY BO3IECHUCTBUIO U JIOBOJIbHO PAaBHOMEPHYIO B PEUECBOM JWANA30HE
4acTOT AaMIUIMTYJHO-YACTOTHYIO XapaKTEPHUCTHKY, YTO OOECMEeYMBAET BBICOKYIO
Pa300pUMBOCTh PEUEBBIX CUTHAJIOB.

B MarHuToRNEeKTpUYECKOM H3MEPHUTEIIBHOM MPUOOpPE MMEIOTCA IMOABUKHBIM
ITIOCTOSIHHBIA MAarHuT U MOJBWXKHAs pPaMKa, KOTOPAsl MOBOPAYMBAETCS BOKPYI CBOEH
OCH TMOJ  BO3JEHCTBUEM COOCTBEHHOTO MArHUTHOIO IOJIA, CO3JaBaeMoro
U3MEPSEMBIM HaNpsLDKEHUEM, M MAarHUTHOTO TIOJI TOCTOSIHHOIO MarHura. Pamka
COCIMHEHA CO CTPEJIKOM, KOHELl KOTOPOU MepeMeNIaeTes 1o MIKajne usMepenus. Eciau
aKyCTHUYeCKHUe KoyieOaHHsl BO3JEHCTBYIOT Ha paMKy, OHa Bpaulaercs MOoJ HX
JABJICHUEM U Ha €€ KOHIax Bo3HUKaeT J/]C nHIyKuuu.

[IpakTruecku aHAJIOTUYHAsA CUTyalusi OyleT MpU BO3AECHCTBUM aKyCTHYECKUX
KOJIeOaHWII Ha DBIIEKTPOMArHUTHBIM HM3MEpPUTENbHBIA MpuOop. Paznmuuue Mmexay
MarHMTORJIEKTPUUYECKUM U AJIEKTPOMArHUTHBIM MPUOOpaMU CBOJUTCSA K TOMY, YTO B
AJIIEKTPOMarHUTHOM NpUOOpe BMECTO IOCTOSHHOTO MAarHuTa MCIOJb3YyeTCs
JIIEKTPOMArHur.

Crnenyetr otmetuth, uyTo D/IC MukpodoHHOTO 3(PdeKTa BOZHUKAET U MONKET
MCIIONIb30BAaThCS B COCTOSTHMM TOKOS MpuOopa, Korga OH HE MPUMEHSETCS IS
KOHKPETHBIX N3MEPEHHUM.

[IpumepamMu  MHIYKIHMOHHBIX  aKyCTOXJIEKTPUYECKHX MpeoOpazoBaTeneit
ABIISIIOTCA Pa3UYHble TpaHCPOpPMATOPH! (MOBBIMIAIONINE, MTOHUKAIOIINE, BXOIHBIC,
BBIXOJIHbIE, IUTAHUS U JIP.).
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Tpancdopmarop cocTouT u3 IByx (vim 0osee) H30JIUPOBAHHBIX IPYT OT APYyTa
Katymek (0OOMOTOK) C pa3HbIMU YHCJIAMH BUTKOB U 3aMKHYTOTO CEpACYHUKA W3
MSITKOM cTanu uiu eppura.

AKYCTHYECKOE BIIMSHUE Ha CEpJCYHMK U OOMOTKY TpaHchopMmaTopa
(Hampumep, Ha BXOJHOM TpaHC(POpPMATOP YCHUIIUTENS 3BYKOBBIX YacCTOT) MPUBEIET K
nosiBiieHnt0 MukpoponHoro sddekra. Ecnmu OAC wuHAyKUMH TOSBISIETCA B
NEPBUYHOI 0OMOTKE, TO BO BTOPUYHONH OOMOTKE OHA YBEJIUYUBAETCS B KOOPPHUIIUCHT
TpaHcopMalu pas.

MarautocTpuKkIus — U3MEHEHHUE Pa3MepoB U (POPMBI KPUCTAJUIMYECKOTO Tella
IpyU HaMarHWYMBaHUM — BBI3BIBACTCS M3MEHEHHEM SHEPreTHYEeCKOro COCTOSHUS
KPUCTAJJTMYECKON PEHIeTKH B MAarHUTHOM II0JIE M, KakK CJEJICTBUE, PACCTOSHUN
MeXay y3i1aMu pemeTkd. Haubonpux 3HauyeHUl MarHUTOCTPUKIMS JOCTHTAeT B
beppo- u (deppuromMarHeTukax, B KOTOPBIX MAarHMTHOE B3aHUMOJECHCTBUE YacCTHUIL
OCOOEHHO BEJHKO.

OOpartHOe 1Mo OTHOIIEHUIO K MAarHUTOCTPUKIINY siBIeHHe — Buinapu-a¢dexr,
T. €. U3MEHEHNE HAaMarHMYMBAaEMOCTH TeJa Mpu ero Aedopmanuu. Bumnapu-sddext
0OyCJIOBIIEH M3MEHEHHEM II0J] JIEHCTBUEM MEXAaHWYECKUX HAMPSKCHUNU JOMEHHOU
CTPYKTYpPHI (heppOMarHeTuka, onpeesfoIeii ero HaMarHu4eHHOCTh. B ycunmurensix
C O4YeHb OONBIIUM KOIPPUIIMEHTOM YyCHICHHUs BXOJHOW TpaHchopmaTop Ha
(dheppuTax cnocobeH mpeoodpa3oBHIBaTh MEXaHUUECKUE KOJICOAHUS B DJICKTPUICCKUE.

2. Emxocmusie npeobpazosamenu.

EMKocCTHBIC Hp€O6pa3OBI>IBaIOHII/Ie QJICMCHTBI  IIPCBpaliarOT H3MCHCHHUC
CMKOCTH B UBMCHCHHUC SJICKTPUYICCKOI'O IIOTCHIIMAJIA, TOKA, HAIIPSAKCHUA.

EMxocTh KOHACHCATOpa 3aBUCUT OT PpPaCCTOAHHUA MCKAY IINIaCTHHAMU.
BOB)I@IZCTB}’IOHICC Ha TINIACTUHBI AKYCTHUYCCKOC MAaBJICHHUC, H3MCHAA PACCTOAHHC
MCKIOY INIAaCTUHAMH, ITPUBOAXUT K UBMCHCHHUIO CMKOCTH.

KonnencaTopbl nepeMeHHON €MKOCTH C BO3IYIIHBIM JUAJICKTPUKOM SIBJISIFOTCS
OJIHUM M3 OCHOBHBIX JJIEMEHTOB TMEpEeCTparBaeMbIX KOJIEOATEIbHBIX KOHTYpPOB
reHepaToOpHbIX cucTeM. OHM YCTPOEHBI TaK, YTO CHUCTEMa IUIACTUH BJIBUTAETCS B
IpPYryl0 CHUCTEMY IUIaCTHH, 00pa3ys KOHJEHCATOp TMEPEMEHHOM EMKOCTH.
N3Mmensironieecsi akyCTUYECKOE NIABJICHHWE, BO3JICMCTBYS Ha TaKOW KOHJIEHCATOD,
M3MEHSET €ro €eMKOCTbh, a CJIE/IOBATEIIbHO, U XapAKTEPUCTUKHU YCTPOUCTBA, B KOTOPOM
OH YCTaHOBJICH.

3. Ilvezoanexmpuueckuii npeobpazosameis.

N3yueHnne CBOMCTB TBEPABIX TUANICKTPUKOB TOKA3aJl0, YTO HEKOTOPHIE M3 HUX
MOJIIPU3YIOTCSI HE TOJIBKO C TIOMOIIBIO 3JEKTPHUUECKOTO TOJs, HO M B TMpoIecce
nedopmanuu Py MEXaHUIECKUX BO3JEHCTBUAX Ha HUX. [lomspu3arus auaaekTpuka
IpU MEXaHWYECKOM BO3JICMCTBUU HA3bIBACTCS IMPSMBIM  IbE303JIEKTPUUECKUM
abpdextom. IToT APdexkTr wumMeercs y KpPUCTAUIOB KBaplua My  BceX
CErHETORJIEKTPUKOB. Y MbE30KPUCTAIUIOB HaOII0naeTcs U ooparHoe sBieHue. Eciu
IUTACTHHY, BBIPE3aHHYIO U3 MbE30KPUCTAUIA, MOMECTUTh B JJIEKTPUYECKOE IIOJIE,
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3apsAIMB METAUTMYECKUE OOKIAIKh, TO OHAa ToJsipudyercs u AehopMupyeTcs,
HanpuMep cxkuMmaetcs. [Ipu mepeMeHe HampaBiICHHs] BHEIIHETO AIIEKTPUIECKOTO
MoJisi CXKAaTWe IUJIaCTHHKU CMEHSEeTCs €€ pacTsbkeHueM (pacmupenueM). Takoe
SIBJICHUE Ha3bIBACTCS OOPaTHBIM MbE303JICKTPUIECKUM 3P HEKTOM.

KBapiieBble MIacTUHBI IIMPOKO HCHOJB3YIOTCS B  IHE30AICKTPHUECKUX
MUKpO(DOHAX, OXPaHHBIX JAaTYMKAX, CTAOMIM3aTOpaxX, reHepaTopax AIEKTPHUECKOTO
MHUKpO(QOHa.

4. Onmuueckue npeobpazosameinu.

K onTudeckum mpeoOpa3oBaTeiasiM OTHOCSATCS TPHOOPHI, MPeoOpa3yroIIHe
CBETOBYIO SHEPTHUIO B JIEKTPUUYECKYIO U 0OpPATHO.

Yro kacaercs TEXHUYECKHX KAHAJIOB YTEUKHU MH(OpPMAlMH, TO B ONTUYECKHX
CUCTEMAX OIaCHbIM SBJIAETCA aKyCTOONTHYECKUH 3(P(PEKT. AKYCTOONTHYECKUN
3¢ (deKT — 3TO SIBJICHUE MPETIOMIICHUS, OTPAKECHUS WU PACCesSHUS CBETA, BRI3BAHHOE
yOpyruMud  JeopMalusaMU  CTEKJIIHHBIX — OTPa)XarolIMX IOBEPXHOCTEH WM
BOJIOKOHHO-ONITHUYECKUX Kalejell 1moa BO3ACMCTBHEM 3BYKOBBIX KOJIEOaHUIL.
BosnokoHHblE CBETOBOIBI Kak mpeoOpa3oBaTelM MEXaHHMYECKOro JaBJICHUS B
U3MEHEHUE HMHTEHCHUBHOCTH CBETA SABJISIFOTCS MCTOYHHUKOM YTEYKH AaKyCTHYECKOU
uHpOpMallMd 32 CUET AaKyCTOONTHYECKOro (WM  aKyCTOAJIEKTPUYECKOTO)
npeodpazoBanusi — MUKpO(QOHHOro 3Pekra B BOJOKOHHO-ONTHYECKUX CHCTEMax
nepeaadr nHGopManuu (UCHOIb3YETCsl TAK)KE B OXPAHHBIX CUCTEMAX ).

OCHOBHBIM 3JIEMEHTOM OMNTHYECKOTO Kabelsi BOJIOKOHHO-ONTUYECKUX CHCTEM
SBJISIETCS BOJIOKOHHBIA CBE€TOBOJ B BHJE TOHKOIO CTEKJISIHHOTO BOJIOKHA
MUIUHAPpUYECKOH  (GopMbl.  BOJIOKOHHBIN ~ CBETOBOJ  HMMEET  JABYXCIOWHYIO
KOHCTPYKITUIO U COCTOUT U3 CEPAIIEBUHBI U 00OJIOUKHU C PA3IMYHBIMU ONTUYECKUMHU
XapakTepucTHKaMK (MOKasaTelsaMu  npeiomiieHus). CepaieBUHA CIOYXHT IS
nepeayu JIEeKTpOMarHuTHOM sHeprun. HaznaueHne 00010UKH — CO37aHue JTyUIINX
YCJIOBUM OTpa)K€HUsI Ha TPaHUIIC CEPALIEBUHA—000JI0YKA U 3allluTa OT U3JIy4EHUS B
OKpY’Karolee MpoCTPaHCTBO.

Ilepenaya BOJIHBI MO CBETOBOJlY OCYILECTBISIETCA 3a CUET OTPAKEHUU €€ OT
IPaHUIIBI CepJICYHIKA U 000JIOUKH, UMEIOIIUX pa3Hble MOKa3aTenu npejomiicHus. B
COBPEMEHHBIX  BOJIOKOHHO-ONTHYECKMX CUCTEMax B  IpoIlecce Nepeaadu
uH(bOpMAIIUM  HUCTONB3YeTCd MOJIYJSLUS HCTOYHMKA CBETa IO AaMIUIUTY/E,
MHTEHCUBHOCTHU U MOJSPU3ALINY.

Bremnee AKYCTHYCCKOC BOSIIGIZCTBHG Ha BOJIOKOHHO-ONTHYECKHUHA KaOelb
IMPUBOAUT K U3BMCHCHHUIO €TO I'COMCTPHUYCCKHUX PA3SMCPOB (TOHHII/IHBI), YTO BBI3BIBACT
N3MCHCHHUC IIYTH ABUXKCHHUA CBCTA, T. €. IIPUBOJHUT K M3MCHCHHIO MHTCHCHUBHOCTH,
IMPpUYCM IIPOIIOPTHUOHAJIBHO 3HAUYCHHUIO 9TOI'0 JaBJICHHA.

[Ipu cnaboM 3aKkperyieHHH BOJOKOH B Pa3beMHOM COEIWHHUTENE CBETOBOJIOB
IPOSBIISIETCST aKyCTUUECKUM 3(PPEeKT MOAYISAIUMU CBETa aKyCTUYECKUMHU TOJISIMH.
AKyCTHYECKHE BOJIHBI BBI3BIBAIOT CMEIICHHE COEIUHSEMBIX KOHIIOB CBETOBOJA
OTHOCUTEIBHO Jpyr Jpyra. Takum o0pa3oM OCYIIECTBIAETCS aMIUTUTYIHAS
MOIYJISIUS U3ITyYEHHUSI, MPOXOISIIETO MO BOJIOKHY.
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B KoHTponupyeMoHl 30HE CIIEAyeT CBECTHU K MHUHHUMYMY KOJUYECTBO
UMEIoIIUXCsl TIpeoOpazoBatTeneil. Mepbl 3alMThl OT yTEUYKHM HHGOpMAIMU uepes
aynuomnpeoOpa3zoBaTeiny  T€ K€, UYTO W MeEphbl 3allUThl OT YTEUKH uepes
ANEKTPOMArHUTHHIE KAHAJIBI.

3J1ekmpomaznumubze KaHnajvl ymeuKku

Kaxnoe snexkrpuueckoe (3JIEKTPOHHOE) YCTPONCTBO SIBJISIETCS HCTOYHUKOM
MAarHUTHBIX M JJIEKTPOMArHUTHBIX IOJEH IIMPOKOTO CIEKTPa, XapaKTEP KOTOPBIX
ONPENEIIAETCS HA3HAYEHWEM M CXEMHBIMH PELIEHUSMH, MOIIHOCTBIO YCTPOWCTBA,
MaTepUaliaMy, U3 KOTOPBIX OHO U3TOTOBJIEHO, U €70 KOHCTPYKIIMEH.

Bokpyr mnpoBoagHMKa, IO KOTOpPOMY MNpPOTEKAaeT TOK |, BBI3BaHHBIN
HanpsbkeHueM U, co3maercss MarHUTHOE TMOJie € HampshKeHHOCThio H  u
AJIEKTPUYECKOE TOJIE C HaMPsHKEHHOCTRIO £ (puc. 3.9).

v

=
>

Puc. 3.9. Pacnipenienenrie MarHUTHOTO U 3JIEKTPUYECKOTO MOJIsi BOKPYT MPOBOJIHUKA C TOKOM

N3MeHeHne BO BpEMEHHM TOKa MPUBOAUT K  MU3MEHEHUIO BO BpPEMEHH
AJIEKTPUYECKOTO U MATHUTHOIO TOJIEH. BBI3BaHHBIE N3MEHEHUEM TOKA B MPOBOIHUKE
W3MEHSIONIMECS] BO BPEMEHU JIIEKTPUUECKOE M MArHUTHOE TOJIS TPEACTABIISIOT
co00il eIuHOE M3MEHSIONIEECs AJIEKTPOMArHUTHOE I0JIe, PacCIpOCTpaHsIoONIeecs B
MIPOCTPAHCTBE, CBOMCTBA KOTOPOrO UEIUKOM M TMOJHOCTBIO  OMMCBHIBAIOTCS
ypaBHEHUsIMU MakcBeia.

N3BecTHO, 4YTO XapakTep MO U3MEHSETCS B 3aBUCUMOCTU OT PACCTOSIHUS 1O
nepeaaronero ycrpoicTna. [lose genurces Ha qBe 30HBI: OJMKHIO U TaTBHIOHO.

B nanbHelt 30He (HauumHas OT PacCTOAHUM, OONBIIMX OA OT HCTOYHHUKA
BO3MYIIIECHUS) DJIEKTPUUYECKOE TI0JIE TPUHUMAET IUIOCKYI0 KOH(PUTYpaIuio W
pacrpocTpaHsieTcss B BUJE IUIOCKOW BOJHBI, YHEPTUS] KOTOPOU JEIUTCS MOPOBHY
MEXy JJIEKTPUUECKOW M MAarHUTHOM KOMMOHEHTaMHu. J[aJibHsIsl 30Ha — 3TO 001acTh
MPOCTPAHCTBA, B KOTOPOM pacrnpocTpaHEHHWE OT MCTOYHHUKA CYIIECTBEHHO
MPEBbIIACT JUIMHY BOJHBL. [ paHuIia MEXy NaJIbHEH U ONM>KHEH 30HAMU HAXOJIUTCS
Ha paccTostHUH 0KoyIo 0,5 M oT ncrounmka m3mydeHus s 9actotel 100 MI'm u 50 m
1 yactoTel 1 MI11.

B Ommwxkueit 30He mpeobiiajaeT MarHUTHasS MO0  DJEKTpUYECcKas
coctapisitoriasi moJist. CUiIbHbIE MAarHUTHBIE TIOJISA, KaK MPaBHIIO, CO3IAOTCS IEMSIMU
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C HU3KUM BOJHOBBIM CONPOTHBIIEHHEM, OOJBITUM TOKOM W MAaJbIM IEpenagoM
HAPSDKECHUAMN.

Hns mons ¢ mnpeobnagaromield 3JIEKTPUUECKONH KOMIIOHEHTOM BOJHOBOE
COTIPOTHBIIEHUE CYIIECTBEHHO OOJIbIE, a I MPeo0iaJaroiero MarHuTHOrO MOJis
— CYILECTBEHHO MEHBIIIE 3HAYEHUSI BOJIHOBOTO CONPOTUBIICHUS IS TUIOCKOW BOJIHBI
(Z =377 Om).

M3MmeHeHne TOKa BO BPEMEHHM MOXKET HOCHUTHh HMMIIYJBCHBIM XapakTep WU
NOMUYMHATHCS JI00OMY JIpyroMmy 3akoHy. Kaxknplii Takoil mpoliiecc Ha OCHOBE
M3BECTHOTO M3 MaTeMaTWku mpeoOpazoBanus Dypbe MOXKeT ObITh NMPEACTABICH B
BUJIE CYMMbI TAPMOHMUYECKUX KOJICOAHUN C Pa3TMYHBIMHU aMIUTUTYAaMH IS KaXKI0u
YacTOTHI, MPUYEM YacCTOThl M3MEHSIOTCA B Mpeaesnax OT Hyls A0 OeCKOHEHYHOCTH.
3aBUCUMOCTh aMIUIMTYZ 3THUX TAPMOHWYECKHUX COCTaBIIAIOIIMX OT YacTOTBl — 3TO
CHEKTp CUTHaJa (B pacCMaTpPUBAEMOM CIIy4ae — 3JIEKTPOMATHUTHOIO HW3JIy4YECHHS).
CriexTp XapakTepu3yeT paclpeleieHue SHEPTUH B T0JIe U3ny4yeHus. B 3aBucumoctu
OT TOro, Ha KAaKUX YacTOTax YCTPOMCTBO H3JIy4yaeT HamOoJiee HMHTEHCHUBHO,
M3JIy4aTeau DSJIEKTPOMArHUTHBIX CUTHAJIOB MOJPA3JEIAIOT HAa HHU3KOYACTOTHBIE,
BBICOKOYACTOTHBIE U ONITUYECKUE.

Hu3ko4acTOTHBIMU ~ M3JIy4yaTeIsIMU  DJIEKTPOMAarHUTHBIX — KojeOaHuwii B
OCHOBHOM SIBJISIFOTCSA 3BYKOYCHUJIMTEIIbHBIC YCTpOMCTBA Pa3IMYHOTO
(GYHKIIMOHAILHOTO HA3HAYEHUS M KOHCTPYKTHUBHOTO UCIOJHEHUsS. B OnmmxHel 30He
ATUX YCTPOMCTB HanbOOJIee MOIIHBIM BBICTYIAET MarHUTHOE MoJie UH(GHOPMATUBHOTO
curtasa. Takoe 1moje yCHJIMTEIbHBIX CUCTEM JIOCTaTOYHO MPOCTO OOHAPYKUBAETCS U
MIPUHUMAETCS TMOCPEACTBOM MATrHUTHOM AHTEHHbBl WM CEJIIEKTUBHOIO YCUJIUTEIA
3BYKOBBIX YaCTOT.

K rpynmne BbICOKOYACTOTHBIX H3iydaTenaend OTHocsATcs BUY-aBTroreHepartopsl,
Moxayisitopel  BU-koneGanuii #  yCTpOMCTBA, TEHEPUPYIOIIME  Tapa3uTHBIC
BBICOKOUYACTOTHBIE KOJICOaHUs M0 Pa3IMYHbIM IPUYMHAM U B PA3JIMYHBIX YCIOBUSIX.

HUctounnkamu curHaia BeICTynaroT BU-reHeparopsl paavoONnpUEMHUKOB,
TEJIEBU30POB, M3MEPUTEIBHBIX T'€HEPATOpPOB, MOHUTOPHI OBM, monynstopslt BU-
KoJjieObanuil. JIOBOJIBLHO OMAaCHBIM MCTOYHUKOM BBICOKOYACTOTHBIX KOJIEOAHU MOTYT
OBITh YCWJIMTENIM U JIPYTUE aKTHUBHBIC JIEMEHTHI TEXHHUUYECKUX CPEJCTB B PEKUME
napa3uTHOM TeHepalluy 3a CUET HEXKeNaTeIbHOM MOJ0KUTETLHOM 00paTHON CBSI3H.

B kadecTBE BBICOKOYACTOTHOIO H3JIy4aTessl paccMaTpuBaercs Jro0oe
YCTPOMCTBO, COJIEpKAIIEE DJIEMEHThI C HEJIMHEHMHBIMU XapaKTEPUCTUKAMU (TUOJIbI,
TPAH3UCTOPHI, MHUKPOCXEMbI), TMOPOKIAIOIMIMMHU HEXKEIATeIbHbIE COCTABIISIIOIINE
BBICOKOYACTOTHOTO XapakTepa.

CriexTp m3mydeHusi OOBIYHO HE TIOIACTCS aHATUTHIECKOMY pacdeTy, T. K. €ro
(dhopma 3aBUCUT OT MHOTHX (PAKTOPOB; MPEK/E BCETO ATO CIECAYIOIINE:

e paboyWe 4YacTOThl YCTPOMCTBA, MX TapMOHMKU U KOMOWHAIIMOHHBIC
YaCTOThI;

¢ DPACIIOJIOKCHUC U IJIMHA ITPOBOAHUKOB,

® PacroJIOKEHHE u KOHCTPYKITUS PEaKTUBHBIX AJIIEMEHTOB
(KOH/IEHCATOPOB M MHIYKTUBHBIX KaTYIIIEK);
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THII KOPITYCa, HAJIMYME B HEM I1I€JIEN, OTBEPCTUM U T. II.

[Ipn ananuse cnekTpa cieayeT pasaenartb uHpopmatuBHoe I[IOMU u
HeunopmatuBHoe [IOMMU, a Takke peanbHBIE BO3MOKHOCTH BOCCTAHOBIICHUS
uHpopmanuu u3 npunaroro [I1DMU.

Hauboiee onacHBIMH SIBIISIFOTCS CIICAYIOIME BUAbI I/ISJIytleHI/Iﬁ N HaBOJOK:

AJIEKTpOMAarHuTHeIe  W3nydeHusi anemeHtoB TCOW  (HOcuTeneMm
UHPOPMAITUU SBJISICTCS DJICKTPUUECKUN TOK, HAMPSHKCHHUE, 9acTOTa WU
¢daza KOTOPOro U3MEHSIOTCS 110 3aKOHY MH(POPMAITMOHHOTO CUTHAJA);

ANIEKTPOMATHUTHBIC U3TYyYEHUSI HA YacTOTaX paboThl BHICOKOYACTOTHBIX
renepatopoB TCOU u BTCC (B pesyibTare BHEIIHMX BO3JCUCTBUMN
WH()OPMAIIMOHHOTO CHUTHaJIa Ha JJEMEHTaX TeHEpaTOpOB HABOJATCS
AJIEKTPUUYECKUE CUTHAJIbI, KOTOPhIE MOTYT BBI3BaTh HENPEIHAMEPECHHYIO
MOMYJIAIINI0 COOCTBEHHBIX BBICOKOYACTOTHBIX KOJIEOAHUM TeHepaTOpOB
U M3JTy4eHHE B OKpY’Karolee MpocTpancTso [14]);

AJIEKTPOMArHUTHBIC M3JIYyYCHUS] Ha 4YacToTaX CaMOBO30YXKJICHUS
ycunutenedt Huzkoi yactotel TCIIN (camoB030YykAeHHE BO3MOXKHO 3a
CYET CIy4YalHBIX MPeoOpa30BaHUI OTPUIIATEIBHBIX OOpaTHBIX CBs3EH B
napa3uTHBIC MOJOXKUTEIBHBIC, YTO TMPUBOJUT K TIEPEBOTY YCUIUTEINS U3
peXUMa YCUIICHUS B PEKUM aBTOTEHEPAIIMU CUTHAJIOB, IPUYEM CHUTHAJ
HAa YacTOTaXx CaMOBO30YXXJEHHUs, KakK IMpaBUJIO, OKa3bIBACTCA
IPOMOTYTUPOBAHHBIM UH(POPMAITUOHHBIM CUTHAJIOM);

HAaBOAKU DSJIEKTpOMarHuTHbIX wu3nydeHud TCOW (Bo3HHMKaKOT mpH
uznydyeHuu snementamMmu TCOW mH(pOpMalMOHHBIX CUTHAJIOB, a TAKKe
IIpU HAJIMYHUM TaJIbBAHUYECKON CBA3U coenMHUTENbHbIX JuHuid TCOU u
MOCTOPOHHUX MPOBOAHUKOB WiH Jinanii BTCC);

POCayMBaHWEe WH(POPMAIMOHHBIX CHTHAJIOB B IIEMU JJICKTPOIUTAHHMS
(BO3MOXXHO TMpW HATWYUM MArHUTHOM CBSI3M MEXIY BBIXOJHBIM
TpaHchHOPMATOPOM YCHIIMTEINA U TpaHCHOPMATOPOM DIICKTPONMUTAHUS, &
TaKK€ 3a CUET HEPABHOMEPHON HArpy3kd Ha BBIIPSIMUTENb, YTO
OPUBOJUT K M3MEHEHUIO MOTPEOIIEMOT0 TOKA MO 3aKOHY H3MEHEHMS
UH(OPMAITMOHHOTO CUTHAJIA);

npocauvBaHHE€ HMH(POPMAIMOHHBIX CHUTHAJIOB B LENU 3a3€MIICHUS
(oOpa3yeTrcsi 3a CUeT TaJbBAaHUYECKOW CBSI3U C 3€MJICH pa3lIMYHBIX
IIPOBOJIHUKOB, BBIXOSAIIMX 3a MPEAEIIbl KOHTPOJUPYEMOW 30HBI, B TOM
Yycie  HYJIEBOIO  IPOBOAA  CETH  JJEKTPONUTAHMS, HKPAHOB,
METaUNIMYECKUX TpyO CHUCTEM OTOIUIEHHS M  BOJOCHAOXKEHHS,
METaNIMYECKON apMaTypsl U T. 11.);

CbeM MHQOpPMAIMM C MCHOJb30BAHUEM 3aKJIAJHBIX YCTPOWCTB,
OPEJICTaBISIIOIIMX COOOM MMHHUIIEPENATUMKH, YCTAHABIMBAaEMbIE B
TCOU, wuznyyeHUss KOTOPBIX MOIYIUPYIOTCA HH(DOPMALMOHHBIM
CUTHAJIOM U IPUHUMAIOTCS 34 MPEIEIaMi KOHTPOJIUPYEMOM 30HBI.
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[lapamerpuueckuii kaHanm yTeuku wuHPoOpManuu QOpMHUpPYETCS MyTeM
«BbICOKOYacToTHOTO 0OMyueHus;» TCOMU, mpu B3auMoaeiCTBUN 3I€KTPOMArHUTHOTO
noiast  kotoporo ¢ anemeHtamu TCOM  mpoucxomuT — mepeusiydyeHHe
AIIEKTPOMArHUTHOTO TOJIsI, TPOMOYIHUPOBAHHOTO UH(OPMAIIIOHHBIM CUTHAJIOM.

B3anMHbIe BIMSIHHS CHUTHAJIOB TPOSBISIFOTCS B JUHUAX CBs3u (Tabm. 5.1).
CyliecTByIOT peajbHbIE YCJIOBUS HABOJOK C OJIHOTO TIPOBOJIa Ha JPYrow,
napajuleNbHBI eMy MpOBOJ 000N JMHBL. B cOOTBETCTBUU C SIBICHHMEM B3aWMHOM
uHaykuun OJ1C MHAYKIMY HAaBOAMUTCS BO BCEX MPOBOJHMKAX, HAXOAIIUXCS BOJIM3H
JIPYyTUX TPOBOJHUKOB, TOK B KOTOPBIX U3MEHSIETCS C TEUYEHUEM BPEMEHH, IIPU ITOM
OJ1C B3aMHOW UHAYKIIMU MPOMOPLUHOHAIBHA CKOPOCTH U3MEHEHUS TOKA.

Tab6mauna 5.1
BrnusHus B 1IENSAX CBSI3U U CTaHIAPTHBIC MEPHI 3aIIAThHI

Tun muaum IIpeobnanaroniee BausHue | Mephl 3aUTHI
Bo3nyiinbsie nuaun cBsizu | CucteMaTuyeckoe CkpeniuBanue Henewu,
1
BIIMSIHUE , BO3pACTAIOLIEE | ONTUMAIbHOE

C YBCIIMYCHUCM YaCTOTHL
CHUT'HaAJIa

pacmoJIOKEHUE Henen

KoakcuanbHblii kabenb Cucremarnueckoe DKpaHUpOBaHUE 51
BJIMSIHAE 4Yepe3 TPEThbH | OTPAaHUYEHUE Juana3oHa
nend (C  MOBBILIEHUEM | pabOYHMX YaCTOT CHU3Y

YaCTOTHI BIIUSHUE YOBIBACT
BCJIC/ICTBHE
MOBEPXHOCTHOTO A PekTa)

CuMMeTpHuuHBIid Kabemnb Cucremarnueckoe u | OnTumuzanus 11aroB
CJIyqaﬁHoe2 BIIMSAHUSA, | CKDYTKM WM KOHCTPYKLHU
BO3pacTarollIKe C 4YacTOTOM | Kabers,
IIPOCTPAHCTBEHHOE
paszaeieHue LEIIEH,
DKpaHUPOBAHUE
OnTtuyeckuii kKabeb Cucrematuueckoe U | DKpaHUPOBAHHE
ciliy4yailHoe BIMSHUSA (OT | ONTUYECKUX BOJIOKOH,
Y4acTOTHI HE 3aBHUCSIT) MIPOCTPAHCTBEHHOE
paslieleHue  OTHEJIBHBIX
BOJIOKOH

1 o
CucremMaTH4yecKoe BIMSHIE — B3aNMHBIC HaBOJKH, BO3GHUKAIOIIME 110 BCEW AJIMHBI JIMHUHN

2 o o
CnyanHoe BJIMAHUC — BJIMUAHUC, BO3HHUKAIOMICC BCJICACTBHUC CIIYYaWHBIX IIPUYWH H HEC

OOJIAI0IIEECS TOUHOU OIIEHKE.
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Oco0oe BHMMaHHE ClEIyeT OOpaTUTh Ha TMepexBaT WHGOpMAlUU TpU €e
mepefaye IO KaHalaM CBSI3U. OTO BBI3BAHO TEM, 4YTO B JaHHOM cClydae
obecrieuynBaeTcs CBOOOAHBIN HECAHKIIMOHHPOBAHHBIM JOCTYN K IepeaaBaeMbIM
CUTHaJIaM, OCOOCHHO B Cllyyae HCIIOJIb30BaHMs paguoKaHaja. B 3aBUCHMOCTH OT
BU/Ia KaHaja CBSI3U TEXHUUYECKUE KaHAIIbI IepexBaTa HHPOPMALUU MOXKHO pa3ieInTh
Ha 3JIeKTPOMArHUTHBIE, YJIEKTPUYECKUE U MHTYKI[HOHHBIE.

DNeKTpOMarHuTHbHIE U3ITy4YECHUS NEPENATUNKOB CPENCTB CBSI3H,
MOAYJIUPOBaHHbIE  MH(GOPMAIIMOHHBIM  CUTHAJIOM, MOTYT  II€pPEXBaTbIBATHCS
€CTECTBEHHBIM 00pa30M C HUCIHOJIb30BAHUEM CTAHJIAPTHBIX TEXHUYECKUX CPENICTB.
DNEeKTpOMarHUTHBIA KaHajl IepexBaTa HH(OpMalUMU IMIUPOKO MPUMEHSETCA AJis
MpOCIyIIUBaHUSl TeNe(OHHBIX Pa3rOBOPOB, BEAYUIMXCS MO paauoTenepoHam,
COTOBBIM Te€Je(POHAM HIIU MO PATUOPETECHHBIM U CITyTHUKOBBIM JIMHUSIM CBSI3U.

DOnexkTpuyecKuid KaHai TmepexBaTta HMHGOpMAIHMH, TepeAaBaeMoil 1o
KaOCJbHBIM JIMHUSIM CBSI3U, MPEANOJaracT KOHTAKTHOE IMOJKIIYEHUE K ITUM
JUHUSAM. OJNEKTPUYECKUN KaHal Haubojee 4YacTo MCIOJb3yeTcs sl IepexBara
TeJe(OHHBIX Pa3roBOPOB, MPHU ATOM IepexBaThiBacMas HMHOOpMaLMs MOXKET ObITh
3amucaHa Ha JUKTO(OH WM mepefaHa mno paauokanainy. [logoOHble ycTpoiicTBa,
MOJKIIIOYaeMble K TeJe(MOHHBIM JIMHUSAM CBSI3M U COJIEpXKAIUe paguorepeaaTunKu
JUIL  peTpaHCIAlMM  TMepeXBaueHHOW  HMHpoOpMaluu, OObBIYHO  HAa3bIBAIOTCS
Tene(OHHBIMU 3aKIaKAMHU.

OnHako HENOCPEACTBEHHOE JJIEKTPUYECKOE IOAKIIOYECHHE — allapaTypsl
[epexBara  SBISAETCS  KOMIIPOMETHPYIOIIMM  mOpu3HakoMm. lloatomy  gamme
HCIIONIb3YeTCsl MHAYKIMOHHBIA KaHal IepexBara, He TpeOyroluid KOHTAKTHOTO
MOAKIIIOUEHUSI K KaHanmam cBsA3M. COBpPEMEHHBIE WHIYKIIMOHHBIE JAaTYUKH, 10
COOOLIEHUSIM OTKPBITOM TN€4aTH, CHOCOOHBI CHUMATh HHGPOpMALMIO C Kabenei,
3AIIMIIEHHBIX HE TOJBKO M3O0JISIIUE, HO U JBOMHON OpOoHEN M3 CTaJbHOM JIEHTHI U
CTAJIbHOM MPOBOJOKH, KOTOpbI€ IUIOTHO OOBUBalOT Kabesb. EIMHCTBEHHBIM
rapaHTUPOBAHHBIM METOJIOM 3aIlMThl HMH(OpPMAIMM B O3TOM CIy4yae SBISIETCA
KpunTorpaduueckas 3amura.

JUiss  mepeKkphITHSl  ANEKTPOMATHUTHBIX  KaHAJIOB YTEYKHM HH(POPMALMH
WCIIONB3YIOTCS TIACCHBHBIE W aKTHBHbIE MeTOAbl. K IMacCMBHBIM OTHOCSTCSA
SKpaHUPOBAHUE HJIIEMEHTOB ammaparypbl, YCTPOWCTB M JIMHUW CBS3U, (puimpTpanus
CUTHAJIOB B LIETISIX NMUTAHUS U 3a3eMJIEHUS. AKTUBHBIA METOJ — PaJUOTEXHHUYECKOE
3allyMJIEHUE,  HUCHOJb3yeMO€  JUIsl  3aKpbITUs  (MACKHUPOBKHM)  MOOOYHBIX
AJIEKTPOMAarHUTHBIX U3JIy4eHUN U HAaBOJOK. IIpy 3TOM CcnieKTp M dHEprus mIyMOoBOIO
CUTHaja MNOJIOMpaloTCAd TakuM 00pa3oM, 4TOObl TapaHTUPOBATH HEBO3MOXKHOCTH
BbIJI€JICHUS] MHPOPMATUBHOIO CUTHAJIA.

Bu3yaJle0-0nm uvdecKue Kanajivl ymeukKu

B mocnennee BpeMs cTano yaensThCsl OOJBIIIOe BHUMAHNUE YTEUKEe BU3YAIbHON
MHPOpMAITUH, MTOJTy9aeMOil B BHJIE H300paKeHUH OOBEKTOB WM KOMUH TOKyMEHTOB
nyTeM HaOIIoJeHUsT 3a OOBEKTOM, CHhEMKH OO0BEKTa M CheMKU (KOIMMPOBAHMS)
JOKYMEHTOB. B 3aBUCHMOCTH OT YCJIOBUW HAOIIOJEHUS OOBIYHO HCIOJIB3YIOTCS
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COOTBETCTBYIOIIME TEXHUUYECKHE CPEICTBA, B TOM YHCJE: ONTHKA (OWHOKIIH,
MOJ30pHBIC TPYOBI, TEJICCKOIbI, MOHOKYJISAPHI), TEJICKaMepbl, MPUOOPHI HOYHOTO
BUJICHUS, TEIJIOBU30PHI U T. II.

JUis  TOKYMEHTHPOBAaHUS pPE3yJbTaTOB HAOIIOACHHUS TMPOBOJUTCS ChEMKa
OOBEKTOB ¢ TOMOUIbI0  ¢oTorpaduyecKuXx U  TEJICBU3UOHHBIX  CPEJACTB,
COOTBETCTBYIOIIUX  YCIOBUSIM CbeMKH. JIJis CHSATHSL KONUHA  JTOKYMEHTOB
HCIIOJIb3YIOTCS AIIEKTPOHHBIE u creluaibHbIe (3akaMyuupoBaHHbIE)
¢doroanmapatel. [ AUCTAaHIIMOHHOTO CheéMa BHIOBOM HMH(MOPMAIMH HCIOIb3YIOT
BU/1€03aKIIA]IKH.

3.9. Uughopmayuonnwvie kananvl ymeuku uHpopmauuu
NHpopmalinoHHbIN KaHAT MOXKET OBITh Pa3/I€ieH Ha CIEAYIOIINE KaHAJIbI:
® KaHAJl KOMMYTUPYEMBIX JIUHUU CBS3H;
® KAaHAJI BBIJCIICHHBIX JINHUM CBA3Y;
e KaHaJ JIOKAJIbHOM CETH;
e KaHaJ MAalllMHHBIX HOCUTENEH HH(pOpMaLuy;
® KaHaJ TePMUHAIBHBIX U EpUPEPUNHBIX YCTPONUCTB.

VYTeuka uHpOpMAIMK M3 KaHaja CBS3U MPH HMCIOJIb30BAHUH CIELHUATbHBIX
TEXHUYECKUX CPEACTB CheMa HHPOpMaIK Obllla pPACCMOTPEHA BBILIIE.

B mnocnennee Bpemsi HambOoJsiee JWHAMMYHO Pa3BUBAIOTCA METOIbI CheMa
KOMITbIOTEpHOU UH(pOopMaIuu. B 3TOM HanpaBiIeHUN UCTIOIB3YIOTCS:

® anmapaTHbIC 3aKIAJKH;
® BPEIOHOCHBIC MPOTPAMMEBI.

OcHOBHBIE BO3MOXKHOCTH HECAaHKIIMOHUPOBAHHOTO JIOCTYNa CBSI3aHBI C
WICIIOJIB30BAaHUEM CIICIIUAJIEHOTO MaTEMaTHYECKOI0 OOECIICUCHMS, BKIIFOYAIOIICIO B
ce0si TakWe COCTAaBISIONINE, KaK KOMITHIOTEPHBIC BHUPYCHI, «JIOTHYECKHE OOMOBI»,
«TPOSIHCKHE KOHM», IPOrPAaMMHBIC 3aKJIaKHU | T. II. [6].

Bpeoonocnass npoepamma (BII) — mnporpamma, TpeaHa3HaueHHas IS
HECaHKIIMOHUPOBAHHOTO KOITMPOBaHUS, MOIU(PUKAIIAH, OJIOKMpPOBAHUA,
YHUYTOXKEHUSI KOMITBIOTEPHOU MH(OpMAITUH.

Yacro BII pocraBimsgeTrcs K MECTy IIOCTOSIHHOIO pa3MEUIEHUs 4epes
NPUBJIEKATEIbHYIO JUIsl MOJIb30BATENs Mporpammy («TpOSTHCKYIO» mporpammy). To
€CTh JUIl «TPOSHCKOW» IpOrpaMMbl XapakKTE€PHO HAJIMYUE BCTPOCHHOW CTPYKTYpPHI
Wil (QYHKUIWU, CKPBITHO BBIMOJHSIONMIEH BpeOHOCHbIE AeicTBus. [Ipu 3amycke wim
Ha JTalle MHCTALILMM NapaJuIeJIbHO MAYT JBA IpoLecca: TOKYMEHTUPOBAHHBIN M
HEJIOKYMEHTUPOBAaHHbIM.

BII MoxHO pa3faenuTh Ha JBE OOJIBIINE KATETOPHUU:

1) Bupycbl. OCHOBHBIE CBOWMCTBAa BHUPYCOB: MAapa3UTUUECKOE CYLIECTBOBAHUE,
pa3MelleHne BHYTPU MPOTpaMMHOTO (aitia wiM B APYroM MECTe, CIOCOOHOCTh K
CaMOpPa3MHOXXEHHIO — KOIHUPOBAHUIO, BBIPAKEHHBIC JECTPYKTUBHBIC (DYHKITUH.
OcHOBHas yrpo3a co CTOPOHbI BUPYCOB — yIrp03a LEJIOCTHOCTH;
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2) nporpamMHBbIe 3akianku. OCHOBHBIE CBOMCTBA: CKPHITHOCTh PA0OTHI Ha BCEX
sTanax >KU3HEHHOTO LMKIA, SIBHO BBIPAKEHHBIE «IIMHOHCKHE» (PYHKIUHU, YACTOE
OTCYTCTBHE MEXaHU3Ma CAMOPA3MHOXEHUS, XOTS BO3MOXKHO HAJIUYUE MEXaHU3Ma
CaMOJIMKBUIAIU Y.

B nacrosiiee Bpemst H3BECTHO OOJIBIIOE KOJIMYECTBO MPOrPaMMHBIX 3aKIa/l0K,
OCHOBHBIE (DYHKLIUU KOTOPBIX CIEAYIOIIHE:

® CIIeKEHUE 3a TIOJH30BaTEIICM;
® PACKPBITHUE ITAPOJIEH, KIIFOUEH;
® u3yuyeHue obpabaTeiBacMoil HHPOPMAIIUH.

BpenonocHbie mporpaMMbl MOTYT OBITH BHEIPEHBI B IPUKJIAAHBIC TPOTPAMMEI,
YTHJIUTHI U CEPBUCHBIC TPOTPAMMBI, MOJCUCTEMY OE30MacCHOCTH, PEecTp, Spo,
KOMaHJHBIN uHTEeprpeTaTop, BIOS, npaiiBepsl ycTpoHCTB, ammapaTHbIE CpEICTBa.
BII, BHEeApeHHBIE HA YPOBEHBD sIApa U HUYKE, HEBUIUMBI IS TTOJIb30BATEIIS.

Jliist 3amutel oT Bo3aecTBusa BII n aiekBaTHOrO OlleHUBAHUS BO3MOKHOCTH U
nocnencTBuil 3apaxeHuss AC moJyib30BaTeldb JOJDKEH HMMETh IMPEICTaBICHUE O
Mexanm3Me aerictBus BII. B mensx Ge3omacHoit paboThl HEOOXOAMMO COOJIIOAATH
pSAI TIpaBWJ, KOTOPBIE ampoOOMpPOBAaHBI HA TMPAKTUKE U TMOKA3aJd CBOK BBICOKYIO
3¢ (PEKTUBHOCTS:

1) ucrnoap30BaTh IMPOrPaMMHBIC MPOAYKTHI, IOJyYEHHBIC 3aKOHHBIM
opurmanbHeiM TyTeM. BepostHocte Hamumuusi BII B «mmpatckoii»
KOMMMK BO MHOTO pa3 BbIIIe, YeM B OQUIMATIHLHO MOJIYYCHHOM
IIPOrpaMMHOM OOECIICUCHHH;

2) nyonupoBaTh HHGOPMAIIHIO;
3) peryisipHO MCIIOJIb30BaTh aHTUBUPYCHBIC CPEIICTBA;

4) 0co0yr0 OCTOPOKHOCTD CJIEYET HPOSABIIAThH IPH HCIIOJIb30BAHUH HOBBIX
ChEMHBIX HOcHTeNeld MHpOopMali U HOBBIX (aiinoB. HoBbie nuUCKETHI
00s13aTEIHHO JIOJDKHBI OBITH MPOBEPEHBI HA OTCYTCTBUE 3arpy30UYHBIX U
(baiIoBBIX BUPYCOB, a TOJIyYCHHBbIC (ailibl — Ha Hanuyue (HailsioBBIX
BUPYCOB;

5) npu paboTre B pacHpelCICHHbIX CHCTEMax WM B CHCTEMax
KOJUIEKTUBHOTO  TIOJIb30BaHMS  11€JIECOOOpPa3HO  HOBBIE  CMEHHBIC
HOcUTeNnu MH(GOpPMAllUM U BBOJUMBIE B CUCTeMY (hailyibl IPOBEPSATH Ha
crenuagbHO BBIIACIICHHON 11 3TOoH e OBM;

6) ectm He mpenmojaraeTcsi OCYIIECTBISATH 3amMch HH(GOpMANUU Ha
HOCHTENb, TO HEOOXOIUMO 3a0JIOKUPOBATH BHIMIOJHEHHUE 3TOU ONEpaLuy.

HGYKOCHI/ITGJ'II)HOG CICAOBAHHC IIPUBCACHHBIM PCKOMCHIAAIUAM IIO3BOJISACT
SHAYUTCIbHO YMCHBIINUTL BCPOATHOCTD IIPOHUKHOBCHHUA BII B CUCTCMY M 3alIUIACT
IMOJIB30BATCJIA OT IIOTCPb I/IH(i)OpMaIJ;I/II/I.

B Hacrosimiee BpemMs  MEXKCETEBBIE JKpaHbl  SIBJISIFOTCA  JOCTAaTOYHO
3((PEKTUBHBIM CPEJICTBOM 3aIllUThl KOPIOPATHUBHBIX CETEHM M HMX CETMEHTOB OT
BHEIIHUX YI'PO3, a TaKXKE€ OT HECAHKIMOHUPOBAHHBIX B3aMMOJICMCTBUN JIOKAIBHBIX
MOJIh30BaTeNIe ¢ BHEIIHUMHU cucteMaMud. OHM 00ECIeunBarOT BBICOKOYPOBHEBYIO
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MOICPKKY TIOJIUTUKK O€30MacHOCTH OpTaHU3aIlii 10 OTHOIICHHWI0 KO BCEM
npotokojam cemeiictBa TCP/IP. Kpome Toro, coBpeMeHHbIE MEKCETEBBbIC SKpPaHbI
XapaKTEePU3yIOTCS MPO3PAUYHOCTHIO JUJISl  JIETAJbHBIX IMOJIb30BaTEICH, OONBIINM
OBICTpOJICHCTBUEM UM BBICOKOU A(h(PEKTUBHOCTHIO. OCHOBHOW TEHJICHIIMEH pa3BUTHUS
CPEICTB CETeBOM 3alllUThl SBJSETCS WHTErpalus, B YaCTHOCTH WHTErpanus
MEXCETEBbIX JKPAHOB C KPUNTOIPAPUUYECKUMU M AHTUBUPYCHBIMH CPEACTBAMHU, a
TaKXe CPeJCTBAMM aHaJIM3a YPOBHS oOecriedeHrs 0€30MacHOCTH.

OnHako He cieayeT 3a0bIBaTh, YTO, HECMOTPS Ha MPUCYILIHNE MEXKCETEBBIM
HKpaHaM JOCTOMHCTBA, B HACTOAIIEE BPEMsi OHU HE PELIaloT BCEro KOMIUIEKCa 3a/1a4
1o 00ecreyeHn o 6€30MaCHOCTH B OTKPBITBIX CETSX.

3aknrouenue

YTeuka wuHOpMAIMK TIO0 TEXHUYECKUM U HMHGOPMAIMOHHBIM KaHajJaMm
MIPEICTABISIET PEaTbHYI0 YIPo3y 0€30MacHOCTH HH(POPMAIIHH.

IIpn oOIEHKE CTENEHM OMACHOCTH TEXHUYECKUX KAHAJIOB YTEUYKH CIIELYET
UMETH B BHJY, 4YTO HE BCerJa HaJIM4YMe HOCUTEIS (AKyCTHMUECKOIO WIH
AJIEKTPOMAarHUTHOTO TOJIsA)  sBIAETCA  (AKTOpPOM, JOCTATOYHBIM I ChEMa
uHpopmanuu. Hampumep, npu HHU3KOM pPa3OOPUMBOCTH PEUYM HEBO3MOXKHO
BOCCTAaHOBUTBH €€ CMbICI. [1000YHBIE AIIEKTPOMArHUTHBIE WU3JIyYEHUsl SJIEKTPOHHOU
anmnapaTrypbl MOTYT HE HECTH HH(POPMATUBHOTO CHUTHaja (Hampumep, U3JIy4YeHHE,
BO3HUKIILIEE BCJIEACTBUE IeHepaluu TakTOBBIX UMIylbcoB CBT). g oObekTHBHOMN
OLICHKH MpPOBOAST CIEUUAIbHBIE HCCIENIOBAaHUS OOOPYIOBaHHUS U CHELHAIbHBIC
NpoBepKH pabouux mnomenieHui. Takoro poaa uccleOBaHMS U POBEPKU
BBITIOJIHSAIOTCSA OpPraHM3alUsAMHU, UMEIOIKUMH JINLIEH3UU HAa COOTBETCTBYIOIIUN BUJ
nesTenbHOCTU. [Ipy  BBISBIEHMM TEXHUYECKUX KAaHAJOB YTEUKH HHPOpMAIIH
IIPUMEHSIOTCS] MEPBI 110 UX NEPEKPBITHUIO.

IIpn pemenun 3amad, CBS3aHHBIX ¢ oOecrieueHHEM HWHOOPMAIIMOHHON
0e30MacHOCTH, HEOOXOAUMO HCIIOJB30BaTh KOMIUICKCHBIN IMOJXO0J, BKIIFOUAIOIIUNA B
ce0s1 IPUMEHECHHE HE TOJBKO TEXHHUYCCKHMX CPEACTB, HO W IPABOBBIX METOJIOB, a
TaK)Ke OpraHU3aIllMOHHBIC MEPHI 3aITUTHI HH(OPMAIIUH.

3aknrouenue

3amumiate TKC HE06X0AMMO OT BCEX BHUJIOB CIIyUYaWHBIX U MpeAHAMEPEHHBIX
BO3JCHCTBUI: CTUXUHHBIX O€ICTBUNA W aBapuii, cOOEB U OTKA30B TEXHUYECKUX
CPEICTB, OIIMOOK IMEpcoHana M IOJIb30BaTeNeil, OmMOOK B mporpamMmax M OT
IIPEIHAMEPEHHBIX JEHCTBUM 3710yMBIIIJICHHUKOB.

Nmeercs  mmpodauinvi  CIEKTP  BAapUAHTOB  NyTEW W METOJOB
HECAHKIIMOHMPOBAHHOTO JIOCTYNa K JaHHBIM M BMEIIATEIbCTBA B IPOLECCHI
0o0paboTku 1 oOMeHa mHpoOpMaIeil. AHaTU3 BCEX YSA3BUMOCTEH CHCTEMBI, OIEHKA
BO3MOXXHOTO yliep0a TO3BOJIAT BEPHO OMNPEICIUTh MEPONPUSTHUS IO 3allUTe
uHpopmanmu. Pacuer SPQPEKTUBHOCTH  3AIIUTHBIX  MEPONPUATUH  MOMKHO
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MPOU3BOJINTh PA3TUYHBIMM METOJAMU B 3aBUCMMOCTH OT CBOMCTB 3allUIIAeMOil
uH(pOpMAaIUU U MOJIEIN HAPYIIUTEIIS.

[IpaBuiibHO TOCTpOEHHAsI (a/IeKBaTHAsi PEalbHOCTHU) MOJIENIb HApYIIUTENS, B
KOTOPOM  OTpa)xarTCcsi €ro MNpPaKTUYECKUE U TEOPETUUYECKHE BO3MOXKHOCTH,
arpUOpPHbBIC 3HAHUS, BPEMSI U MECTO JICCTBUS U APYTU€ XAPAKTEPUCTUKH, — BAKHAS
COCTABJISIIOIIAsT YCIICIITHOTO MPOBEJCHUS aHAIN3a PUCKA U ONPEACIICHUs] TPEOOBaHMIA
K COCTaBYy M XapaKTEPUCTUKAM CHUCTEMbI 3aIUTHI.

VYTeuka uHGOpPMAlLKMKU TNO TEXHUYECKUM W HHQPOPMAIIMOHHBIM KaHalaM
MPEJICTaBIISIET PEAIbHYIO YTPpo3y 0€301MacHOCTH HH(DOPMALIUH.

[Ipr oLEeHKE CTENEHW OMAaCHOCTHM TEXHUYECKHMX KaHAJIOB YTEYKH CIEAYET
UMeTh B BHJY, 4YTO HE BCErJa HaJW4YWe HOCUTEN (aKyCTHYECKOrOo WM
AJIEKTPOMArHUTHOTO TOJisA) sABJsIeTCS (AKTOPOM, JIOCTAaTOYHBIM ISl  CheMa
uHpopmanmu. Hanmpumep, npu HU3KOH pa30OPUMBOCTH pPEYH HEBO3MOXKHO
BOCCTAHOBUThL €€ CMbICT. [10004YHBIC 3JIEKTPOMArHUTHBIC H3IYYCHUS SJICKTPOHHOU
anmapaTypsl MOTYT HE€ HECTH HWH(POPMATHBHOTO CHTHaja (Hampumep, W3IIy4YCHHE,
BO3HHUKIIIEE BCJIEACTBUE TeHEpaluu TakTOBBIX UMMYascoB CBT). Jlyis o0beKTUBHOM
OIICHKM TPOBOJST CHEIHATbHBIC HCCIIEIOBaHUS OOOPY/IOBAaHUS U CHEIUATbHBIC
MpPOBEpKU pabouux momemeHuid. Takoro poma wuCCIENOBaHHMS U TPOBEPKH
BBITIOJIHSIFOTCSL OPTraHU3alMsIMU, UMEIOIIMMU JUUIEH3UU Ha COOTBETCTBYIOLIUN BHJL
nesitebHOCTH. [Ipy  BBISIBIEHMH TEXHMYECKHX KaHAJIOB YTEYKH HHGOpMAINH
MIPUMEHSIOTCSI MEPHI 10 UX MEPEKPHITHUIO.

[Ipu pemenun 3amad, CBA3AHHBIX C oOecriedyeHUeM HH(POPMAITMOHHOM
0e30macHOCTH, HEOOXOIMMO HCIIOIh30BaTh KOMILJIEKCHBIN MOAXO0J, BKJIIOYAIONINI B
ce0sl MPUMEHEHHUE HE TOJBKO TEXHUYECKUX CPEACTB, HO M MPABOBBIX METOJOB, a
TaK)Ke OpraHu3aIlMOHHBIE MEPHI 3aIUTH HHPOPMAIIUH.
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