KOHLEINTYAABHBIE
OCHOBBbI SALLMNTHI
NMHOOPMALIMU




IocTysarsl

1. Mapopmanimss — 3TO BCEOOIIEE CBOKWCTBO
MaTEPHHU.

2. Jlroboe B3aMMOJACHCTBUE B IIPUPOJE U
OOIIIECTBE OCHOBAaHO HA MH(OpPMAIIUH.

3. Beakuli mporecc CoBepilieHUsT pa0OThl €CTh
npolecc HHHOPMALIMOHHOTO B3aUMOJCHCTBHS.
4. NHabopmauss—IipoayKT OTpakCHUS
JIEUCTBUTEIHLHOCTH.

>. J1eCTBUTEIIBHOCTD OTpAXKACTCSA
IPOCTPAHCTBE U BPEMEHH.

6. Hudero He mpoucxXoauT U3 HAYETO.

/. UudopManuss coxpaHseT CBOE 3HAYCHHUE B
HEU3MEHHOM BHJIE 10 TE€X IMOpP, MOKA OCTACTCS B
HEU3MEHHOM BHJI€ HOCHUTENIb MH(OpMallUu —
I[TAMATD.

8. HuuTto He ncue3aer npocTo Tak.




Ymo xpanum, mo u umeem
«JMHOOPMAIIMOHHAA  BE3OITACHOCTDL  -smo
COCMOAHUE 3aAUWUWEHHOCIU UHDOPMAYUOHHOU CPeObl

obwecmsa,  obecneuusawuiee ee  Gopmuposatue,
UCNONBb30BAHUE U pA3BUMUE 8 UHMEPecax 2patcoaH,
Op2aHU3AYUL, 20CYOAPCMEB).

(3akon P® «06 yuacmuu 6  MENCOYHAPOOHOM
UHGDOPMAYUOHHOM OOMene))



— 3TO 3alUIICHHOCTh HH(MOpMALUM U
NOAJCPKUBAIOIICH €€  HMH(MPACTPYKTypbl  OT  CIy4YaWHBIX  HJIH
IIPEAHAMECPEHHBIX BO3JCHCTBUN €CTECTBEHHOIO WM HCKYCCTBEHHOIO
XapakTepa, KOTOpbIE MOTYT HAHECTH YyIiepO BIadelbliaM  HIIH
I0JIb30BATEISIM HH(POPMALIUH.

— CBOMCTBO 3allMIEHHOCTH CHUCTEMBI OT CIIYYauHOI0 WJIH
MPEJIHAMEPEHHOIO  BMEMIATEILCTBA B HOPMAJIBHBIM  MPOIECC €€
(YHKIIMOHUPOBAHUS, & TAKXKE OT MOIBITOK XWINCHUS, W3MCHCHUS WU
pa3pylLICHUsS €€ KOMIIOHEHTOB.




I/ICXOI[}I 13 BBINICCKA3aHHOT'O, OTMECTHUM CJICAYIONIHNEC BA’KHBIC BHIBOBI.

- 337244 0 00CCIICUCHUIO NH(POPMALIMOHHON 0€30HaCHOCTH I Pa3HBIX

KaTeropuil CyObEKTOB MOTYT CYIIECTBEHHO Pa3inyarhCH;

- uH(pOpMaLlMOHHAsA O€30IIaCHOCTh HE CBOAUTCS HCKIIOYUTEIBHO K
3allIUTe OT HECAHKIMOHHMPOBAHHOIO AOCTyIla K HH(MOpMalMA — 3TO

NPUHIMUITHAIIBHO 00JIEE IIMPOKOE MTOHSATHE.




ABIISIETC OCHOBOHM COBPEMEHHOU
TEXHOJIOTHUH IIPOrpaMMHUPOBAHMS, UCILITAHHBIM METOIOM OOPBHOBI CO CIIOKHOCTBHIO
cucteM. IlpencraBisieTcsi €CTECTBEHHBIM M, 00JIe€ TOro, HEOOXOIUMBIM,
CTpEMJICHHE pACIPOCTPAHUTh ASTOT MOAXOA M Ha CHCTEMbl HH(POPMAIMOHHOM
0e30macHOCTH, I KOTOPHIX, KaK U ISl IPOrpaMMHUPOBAHHUS B I[SJIOM, UMEET MECTO
YIIOMSHYyTas npo0jeMa CI0KHOCTH.
JIro00M pazyMHBIM METOA OOPHOBI CO CI0KHOCTHIO ONUPACTCS HA NPUHYUN

. Imom npUHYUN 03HAYAEM, UMO

CIOKHAsI CUCTEMA (UHGOPMAYUOHHOU OE30NACHOCMU) HA 8EPXHEM YPOBHE OONNCHA
COCMOsIMb U3 HeOOIbLULO20 YUCTIA OMHOCUMETbHO HE3ABUCUMBIX KOMNOHEHMO08.
OmHocumenvhas He3a8UCUMOCHb 30eCb U 0anee NOHUMAEMCs KaK MUHUMU3AYUSL
YUCIA CBs3el MedHcOy KOMHOHeHmamu. 3amem JeKOMIIO3MIUU 1008ep2aromcs
BblOCIEHHbIE HA NEePBOM Imane KOMHOHEHmbl, U maxK oanee 00 3a0aHH020 YPOBHS
oemanuzauyuu. B pezynemame cucmema okazvleaemcsi NpeocmaesileHHoU 8 8uoe
uepapxuu ¢ HeckKoabKumu yposuamu aocmpakyuu. CmpyKmypHolii Nn00X00
onupaemcss Ha QA20PUMMUYECKYI0 NEKOMIO3UIHUI0, K020a  BblOEISAIOMCA
(yHKUUOHAIbHBLE ITIeMEHMbL CUCTIEMDL.



— 93TO JACATEIILHOCTS,
HalpaBJICHHAs Ha MPEAOTBPAILICHUME YTCUKH 3alllMIIacMON HWH(pOpPMAIWH,
HECAHKIIMOHUPOBAHHBIX ¥  HEOPEIHAMEPCHHBIX  BO3JCHCTBHM  Ha
3alIMIIAEMYH MH()OPMAIIHIO.

HanmonanbHbl#d cTanAapT P@ I'OCT P 50922-2006 "3amuTta aHpopmManud OcHOBHBIE TEPMHHEI H onpeaeTeHAd" (VTB.
OPHKA30M PeepaJIbHOr0 ATEHTCTBA M0 TEXHHYECKOMY PEeIrVIHPOBAHHIO H MeTPOJIOTHH oT 27 nekaopsa 2006 . N 373-¢1)

Pemenue mnpoOiaeMbl HH(MOPMAIMOHHOM 0€30IMAaCHOCTH, KakK IPaBHIIO,
HAYMHACTCS C BBISIBICHUS CYOBEKTOB HWH(M)OPMAIIMOHHBIX OTHOIICHUHA H
MHTEPECOB  3TUX  CYOBEKTOB,  CBS3aHHBIX C  HCIIOJb30BAaHHEM
MH(OPMAIIMOHHBIX CHUCTEM. JTO OOYCIOBJICHO TEM, 4YTO IS Pa3HbIX
KaTeropuili CyOBbEKTOB XapaKTep peIIacMbIX 3aJad MOXKET CYIIECCTBEHHO
pazanyarbca. Hanpumep, 3amaun, peuiacMpie aMUHACTPATOPOM JIOKAJIbHOU
CeTH IO OOECICUCHHIO MH(POPMAIIMOHHOM O€30MaCHOCTH, B 3HAUMTEILHOMU
CTECTICHU OTJIMYAIOTCS OT 3a4ad, PEIIacMbIX MOJIb30BaTEIEM Ha JOMAIIHEM
KOMIIBIOTEPE, HE CBA3aHHOM CETBHIO.



MCIIOIb3YET OOBEKTHYIO
0EeKOMNO3UuyUi0, TO €CTh ITOBEJICHHUE CHCTEMBI ONHCBHIBACTCS B TEPMHHAX
B3aUMOJICHCTBHUS 00beKmos.

Heo0xoaumo BBECTH MOHATHUE KIACCA U 00bEeKmd.

MO AOCMPAKYUSL MHOMNCECmBa CYUWHOCMEN pPearbHo20 Mupa,
00bEOUHEHHBIX OOUWHOCIbBIO CMPYKMYPbL U NOBEOEHUSL.

MO DNeMeHm Kaaccd, mo ecmb aOCMmpaKyus OnpeoeieHHOU
CYWHOCMU.

lloouepknem, umo 00bEKTBI AKMUBHDBL, ) HUX eCMb He MOJIbKO 8HYMPEHHSS
CMPYKmMypd, HO U NOBEOeHUe, KOMOpPOoe ONUCbIBAEMCs MAaK HA3bl8AeMbIMU
METOIaMM 00bhEeKTA.



MMOAOXXEHHA CUCTEMBbI SALLINTHI

BE3OITACHOCTD |

—— COCTOAHHAE JANHINCHHOCTH MM3IHECHHO
BaXHBIX HHETEPECOB MHYHOCTH, TMpeanpua-
THA, roc¥napcTea OT BHYTPCHHHX H BHEII-
HHX YTPO3

MATEPHAJIbHBIE
TIIEPCOHAJI N OGHHAHCOBBIE NHPOPMAIIHA
PECYPCEL

YFPO3bI |

—  TNOTEHUHANRHO HIH  PEANLHO
CYIMECTRYHOUME BOIACHCTRHA, NpH-
BOASILHE K MOPANBEOMY WIK Mate-
phanbHoMY yllepdy




CHCTEMA BE30MACHOCTH

— 3T0 oprauq3opaHHas COBOKYMHOCTE CMNCLHANBHBIX OpPraHos,
cnyx6, cpencrs, MeTojOB M MeponpuATAH, 00ECHEYHBAIOLIMX
JAKTY XKHU3HCHHO BaXXHBIX HHTCPECOB NHYHOCTH, NPEANPHATHA,
roCyAapcTBa OT BHYTPEHHHX H BHEIIHHX Yrpos

| 1
3AJIAYH

i N

Qopmupopanne, obecnedeHHEe H
pa3BHTHE OPraHoB, CHJ H CpeACTB
obecrieyenns Oe3onacHoCTH

Boccranornenue obnekToB 3aluM-
Thl, NOCTPalaBLUMX B pe3yIbTaTe

PazpaGoTka H OCYLIECTBICHHE TUa-
HOB H JAPYrHX Mep MO0 3aIIHTE HH-
TEpecon

NPOTHBONPABHLIX HEHCTBHM

YHHYTOXKCHHC
_...-"f

—
Bussnenue ﬂpent:{‘ll‘{ﬂepame- Hejitpanusa- [Ipcceucuue Jlokanu3auus OTpaxcuuc
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EHII)OPMAILHOHHAFI BE30TTACHOCTDb

= COCTOAHHME 3AWMIUCHHOCTH HHPOPMAUHOHHOIT cpeasl ofwecrsa
OT BHYTPEHHHX M BHCIUHHX yrpoi, obecneumparouiee ee GpopMupo-
BAHHE, HCMOJB30BAHHE M PA3BHTHC B HHTEpecax rpaiaaH, OpraHs-
3auUMii, rocypapcrea

J 1

Iy YF{I’EEH {l

O3HAKOMIJIEHHE HUCKAXEHHWE PA3PYIIEHHUE

(nonydenue) (MoumdukaLus) (YHHYTOXEHHE)
[TporuBonpasHbic JACHCTBHMA, TNpPH- Cnywaiinpic  WAW  npcaHaMcpen- [MporuBonpasioc  aciicTeve, He
BOAALIHE K 3HAUMTEJLHOMY HIH HbIC [JEHCTBHA, TMPHBOAALIHC K NPHBOAALLEC K HIMEHEHHIO HIH
MOJHOMY pa3spyweHdo HHdpopma- YAaCIHYHOMY M3MEHEHHIO Ccolep- paspyweld  uHdopmaumH
IIHOHHBIX PECYpPCOB KaHHA

| |

2
LUEJIH I.___

Obecrieyenre  KOHPHACHUHANIBHOCTH,
LUENOCTHOCTH W JIOCTYITHOCTH




OOecneueHue MH(OPMALIMOHHOM
0€30IaCHOCTA B OOJIBIIMHCTBE CJIy4acB

CBA3dHO C KOMIUICKCHBIM PCIHICHHUCM TPCX

3a71a4.

1) O0ecneuenreM JTOCTYITHOCTH
MH(OPMAIHH.

2) ObecnieuecHrEM I1€JIOCTHOCTH
MH(OPMAIHH.

3) ObecrieuenreM KOH(PUICHIIHAILHOCTH

MH(OpPMAIHH.




— JTO TapaHTHUs IOJy4YCHHUS TpeOyemMoM HH@OpMaIUH
W MHOOPMAIIMOHHOM YCIYTH ITOJb30BATEIEM 3a ONPEACICHHOE BpEMH.

— TapaHTHUs TOrO, YTO HH(pOpMalU CeMYac CyIIeCTBYET
B €€ WCXOJIHOM BHJIE€, TO €CTh NPH €€ XpPaHCHWHU WK Mepenade He ObLIO

IIPOU3BEACHO HECAHKIIMOHUPOBAHHBIX U3MEHEHUU.

— TrapaHTus JOCTYIIHOCTH KOHKPETHOHU

MH(OPMAIIAM TOJBKO TOMY KPYTy JIMII, 1JIs KOO OHA IIpeAHA3HAYCHA.

NOCTYMNHOCTR +— LlenocTHOCTE
MHIOpM AL HK — MHIOpMaL HH

v | v |

KoHBHAEHLMANEHOCTE
MHBDOPMALL K




YITPO3bl MHPOPMALIUU

[IposBNSOTCA B HAPYLIEHHH

SN

KOHOHUIEHIH-
AJIBHOCTH

- PasriaimueHue
- YTeuka
- HCII

NS

JIOCTOBEPHOCTPI|>

- Panscuduxanus
- IMommenka
- MolueHHHYeCcTBO

o

W

HEJIOCTHOCTH }

- Hckaxeuue
- Ouubku
- Ilorepu

AOCTYIIHOCTH }~

- Hapywmenue cBsizu
- Bocnpemenue moiny-
YEHUS




KIIACCHOHKAIIMA ¥T'PO3

¥rpo3a — noreHnHanbsHO BOIMOKHOE MMM peanpHOe Hef-
CTBHE 3TOYMBIIUIEHHUKOB, CTIOCO6HOE HAHECTH MOpPANbLHBIA
HIH MaTepHanbHBIA yuuepb

Mo ofbexTam Tlo pemmumne |__ [Io BeposTHOCTH ITo npuymnam
] ymep6a BOSHHKHOBCHHA | | NORBIeHMS
Tlepconan [Ipenensupric BeceMa BeposTHBIE CTHXWiHbIe
MarepuamsHbic U pn- 3HavYATE NBHBIM BeposTHbIE Ipennamepennsie
HAHCOBBIE LEHHOCTH Hesnayurensusin ManoseposTHEIE
Huadopmauus

Tlo ymep6y [To oTHOWEHHIO ITo xapaxrepy
K 06BexTy BO3ICHCTBHA
MarepuanbHbIl BayTrpenune AKTHBHBIE
MopanbHsIl Buewnue IlaccuBHBIE




HATIPABJIEHHS
OBECIIEYEHHSI BE30ITACHOCTH

= HOPDMATHBHO-NIPABOBLIC KATCrOpHH, ONPCACHAANOULUIHE KOM-
MIeKCHLIE MepLl 3AUIHTLI HildopMalHi

[IPABOBAA | OPTAHHU3ALIHOHHAA HH>XXEHEPHO-
SAIIUTA ' JAIIHUTA TEXHHUYECKASA 3AIIUTA
- CnieuMasibHble MPaBoOBLIE aKThi, Npa- - PernameHTauMs TPOU3BOACTBEH- - Ucnoab3oBanue pasauyHBIX TEXHH-
BUJIA, TPOUEAYPLI H MEPONPHATHUSA, HOM NEATENLHOCTH M B3dHMOOTHOLLE- YeCKMX CPeICTB, MPEensTCTBYIOLIHX
obecueunBaowme 3awuly uHdpopma- HMIl MCIIQJIHHTE/IEA HA HOPMATHBHO- HaHecenuo ywepOa
LIMM HA MPABOBOH OCHOBE NpPaBOBOA OCHOBE, MCKIKOYAKILAN Ha-

HeceHue yurepba




YerporicTRa, HEXEHEDHLIE COODYXEHHS
H OPTaHH3AIMHOHHEIE MEDHI, 32TDYIHAK-
UAC WA HCKTICYaIONHe TIPOHHKHOBE-
HHE FNMOYMEINNeHHHEOE K HCTOTHHEAM
KOHOATEHIHANLHOR HHbDODMATHH

KJIACCH®HKALIUA
UT3 no ucmonesyeMeIM cCpeIcTBaM

GH3HYECKHE '
-

AIIITAPATHEHIE I

MexaHuqeckie, SIEKTPUYECKHEE, DIEKT-
POHHEIE H JD. YCTPOVCTBA, IpeMHA3HE-
SCHHBIC VIR 3aNIATH HWHQOPMALHH OT
VTeUKH H PAsrnanrenms H IpOTHBEONEH-
CTBAA TEXHWYECKMM CDENCTBAM Ipo-
MBIIVICHHOrO INMYOHAXKA

INPOTPAMMHEIE I |

CucreMa  CleUHaNLHEX  IIPOTPAMM,
BKIFOTaéMLIX B COocTap ODIIETC H CIe-
nraasHoro obecncucHAd, PCATHIYI-
IHX GYHKIHH 3aIHTE HHPOPMAIHH H
COXpaHeHHA LEIOCTHOCTH H KDHOMACH-
ODHANBHOCTH

KPHIITOTPAGHYECKHE |

TeXHEA9eCKHE H NPOrpaMMHbIC CPEICTBA
LIHOPOBAHUA

COBOKyTIHAA PeATH3ALNA ANAPATHRIX H
[IPOrPaMMHBIX CPCACTB B KpHOTOrpadH-
YaCKMX METOJOB 3alMTH HREGOpMAIMH

KOMBHHHPOBAHHEIE |7




PASTJIAINEHHE

YMeHbUIEHHBIE HAH HEOCTOPOXKHbLIE
ACACTBUA  JIOJOKHOCTHBIX  JIMIL H
Tpax/iaH, KOTOPbIM COOTBETCTBYIO-
ulHe cpeneHus ObLIM J0BepeHnl B
VCTAHOBJIEHHOM [OPs/Ke, IIpHBE-
WHe K 03HAKOMAEHHIO C HHMH JIMLI,
He JONYIIEHHBIX K HUM

NEUCTBHUA,
NPHBOASAILINE K HE3aKOHHOMY OBJIQJIEHHIO
KOoHbUAeHUHANBHON HHbopMaLHeH

YTEYKA

becKOHTPOJLHLIA BBIXOJA KOHGH-
NEHUHANLHOR  WHGPOPMALHMH 32
npejieipl OPraHd3alumy MJIH Kpyra
YL, KOTOpLIM OHA 0bl1a J0BEpeHa

HECAHKUIUOHUPORBAH-
HBIM HOCTYII

——

[TpoTHBONpaBHOE NpegHaAMepeHHOe
osJaseHHe KOHHAeHUHANLHOW HH-
opMauHen JULIOM, HE HMEIOLIUM
npaBa J0CTYNA K OXPaHAEMbIM CBe-
JEeHUAM

Boipaxkaercs B coODLIEHWH, nepenave,
MpenocTaBlieHHH, MNepecblTKe, Onyo6-
NHKOBAHMH, YTEpe M HAPYTHX HHBIX
crnocoBax M peanusyercia Nno KaHajntam
pacnpoCTpaHeHus W CPENCTBAM Mac-
cosont uHbopMalmK

Bo3MoskHa NoO pasanyHpM KaxaiaMm
YTEUKH HHCb(}DHaLlHH, B TOM YHCJE
BH3YaNbHO-ONTHYECKHM, aKyCTHYeC
KHM, 2JEKTPOMATHHTHBIM H Mare-
PHANIBHO-BELLIECTBCHHBIM

Peanusyercs pasjiHYHLIMH criocobGamHu,
B TOM YHC/IE TAKHMH, KdK COTpYIHHYE-
CTBO, BBIBEAbIBAHHE, IMOACIYIIMBAHHE,
HaOnoneHue, XHUIEHHE, XOMIPoBa-
HHEe, MNOJJIENKa, YHHYTOXEHHWe, TIepe-
xBat, ororpadHpoBaHHe M Ip




IlocTyjarbl 0€30IMACHOCTH
1. Ecau He yBepeH B 0€30IaCHOCTH, CUMTAI,
YTO OMACHOCTh CYIIECTBYET PEAJIBHO.

B G 10 ML BRI MY 011 Tre GAQRAUICe

SORMSHABHOCTH He OBIBaET MHOTO.

4. be3omacHOCThP JODKHA OBITh TOJIBKO

ket e obecneuenus
b H RopIa HeOVE I (DL YOCRRIMOCHD (VIOKeT- GHITB

KaRECTPINY
HaA obecneyeHue

RovAliEsdsas SUSHaMA1 ORRPBASHOSHN JIR
ORSIRSIHRASTL GTREANENGISposYPOBHS  O€S

HaJJICKaIIe MOATOTOBKUA PYKOBOAUTEICH,
COTPYIHUKOB U KIIMCHTOB.
/. B 0Oe3omacHoCTH  JODKEH  OBITH
3aMHTEPECOBAH KaXKIbIM.




3ama4y MUH(POPMAIHOHHOM 0€30II1aCHOCTH:

3alllMTa TEXHUYECKUX M IIPOTPaMMHBIX CPEIACTB HMH(MOPMATHU3ALHNUA OT
OIIMOOYHBIX NCUCTBHUM IEPCOHATA U TEXHOTC€HHBIX BO3ICHCTBUM, a TAKXKE
CTUXUUHBIX OE€JICTBUH,

3alllMTa TEXHUYECKUX M IIPOTPaMMHBIX CPEIACTB HMH(pOpMATHU3ALHUUA OT

[IPEIHAMEPEHHBIX BO3ICHCTBUM.




HATIPABJIEHHS
OBECIIEYEHHSI BE30ITACHOCTH

= HOPDMATHBHO-NIPABOBLIC KATCrOpHH, ONPCACHAANOULUIHE KOM-
MIeKCHLIE MepLl 3AUIHTLI HildopMalHi

[IPABOBAA | OPTAHHU3ALIHOHHAA HH>XXEHEPHO-
SAIIUTA ' JAIIHUTA TEXHHUYECKASA 3AIIUTA
- CnieuMasibHble MPaBoOBLIE aKThi, Npa- - PernameHTauMs TPOU3BOACTBEH- - Ucnoab3oBanue pasauyHBIX TEXHH-
BUJIA, TPOUEAYPLI H MEPONPHATHUSA, HOM NEATENLHOCTH M B3dHMOOTHOLLE- YeCKMX CPeICTB, MPEensTCTBYIOLIHX
obecueunBaowme 3awuly uHdpopma- HMIl MCIIQJIHHTE/IEA HA HOPMATHBHO- HaHecenuo ywepOa
LIMM HA MPABOBOH OCHOBE NpPaBOBOA OCHOBE, MCKIKOYAKILAN Ha-

HeceHue yurepba




BeigenuMm Tpu ypoBHS (hOPMHUPOBAHHS PEKMMA HH(POPMALIMOHHOM
0€30I1aCHOCTH.
_ 3aKOHOAATEIbHO-IPABOBOM (IIPaBOBasl 3aIIUTA);
_ aAMHAHHUCTPATUBHBIN (OpraHU3alMOHHBIN);

. OPOrpaMMHO-TEXHUYECKHUH (MHKCHEPHO-TEXHUYECKAs 3allUTa).




, MO ecmb Mepvl, HANPAGIEeHHble HA KOHMPOb
KOMNBbIOMEPHBIX CYUWHOCMEN - 000pY008aHUs, NPOSPAMM U/UAU OAHHBLIX, 00pa3yIom
NOCNEOHUU U CAMBLU BANCHBLU PYOEHC UHDOPMAUUOHHOU OE30NACHOCU.

HeHmpa]ZbelM 015 npocpammHoO-mexHU4YeCKoco VYpPO6HA A6JAemci NOHAmuUue

- uoenmugpuxayus u aymeHmupukayusi;
- ynpaenenue 00Cmynom,

- NPOMOKONUPOBAHUE U AYOUM;

- wughposarue;

- KOHMPOJIb YELOCMHOCMU,;

- 9KPAHUPOBAHUE,;

- AHANU3 3AUUUEHHOCMU,

- obecneuerue omKa30yCcmMouvUsoCmu,

- obecneuerue 6e30nacHO20 80CCMAHOBLEHUS,
- MYHHENUPOBAHUE;

- ynpaejnenue.




1.

2.

3aKOHOATEIbLHO-IIPABOBOM YPOBEHbB BKJIFOYAET KOMILICKC
3aKOHONATENIbHBIX W HWHBIX MPAaBOBBIX AKTOB, YCTAHABIMBAIOIIMX
IIPABOBOM CTaTyC CyObEKTOB MH(MOPMALIMOHHBIX OTHOIICHHH, CYOBEKTOB
M O0OBEKTOB 3aIUThI, METOABI, POPMBI U CITIOCOOBI 3AIUTHI, UX MPABOBOM
CTaryc.

AIMVAHUCTPATUBHBIK  YPOBEHb  BKJIIOYAET  KOMIUIEKC  B3aUMO-
KOODJAUHUPYEMBIX MEPONPUATAM U TEXHUYECKUX MEP, PCAIM3YIOLIUX
PAKTUYECKUE MEXAaHU3Mbl 3aldThl B IPOLIECCE CO3MAaHUS U
SKCILTYaTallil CUCTEM 3alIUThl HH(MOPMAaIIUH.

[IporpaMMHO-TEXHUYECKHM  YPOBEHb  BKJIIOYACT TPH MOAYPOBHS:
(U3nYeCKUM, TEXHUYECCKHUM (amnmapaTHblii) ¥ IpOrpaMMHBIH.



Jlosepsu, Ho nposepsu

Aymut  (KOHTpPOJIb) COCTOSIHHS  3allUThI
nHOpMalUM — CII€HHaJIbHAs MPOBEpPKa
COOTBETCTBHUS OpraHu3aluU )i
3(P(OEKTUBHOCTH  3alUTBl  MH(pOpMaIUHU
YCTaHOBJICHHBIM TpeOOBaHUSIM 1/ uian
HopMaM. (COOCTBEHHUK MH(POPMALIMOHHBIX

PECYPCOB HWIIHM YIOJHOMOYCHHBIC UM JIHMIIA
MMEIOT TIPaBO OCYIIECTBIAThL KOHTPOJb 3a
BBIIIOJTHEHWEM  TpPEOOBAaHUKM II0  3aIUTE
MH(pOpMalU 5| 3anpeniarb M0
IPHUOCTAHABIMBATL 00pPaOOTKY HH(OpMALU
B CIIydac HEBBIIIOJIHCHHUS JTHUX TpeOOBaHMIA.
(3axon P «06 ungopmayuu,
urgopmamuzayuu u 3auiume UHGOPMayuuy)




IocTyaarsl

1. be3onacHbBIX TEXHUYECKUX CPEJICTB HET.

2. Mcrounnkamyu oOpa3oBaHMUsI TEXHUUYECKUX
KAaHAJIOB YTEYKM HHOOPMAIIUNA  SBIISFOTCS
(bU3UYECKHUE MPEoOpa30BaATEIIH.

3. JIro00#l SIEKTPOHHBIA JJIIEMEHT MpH
ONPENCICHHBIX YCJIOBHSX MOXET CTaTh

MCTOYHUKOM OOpa30BaHWs KaHajla YyTEYKH
MH(OpPMAIIUH.

4. JTro0oM KaHaJI yT€YKH MH(POPMAIIHH MOKET
ObITh OOHapy>keH u Jokaimm3oBaH. «Ha
KaXKbIN S €CTh MPOTUBOSIIHE.

5. Kanan yreukm wuHpOpManuM JIEr4e
JIOKaJIW30BaTh, Y€M OOHAPYKHUTh.




1 Arrtectanus 0OBEKTOB HMH(pOpMaTH3aMU MO TpeOOBaHUSAM OE30IIaCHOCTH
MH(MOpMaIUU
a. arTrecTalys aBTOMaTHU3UPOBAHHBIX CHUCTEM, CPEACTB CBSI3H, OOpaOOTKH M
nepegayu uHGopMaluu;
b. arTecTaIys IIOMEIICHU, OpeJIHAa3HAYCHHbIX  JJIs BEJICHUS
KOH(pHUACHIIAIbHBIX IIEPErOBOPOB,;
C. arTecraluus TEXHUYECKHUX CPEACTB, YCTAHOBJIECHHBIX B BBIJICJICHHBIX

ITOMCIICHUAX.




2 KoHTpoJ1b 3alMIIIEHHOCTH HH()OPMaLMK OTPAaHUYEHHOTO JIOCTYIIa

d. BBIABICHHE TEXHUYECKMX KaHAJIOB YTEYKM HH(GOpMAlMHA W CIHOCOOOB
HECAHKIIMOHUPOBAHHOIO IOCTYIIA K HEW;

D. KOHTPOIb 3(PHEKTUBHOCTH IPUMEHSIEMBIX CPEACTB 3alIUThHI HH()OPMAITUH.

3 ChoenuanbHble MCCICHOBAHUS TEXHHUYECKUX CPEACTB HA HAJIMYME ITOOOYHBIX
3JIEKTPOMAarHUTHBIX U3My4eHUU 1 HaBoaokK (II9MIMH)

a. iepcoHalibHbiec DBM, cpeactsa cBsi3u U 00pabOTKH MH(OPMAIINH;
D. ToKaIbHBIC BEIUUCINTEILHBIC CHCTEMBI,

C. opopMiieHHsI pe3yJIbTAaTOB HCCIEAOBAHUN B COOTBETCTBUU C TPEOOBAHUSIMMU
['ocrexxomuccuu Poccun.



4 TIpoekTupoBaHue 0OOBEKTOB B 3AIMIICHHOM HMCIOIHCHUM
a. pa3pabO0TKa KOHLEMIUY HHPOPMALIMOHHON 0€30I1aCHOCTH;
D. mpoexTUpoBaHNE aBTOMATU3UPOBAHHBIX CHCTEM, CPEICTB CBSI3H, 00pPaOOTKH
U repeaadyd nHGOpMaluy B 3aIIUIICHHOM HUCIOJIHCHUH,
C. MOPOCKTHMPOBAHHE MOMEIICHUNM, MNOPEAHA3HAYCHHBIX  JJII  BEACHUS

KOH(pUICHIIHAJIbHBIX IIEPETOBOPOB.




v [OATOTOBUTEJIBHBIN 3TAI;
v/ 3Tal HEMOCPEACTBEHHOTO MMPOBENECHMS ayInTa;

v’ 3aKIIOYUTEIILHBIN dTAIl.




BbIBOABI:

1. Aynut wuH(pOpMaIMOHHOW O0€30MacHOCTA (QPUPMBI — 3TO MOIIHOE

CPEIICTBO OLICHKH COCTOSHHMS 3alIUThl HH(POPMALIUHU.

2. AyouT MOXET IIPOBOJUTHCSA Kak cOOCTBEeHHBIMM cuiamu Cb gupmebl, Tak

CHJIAaMM CTICIIAAIBHBIX JIMIICH3UPOBAHHBIX AYJIUTOPCKUX (DHUPM.

3. PerynsapHocCTh, NIEPUOJUYHOCTh U MACIITAOHOCTh AyIMTa OMNPEACIISIIOTCS

peaJbHOM 00OCTAaHOBKOM OOIIEH 0€30IaCHOCTH MPEANPHUSITHS.



CTPYRTYPASAKOHOJATEIBCTBAPOCCHHB OBJTACTH

SAIMMHATHI HHD®OPMAIIHH

KOHCTUTYLIUA

3AKOHBI P&
mo AMHGOpPMATHIAOAHE H 3AlMHTE HHdOpMaIHH

wDH HHbdopMAaT g,
HHOPMATHIEIHE H
JAMNMETE AHOOPMATTHIN»

w6 y9aCcTHH B MEHAIY-
HapoOTHOM  HHdbOpMa-
HMOHHOM DOMEHER

« cEAIEY

«(¥ aBTOpPCKOM [Ipane
H CMEMNILIN TIPAaBaxs

«) roCYynApCTEEHHOW
TAHHER

«{) npapoBOll oXpaHt
nporpamMs 3BM # To-
MOJOTHA MHEKDOCKEM»

w08 HHODOPM AL HOH-
Hom ofccrnedeHHH K0
HOMHYSCKOTO ¥ COLM-
ANLHOTO PASBHTHS?

«( cTpaxoBaEHH»

e KOMMEPYECKOR
TaiHE»

«0D6 opranax rocy-
napcTBeHHON Oezonac-
HOCTH»

w() maTreHTAX®

«06 apxupax»

Kopmere o agMHAHHCTPATHBHLIX NMPaBOHADYILNEHHSX,
rPAXIAHCKMA M YTOIOBHMA Konekckr Pd

HHPMHTHFHB-I'IIIHBGBL]E AKTHI H OpraHH3IaAUHOHHO-
PACTTOPRIHTENBHEIE NOKVMEHTEI

[lonox e, HHCTPYEIHH, HOpPMAaTHBHO-TCXHHYCCEHS
H MeTOOANYECEHe NOEYMEHTEL




IIPABOBAA 3AIIUTA HHPOPMAIIMH

- ®TO CNeNHarhHLIE TMPABORKIE AKTHI, NMTPABWIIA, TTPOTIEYPH W
MeponpuaTHE, O0eCHeMHMBAIOIIMe 3AIUTY HHPOPMAUMH Ha
npasoOBOH OCHOBC

MEXKIYHAPOIHOE
IIPABO

BHYTPUTOCYJAPCTBEHHOE
IIPABO

— JloroBopsl, KOHBEHOHH,
IeKJIapauy
ITaTeRTEI locynapcTBeHHBIC BeloMCTBeHHbBIE
— ABTOPCKHE IIpaBa
—  KoHCTHTYNHsA — Tlpmxaser
—  Jlanenaua
— 3axounl (KONEKCHL) - PyxoBomcTsa
—  YKa3sml — Ilomoxemna
— JlocTaBOBNCHHSA —  Hucrpyxnau




K MEpaM 3alUThl OTHOCITCS JEUCTBYIOIIME B CTPAHE 3aKOHBDI,
yKa3bl W JAPYyTM€ HOPMATUBHBIC aKThl, PErIaMEHTHUPYIOIIME IIpaBujia OOpalleHHUs C
MH(pOpMalMEn, 3aKPEILISAIOIINE MpaBa U 00I3aHHOCTH YYAaCTHUKOB MH(POPMAIIMOHHBIX
OTHOIIIEHUI B IIpoliecce ee 00pabOTKM M HUCIIOIb30BaHMUS, 4 TAKXKE yCTaHABIMBAIOIIIUE
OTBETCTBEHHOCTh 3a HApyLICHUS JOTUX IMpaBWJI, MPEHATCTBYS TEM CaMbIM
HEMPaBOMEPHOMY HCIOJIb30BAHUIO HMH(POpPMALIMKM U SIBISIONIMECS CIACPKUBAIOIIUM
(hakTOpPOM JIJ1 HOTEHIIMAJIbHBIX HAPYIIUTEICH.

Ha pEIICHUE CICAYIOIINX BOMPOCOB:
- OTHECEHHE MHGOPMAIIUM K KaTeTOPUsIM OTKPBITOIO M OTPaHUYEHHOIO JOCTYIIA;
- ONpEJeIICHUE TTIOJTHOMOYHMHI 110 JOCTYIly K HH(POpMAIUH,
- IpaBa JOJKHOCTHBIX JIMI] HA YCTAaHOBJICHUE U U3BMECHEHHUE OJTHOMOYH;
- CIIOCOOBI M MPOLEAYPHI JOCTYIIA,
- TIOPAJIOK KOHTPOJIA, IOKYMEHTUPOBAHUS U aHAJIM3A JEUCTBUM MEPCOHAIA,;
- OTBETCTBEHHOCTD 3a HApYyIICHNE YCTAHOBICHHBIX TPEOOBAaHUI U IIPaBUII;
- mpoOJieMa JoKa3aTeIbCTBA BUHbI HAPYIIIUTEIIS;
- COOTBETCTBYIOIINE KapaTelIbHbIC CAHKIHM.



B HACTOSIIIIEE BpEMA 3aIUTa CEKPETHOU MH(DOpPMaIAH
B aBTOMATHU3WPOBAHHBIX CHCTEMaxX OocyllecTBIsIeTca deaepanibHON CIyKOOM
[0 TEXHUYECKOMY H DKCIIOPTHOMY KOHTPOJIIO

BakHeiiye  3aKOHOJATEIbHBIE  HOPMATUBHO-IIPABOBBIE  JTOKYMEHTEI
pa3pabOTaHbI C YYETOM CICAYIOIIUX BHI0B TalH:

- 2ocyoapcmeeHHas matna — 3aKOH O TOCYIapCTBEHHOM TaiiHe, CT. 275, 276, 283, 284
YK PO;

- cayaiceonas u kommepdecxkas mauna — ct. 139 u 727 I'K PO, ct. 155 n 183 YK P®;

- bankoeckas mavna — CT. 25 3akoHa 0 OaHKax U 0aHKOBCKOH JeaTeabHOCTH B PCOCP,
ct. 857/ I'K, cT. 183 VK PD;

- tuunaa u cemennan mavna — cT. 150 I'K, ct. 137 YK PO;

- mauHa nepenucku u menegorHwvix nepecosopos — c1. 138 YK PD;

- mauna conocosarnus - ct. 142 YK PO.



OcHnoeononazarowumu OOKyMeHmMamu no UHPOPMAUUOHHOU

oezonacnocmu 6 P® sensaromces




1)3axon Poccwmiickot depeparum ot 21 mroms 1993 roma Ne5485-1
«O TOCyHapCTBEHHOM TaWHE» C HW3MEHEHUSIMH W JONOJHECHUSIMU,
BHECEHHBIMM  IIOCJIE  €r0  HOPUHATHUSA, PETYIUPYET  OTHOIICHUS,
BO3HHMKAIOIIME B CBSI3M C OTHECEHHMEM CBEIACHHUM K TIOCYIapCTBECHHOU
TalHE, MX PACCEKPECUYMBAHHEM M 3allUTOM B HMHTEpEcax OOECIICUCHMS

oe3omacHoctu Poccuiickoit deaepaiuu.




2) 3axon P® «O6 wmabDOpMamuy, MHPOPMALHOHHBIX TEXHOJIOTHSIX M O 3alldTe
nHpopmarm» ot 2/ urojs 2006 roga Nel49-d3 — sgBnseTcss OHUM U3 OCHOBHBIX
0a30BBIX 3aKOHOB B 00JACTH 3allUThl MH(OpPMAILMHA, KOTOPHIA PErIaAMEHTUPYET
OTHOLIICHUS, BO3HHUKAIOIME IIpH  (POPMHPOBAHUM W  HCIOJIb30BAaHUU
MH(OPMAIMOHHBIX pecypcoB Poccuiickori deaepanmi Ha OCHOBE cOopa,
HaKOIJICHUSI, XPaHEHUS, PAaCIpPOCTPAHECHHUS M NPEIOCTAaBICHUS IIOTPEOUTEIIM
OOKYMEHTUPOBAHHOW HMH(MOpMAalliM, a TaKXKe MPH CO3JAHMH M HCIIOJIb30BaHUU
MH(OPMAIIMOHHBIX TEXHOJOTHH, IPHU 3allUuTe HMH(POpMAlMKU M OpaB CyOBEKTOB,

YYaCTBYIOIIHUX B HH()OPMAIIMOHHBIX OPOILECCaX U HHPOPMaTU3 ALY,




3aKOH ONpPEIEHseT MATh KAaTerophil roCyIapCTBEHHBIX HH(MOPMAIIMOHHBIX
PECYPCOB:
_ OTKpBITasg OOIIEAOCTyImHAass HHGOpMAIUSA BO BCEX O00JACTAX 3HAHAM H
NESITEIIbHOCTH;
- MH@OpPMALHS C OTPAHUYCHHBIM JIOCTYIOM;
- MH@OpPMAaIHs, OTHECECHHAs K TOCYIapCTBEHHOM TAlHE;
- KOH(UJICHIMAIbHAS MH(MOpMAIHS (KOMMEPUYECKYIO TalHa,
npodeccuoHalibHas TalHa, CIIY)KCOHas TalHa WJIN MHAS TalHA);
_ IIEpCOHAJIbHBIC JaHHBICE O TIpaxjaaHax (OTHOCATCA K  KaTeropuu
KOH(UICHIIUAJIBbHON HHMOpMALMM, HO PENIAMEHTUPYIOTCS  OTICIbHBIM

3aKOHOM ).



HKOHTSHIIEHITMAITITBHAY HHI-OPMMAIITHA

—_ DOKYMMeHTHDPOMMHEEAR HHGODPMAILHES, SZOCTYFI E EOTODOE OIDa-
HEFY9HFEREACTCH B COOTEBECITCTEAHA © AAKOHOOATENRLCTEOD R Pﬂcﬂﬂﬁ-
cacom D ne o LA

- ——

JIEFI™ HLA R

CregeHHS © (axTAax, CHOLITHAX H O6GCTOoSTEIRCTEaX
FACTHOER S H3FI rpmmﬂﬂ., :I'I-Dﬁm'r_ﬂ.ﬂﬂ MOERTH-
hHMOEpPOBATE M0 JIMTHOCTE (AepCOHANRHLIES laHFBIe]),
aa O T O S e ﬁme:uﬂ:ﬁ. TN O I I e 2 B T R P ac T P
CTPaAaHeEHHNME: B CRENCTBEAY MAMACCOBDH HBEGDODRMaAmsra B
WOTRITOB TS ITEIONRS IO EE

CYyOEEHO-
CNITENCTBEHHAS

CReqeHMAN, COCTABIAFIIIHE TAAHY CICCIBHN M CyIo—
MTPOMIBONCTER

-

CNYy M EGH AR

CIrymaceGHElISe CESMeAHAE, DOCTYN K EOTOPEMG OrPanm mieH
CRTAHAMHK TOCYNMAPCTREHHOA ATAcTH {(CoryxclHad TawHa)

ITPOMEBCCHOHATE ]:-I—LA..I[I

l

Crene HS, CRBAIAFNHLIS C MpodbecCcHEORMAN EEON HEeTTE Tk
HOCTRKY, HOCTYII K KOTOPRIM OTIPamF<9eH I8K0F&RMA
(BEpavyefiHas, HOTADHATARHAN, ATBOKATCKAN TAAHA, TAARA
NepoclMHCER, ToeTedOoHHBIX DefcMBOPHOE, MOTTOBRX OT-
MeaRNTeFAAR, TeTerpacthHET o AHBRIT COOSIrie s @S o Op )

KOMMEPYIECEK AN

CreesaME, CBIISHHEIE C 2 EKEOMMEPUeCKOH NodTeITh-
HOCTREY, HOCTYII E EOTOPAM OIPAaHEYeHM IAaKOCEHAMMA
(RoMMepIecKasd TaiHa)

I

MrOHM3IBOMACTBEHHASA I

CeaedeHAR O CFIOHOCCTA HIOOMpeTEHHE NTONEZIAON MMO—
DenM M OPOMBIILAEHH O Olpasues mo ook UUH BT B H O
NIy TJIHEKATIAY PEDOpMaITAE O HFEOG




—’ CIIY M EBH A I

CrymeOHEle CBSNeAHA, OTOCTYN K KOTOPELIM Orpan waeH

OpPTaHaMK TOCYRAPpCTREHROA aiacTH (cmyweSHas TawHa)

ITPOMECCHOHATILHAA

CreneHHS, CRAIARHLIS C NMpodeCCEOHARRAON HETTEN b
HOCTRID, NOCTYIT K KOTOPRIM OTPARFYCeH 34aKOHAMHA
(BpaucHiHans, HOTADHATMWHAN, ATBOKATCKAN TAAHA, TAAHA
NepelHcEd, TelsdOoHHLIX NeperOBOMOE, TOTTORMX OT-
MRARNEFAA R, TeTerpaithHET @ AHRIT coafmeand & ap )

KOMMEPYECKAHA

CeeMesaMs, CRIMAHHEBIE ¢ EOMMEPYECKOH NedTelb
HOCTRED, AOCTYII K EKOTOPARIM OIPAHEYEH 3I8KOHAMHA
(RoMMepaecKas TadHa)

INPOM3BONCTBEHHAS

CeeneHHAs © CYIOHOCTA H3IOOpEeTEHHS NMOJAE3ROA MO-
Lend MM OPOMBIMLASHHODO OOpasua no odH LI HAD BHOR
myfaHEanEY AERGOoOpMAITHA O HHAX




ISO/IEC 27799 NndopMarimoHHbIEC TEXHOIOTHH JJII OXPaHbI 3J0POBBS

Hacrosmuii MeXIyHapOAHBIM CTaHAAPT COACPKUT PEKOMECHAALUM s
MEIUIIMHCKAX OpraHu3alliii MW JpYyrux CyOBEKTOB, 0O0padaThIBAOIIMX
[IEPCOHAJIbHBIC JAHHBIE O 3J0pOBbE, O TOM, KaK HAWIy4IIUM O0pa3zoM
3alIUTUTh KOH(PHUACHIMAIBHOCTh, IEJIOCTHOCTh M HJOCTYIMHOCTb TaKOU
napopmaruu. Craggapt ISO/IEC 27799 ocHoBBIBaeTcs Ha 0O0mMX
pekoMeHmanuax, coaep:xkamuxcs B crapgapre ISO/IEC 27002: 2013, u
pacIIupseT UX, IPUHUMASL BO BHUMaHHE OCOOBIC IMMOTPEOHOCTH YIIPpABICHUS
MH()OPMALIMOHHOM O0€30IIaCHOCTBI0 B CEKTOPE 3APAaBOOXPAHCHHUS U €ro
YHUKAJIBbHBIC OIIEPAIIMOHHBIE CPEIBI.

['OCT P UCO 27799-2015



https://docs.cntd.ru/document/1200134046

K mopanvrno-smuueckum Mepam NOPOTHUBOACUCTBHS  yIrpo3aM O€30MacCHOCTH
OTHOCSTCS BCEBO3MOKHBIE HOPMBI MOBEJICHUSA, KOTOPBIE TPATUIIMOHHO CIOKUINCH
WJIHA CKJIAJBIBAIOTCS B OOIIECTBE IO MEPE PaCHPOCTPAHEHUSI KOMIILIOTEPOB B CTPAHE.
OTH HOPMBI OOJIBIIIEN YaCThIO HE SBIISIIOTCS 00si3aTENIbHBIMH, KaK 3aKOHOJATEIBHO
YTBEPKJICHHBIC, HO KX HECOOJIOACHHE OOBIYHO BEACT K IAJACHUIO MPECTHKa
4eJI0BEKa, TPYINbl JIMI[ WX OpraHu3aiuv. MopadbHO-3TUYECKHE HOPMbI OBIBAIOT
KaK HeMHCaHbIMU (HampHuMep, 00IeIpPU3HAHHBIE HOPMBI YECTHOCTH, ITATPUOTU3MA U
T.J.), TaK ¥ 0()OPMIICHHBIMH B HEKUI CBOJ (KOACKC) IMPABUII WIIH MPEAITHNCAHUH.

Hanpumep, "Koaekc mnpodecCHOHaNbHOIO IIOBEACHHUS UICHOB AcCOoLMaluu
nosib3oBarenicd OBM CIIHA" paccmarpuBaeT Kak HEITHYHBIC JCKUCTBHUSA, KOTOPHIC
YMBIIIJICHHO WJIH HEYMBIILICHHO:

* HAPYIIAOT HOPMAJbHYIO Pa00Ty KOMITBIOTEPHBIX CUCTEM;

* BBI3BIBAIOT HEOMNpPAaBAAHHBIE 3aTparbl PECYpCOB (MAIIMHHOTO BPEMEHH, MaMSITH,
KaHaJIOB CBSI3H U T.IL.);

* HAPYIIAIOT LIEJOCTHOCTh HHPOpMAIINK (XpaHUMOK U 00padaTbIBAEMOM );

* HAPYIIAKOT UHTEPECHI IPYTUX 3aAKOHHBIX IMOJIb30BATEIICH U T.II.



OCHOBHBIMU JOKYMCHTAMH B 3TOM HAIIPaBJICHUU SABJISIOTCA.

» VYronoBub Kojekc Poccuiickoir denepamun (ot 13.06.1996 Ne 63-D3
(pen. ot 04.08.2023));

» Komekc Poccuiickon denepanuun 00 aJIMUHUCTPATUBHBIX
npapoHapymeHuaX (ot 30.12.2001 Ne 195-d3 (pem. or 04.08.2023)
(c u3M. m go1., Bctyi. B cuny ¢ 01.10.2023).).




— JTO perjiaMeHTalys MPOU3BOACTBEHHOU
NEATEIbHOCTH M B3aMMOOTHOIIICHWH HCIIOJIHUTEIECH Ha HOPMAaTHBHO-
IIPABOBOU OCHOBE, MCKIIOYAIOLIEU WM CYIIECTBEHHO 3aTPYIHSIOIICH
HEIIPABOMEPHOE OBJIAJCHUE KOH(MUICHIUAIbHOM HH(pOpMaLUECH U
IIPOSIBIICHUE BHYTPEHHUX M BHEIIHUX YIPO3.

OpraHu3aioHHasl 3aluTa 00eCIICUNBAET:

v’ OpraHm3aifio OXpaHbl, peXXUMa, paboTy ¢ KaapaMu, ¢ JOKYMEHTAMH;

v HUCIIONIB30BAHHE  TEXHUYECKUX  CPEJCTB 0Ee30I1aCHOCTHU n
MH(POPMAITMOHHO-aHAIMTUYECKYI0 ACATSIBHOCThL II0 BBISBICHHIO

BHYTPCHHHUX 141 BHCIIHHUX YIpo3 HpCI[HpI/IHI/IMaTeJ'IBCK()ﬁ
HACATCIIbBHOCTH.



OPTAHH3IAITMOHHO-[TPABOBHIE ~ ®OPMEI
SALMTEl KOMMEPYECKOH TAMHBI

- IlepeueHs ceregeHmi ¢ KT

- PaspermmentHas cHCTEME

- JlonycxkHAR cHCTEMa

- CpoeuxasbHoe JIEI0MPOH3BOJCTED

- KonnexTrEHER lOroBop

- TpynoBble HOIOBOPH

=JloroBOpK © COBMECTHOM JIeSTeNb-
HOCTH

- JomxnocTHEE 00A38HoCTH

- [lonoueks 0 Hepasrialienny XoHdu-
JleHIanEEON WHGOPM Ay

- OBazarensCcTBa NPH COXMeCTHOM s

TEABHOCTH




AJIMUHHUCTPATUBHBIA YPOBEHb SIBISECTCS
IPOMEKYTOUYHBIM MEXAY 3aKOHOJATEIbHO-
IPaBOBbIM W  MPOTrPAMMHO-TEXHHUYECKUM
YPOBHAMU (hopMHUpOBaHUSA pexxuMa
WH(OPMAIIMOHHON 0€30MaCHOCTH.

3aKkOHBI M  CTaHIApPThl B  00JIACTH
MHPOPMAIIMOHHOW O€30MacHOCTH SBJISIOTCS
JUIIb OTIPAaBHBIM HOPMATHUBHBIM 0a3uCOM
nHpoOpMaMOHHON Oe3onacHoCcTU. OCHOBOM
IPAKTUUYECKOIO IOCTPOCHUS KOMILIEKCHOM
CHUCTEMBI 0€30MacCHOCTH SIBIISICTCS
aAMUHUCTPATUBHBIN YPOBEHb,
ONpPEACISIONINM  IJIaBHBIE  HaIpPaBJICHUS
paboT Mo 3aIUTe THPOPMAITUOHHBIX CUCTEM.




AOMuHucmpamuenvle Mmepovl 3awumsl - ITO MEPHl OPraHU3ALMOHHOIO
xapakrepa. OHU pEerIaMEHTHPYIOT:

- IPOLECCHI (PYHKIIMOHUPOBAHUS CUCTEMBI OOPA0OTKH JAHHBIX,
- ICIIOJIb30BAHUE €€ PECYPCOB,

- IESATEIBHOCTh MEPCOHAIA,

- HOPSIIOK B3aMMOACUCTBHS II0JIb30BATEIICH C CUCTEMOM TaKUM 00pa3oM, YTO-

Obl B HaWOOJBIICH CTCINCHM 3aTPYJHUTh MIM HCKIIOUYUTH BO3MOXKHOCTD
peann3aluy yrpo3 0€30IIaCHOCTH.




AJIMUHHUCTPATUBHBIC MEPHI BKIIOUYAOT:

» MEpOIPUATHS, OCYIICCTBIISIEMBbIE TPH  NPOSKTUPOBAHHH, CTPOUTEIBCTBE U
O0OOpY/IOBAaHUH BBIYMCIMTEIBHBIX IIEHTPOB U APYTHMX OOBEKTOB CHUCTEM OOpaOOTKH
JTaHHBIX;

» MEpOIPHUITHS MO pa3pabOTKe MpaBUJl JAOCTyIa MOJbH30BATEIEH K pecypcaM CHCTEMBbI
(pa3paboTKa MOJIUTUKHA OS30IMAaCHOCTH);

A\

MEPOIIPUATHS, OCYIIECTBISIEMBIC P MOA00PE U IIOJATOTOBKE IIEPCOHAIA CHCTEMBI;

Y

OpraHu3anuio OXpaHbl U HAACKHOI'O ITPOITYCKHOI'O PCXKHUMaA,

Y

OpPraHU3aldI0 y4YeTa, XPAHCHHS, MCIIOJb30BAHUS M YHHUYTOXKCHHS JOKYMEHTOB M

HOCHUTEJIEH ¢ HH(OpMaIEH;

» pacnpeielieHie PEKBU3UTOB pa3rpaHUUCHUS JOCTyna (mapoiei, KIrodeh mudpoBaHus
U T.I1.);

» OpraHU3aIHIO IBHOTO M CKPBITOTO KOHTPOJIS 32 pa00TOM MOJIH30BaTEIICH;

» MEPONPHUATHSA, OCYIICCTBISCMBIC IPH IPOCKTHPOBAHHH, pa3padOTKEe, PEMOHTE H

MoaU(HUKAIUAX 000PYIOBaHUS U MIPOTPAMMHOI0 00ECIIEUCHHUS U T.1I.




I]envio agMUHUCTPATUBHOTO YPOBHS SIBIISICTCS pa3padOTKa IMporpaMmmel padoT B
obsacti HMH(MOPMAIMOHHONW OE30MaCHOCTHM M OOCCIICYCHHE €€ BBINOJIHCHMUS B
KOHKPETHBIX YCIOBHUAX (PYHKIIMOHUPOBAHUS UH(POPMALIMOHHON CHCTEMEL.

3adaueti afIMUHUCTPATUBHOIO YPOBHS SBISIETCS pa3padOTKa W peanrd3aius
NPAKTUUYECKUX MEPONPHUIATHM IO CO3JAHHID CHUCTEMBl HH(MOPMALMOHHOU
0€30MaCHOCTH YYHUTBHIBAIOIIEH OCOOCHHOCTH 3alllUINAaeMbIX HHOOPMAIIMOHHBIX

CUCTCM.

Conep:kaHueM  aJIMUHUCTPATUBHOIO  YPOBHSA  SABIAIOTCA  CJICAYIOLIUE
MEPOIPUATHUA:

» pa3paboTKa NOJIMTUKHA 0€30MaCHOCTH;
» TMPOBEACHHE aHAIN3a YIPO3 U pacueTa PUCKOB,;

» BBIOOP MEXaHM3MOB U CpeJICTB obecrieueHrns: UHGOPMAIIMOHHON 0€30MaCHOCTH.



OBECIIEHEHHE
BE3OIIACHOCTH

BesonacrocTe - cOCTOSHME 3AMMINEHHOCTH XH3HEHHO
BAXHBIX HHTEPECOB NHIHOCTA, TIPEANPHATHA H rocymap-
¢TBEA OT BHYTDSHHHX M BHCLIHHX YTPO3

IOCTHTraeTcCsH

g4 U

BrusBierueM ObHapyxeHAeM Jloxannsanuen JInkBumanpen
YIpo3 yrpo3 MPECTYITHRIX NOCHeNCTRHHA

[penympexne-
HHEM YTIpo3

1eACTBHH
IIpepeTHBILIE Me- CHCTEMATHYECKHH CpoespeMelinoe ol- Mepal N0 IHEBHIA- Verpamenge mpmun-
puI TIo obecmedeH o KOHTPONb  BO3IMOX- PEJIENTEHHE PEANBHRIX MUY Yrpo3 W KOR- HeHHOTO yiyep6a
6e30macHOCTH HOCTH  MOSBJAeHHS yTPO3 ¥ KOHEPETHLIX KPeTHLIX NpecTyiLie-
PEATEHEIX HIH IO- IPEeCTYIHEIX  JeHCT- HHH

TEHIHANBHEIX YTPO3 BHA




— 9TO KOMIUIEKC MNPEAYyNPEAUTEIbHBIX MEp IO
oOecrieueHn0  MH(OPMAMOHHOW  0€30macHOCTH  opraHuzanuu. llomuTtuka
0€30IIaCHOCTH BKIIIOYACT MpaBUiia, IPOLEAYpbl M PYKOBOASIIME MNPUHIMIIBI B
o0jlacTh O€30IaCHOCTH, KOTOPHIMM PYKOBOJCTBYETCS OpraHM3allMs B CBOEM
nesaTeabHOCTH. KpoMe 3Toro, mojuTrka 0€30IacHOCTH BKIIOYAET B c€0s1 TpeOOBAHMS
B ajapec CyObeKTOB HH(MOPMAIIMOHHBIX OTHOIICHMM, IPH 3TOM B IIOJUTHKE
O0€30IIaCHOCTH  H3jIaraeTcs IMOJUTHKAa pojielli CcyObEeKTOB HH(POPMAIIMOHHBIX

OTHOIIICHUM.



HuadopmMmMaonmoHHANA 0e300ACHOCTE — HEBOZIMOEHOCTE HAHSCSHHA Bpeda CBOHCTEAM
0OBeKTA DE30MacCHOCTH. O0VCIABTHEACMEBIM HHEHpOpMaLTHeH H HEDOpMaAITHOHHEONR

HHEHODpaACTPVETYVPOH (ZallHIIIeHHOCTE OT YIPO3)

[TommTHKa ODez0acHOCTH

OosexT YN Tpo3sl O0OBEKTYV ObecneaeHae
HH} OPMaALTHOHHEOH HHGOpMAITHOHEOH HHDOPMALTHOHHOH
Oez0MacHOCTH DezomacHOCTH Dez0macHOCTH
MeToas: HeareTsHOCTE ITO CpeacTBa CvopeKThI
obecoeTIeHHT ODeCIeTICHHED OCYINeCTEIICHHSA obDeCcIHeTIcHHA
HHPOPMALTHOHHO HHDOPMALTHOHHEO OeSTeIBHOCTH HHGOpMaALTHOHH
De30macHOCTH H De30macHOCTH IIo O
(o obecIeTcHHED De3z0omacHOCTH
He oIy IOeHHED HH P OPMAITHOHEH
Bpeda OOBEKTV o
HHDOPMALTHOHHEO Dez0macHOCTH
H De30ImacHOCTH )




~ompeaelieHue 00bemMa U TpeOyeMOoro ypoBHS 3aIUThl JaHHBIX;

_ OHIpelCiICHUE PO CYObEKTOB HH(POPMALIMOHHBIX OTHOLICHUH.




[TommTrka WH(POPMALMOHHOW O€30MAaCHOCTH SBIISIETCS METOAO0JOTHYECKON
OCHOBOM MPaKTUYECKUX MEp MO 00eCHEeYCHUIO NH(OPMAIIMOHHON 0€30IMaCHOCTH
M BKJIFOYAET CJIEAYIOIIMNE IPYIIIbI CBEACHUN:
~ OCHOBHBIE IIOJIOKE€HUS MH(OPMAIIMOHHOKM 0€3011aCHOCTH OpraHU3alllH;

_ o0yacTh NPUMEHEHUS ITOJIUTUKU 0€30HaCHOCTH,
_ [eJIM 4 3a7a4u o0ecneueHUs HHPOPMALIMOHHOM 0€30IIaCHOCTH OpraHU3alIMHY;
~ pacHpencieHue PoJed W OTBETCTBEHHOCTH CYOBEKTOB HH(POPMAITMOHHBIX

OTHOIIICHUM OpTaHU3aLlMHU U UX O0IIHEe 00SI3aHHOCTHU.



B cocraB aBTOMarnm3MpoOBaHHONW HWH(OPMALMOHHOM CHUCTEMBI BXOLAT CICAYIOIINC

KOMITOHCHTBHI

. anmapaTrHble CpeACTBA — KOMIBIOTEPHI M HMX COCTaBHbIE YacTH (IIPOLIECCOPHI,
MOHUTOPBI, TEPMHUHAIbI, HNEePpUDEPUNHBIC YCTPONCTBA — JUCKOBOJbI, IIPUHTEPHI,
KOHTPOJLIEPHI), KaOSIIH, TUHUHU CBSI3U U MOP.,

- mporpaMMHoe o0ecmeyeHHMe — TIPUOOPETCHHBIE MOPOrpaMMbl, HCXOJHEIE,
OOBEKTHBIC, 3arpy304HbIC MOAYJIM; OIEPAllMOHHBIE CHCTEMbl H CHCTEMHBIC
IporpaMMbl (KOMITHUJIATOPEI, KOMIIOHOBIIUKA W 1p.), YTHINATHI, JAATHOCTHYCCKHUE
IIPOrPaMMBbI U TIp.;

~ JJaHHbI€ — XPAaHUMbICE BPEMEHHO U IOCTOAHHO, HA MATrHUTHBIX HOCHUTEISX,
[€YaTHbIC, APXUBBI, CACTEMHBIE KYPHAJbI U P.;

- MepPCOHAaJ — 00CIYKHUBAKOIINE COTPYIHUKH 1 MOJIb30BaTEIIN.




OOecrnieueHns: WHOOPMAIIMOHHONW OE€30IMACHOCTH PA3rpaHUYCHUE MpaB M
00sI3aHHOCTEN 1EJIECO00PA3HO MIPOBECTH MO CICAYIONIAM IpyIiHaM (POoJIsiM):
_ CHEIHAIHXCT 110 HH(MOPMALIMOHHOM OE30IIaCHOCTH;
~ Baajeaen nH(popMaluu;
_ MOCTAaBIIMKH alapaTHOIO W IPOrpaMMHOTO 00SCIICUCHNS,
- MEHEIXEp OTAeNa;
~ OIlepaTopHI;

~ ayJIUTODPHI.




[TonmuTrku 0€301aCHOCTH JOJIKHBI.

_lyKa3bIBaTh LU U IPUYMHBI, 110 KOTOPHIM HY>KHA MOJIMTHKA,
_|OIIUCHIBaTh, YTO UMEHHO OXBaThIBACTCS ATUMHU IIOJUTHKAMU,
ONPEJICIUTh POJIM, 00I3aHHOCTH U KOHTAKTHI,

_lonpenennuTb, Kak OyayT oOpaOarhIBaThCs HApyIIEHHUS O€30IaCHOCTH,

[TonmuTnku 0€30MaCHOCTHA TOJIKHBI OBITh.

_pealbHBIMHM U OCYIIECTBUMBIMU;

_KpaTKUMHU U JOCTYHHBIMHU IjIs1 IOHUMaHUS,
_IcOaaHCUPOBAHHBIMH 10 3aAIUTE U MPOU3BOJAUTEIILHOCTH.

IIepBpIMM  [maramMu IO  pPa3pabOTKE MOJIWTHKA  0€30MaCHOCTHU
CIEAYOIIHE!

_/co31aHMEe KOMAaH/Ibl 110 pa3pa0OTKE MOJTUTHKHY;

_ImpuHATHE pelieHus 00 00JacTh ASUCTBUS U LEISAX HOJIUTHKHY;
_IpUHATHE PEIICHUS 00 OCOOCHHOCTAX pa3padaThIBAEMOM IOJUTHKH,

ABIIAIOTCA

_lompenelicHUe JMIIa WM OpraHa s pa0dOThl B KadeCTBE OQPUIIMATIBHOTO

HUHTCDIIpECTATOPA ITOJINTUKU.



Cxema pazpabomku noaumuku 0e30nacHocmu

> Eazoean nonuTvka De3aonacHocTK
PykosogcTeo no
AHanwa »  apxuTexType
TpeboBaHKUK DeaonacHoOCTH lNpoueaypol

EnaHec_a - DeaonacHoOCTH

Mpoueaypa

» pearMpoBaHWA CneunanuanpoBaHHbIe
Ha cobbITHA NONUTHEW
Be3onacHocTH
OueHka ¥
PUCKOB [MonuTuka
= A0NYCTHUMOTro
WCNONb30BaHWA

T PerynapHas nepeoueHka




Knaccot yepo3 ungpopmauuonnou oezonacnocmu

KAHAJIBL

PACITPOCTPAHEHHA
HHOOPMALIHH

— 3T0 cpemersa obMena menopoi u nayquodl wndopmaumeit
MEKITY CYOLEKTaMH [SN0BRIX H JIHYHEIX OTHOLIEHHH

HE®OPMAIJIBHBIE

— Jluuvoe obuieHne (BCTpeuH, NeperoBo-
pPbl, TEPENHCKA H T.1.)

— BeicTaBkd, CeMHHEpH, KOH(QEpPEHLHH H
APYrHe MACCOBRIE MEpPONPHATHA

— Cpenctea wmaccoBod MudopMalliu (me-
YaTh, TA3eThl, HHTEPBEK), PaliHO, TENeBH-
JASHHE H [OpYTHE)

POPMAJIBHBIE

— JlenoBeie BCTPEYH, COBELIAHHS, NEPEro-
BODH M T.0

— (bmeH OQMUMANILHBIMH, [ENOBBIMH H
HAYYHLIMH NOKYMCHTAMH

— Cpencrea nepeaayu oQHUHANBHOR HH-
topMaumun (nouwra, Tenerpad, Tenedos
W ap.)




— JTO TOTECHIHAIIbHASA
BO3MOXHOCTh HApPYIICHUS pPeXHMa HHQPOPMALMOHHOM O€30MaCHOCTH.
IlpeqnamepenHas peaiu3anyss  yrpo3bl  HA3bIBACTCS  arakoM  Ha
MH(POPMAIIMOHHYIO CcUCTEMY. JInia, TIpeaHaMepeHHO pEaUn3yIOIIue

YI'PO3bI, ABISFOTCS 3JI0YMBIIIIICHHUKAMUA.




I1o mpuzHakam:

[0 COCTABJISIIOIIMM  HMH(MOPMAIMOHHOM  0€30IacCHOCTH  (JOCTYITHOCTb,
IIEJIOCTHOCTh, KOH()UJICHIIMAIbHOCTb), MPOTUB KOTOPHIX, B MEPBYKO OYEPEb,
HampaBJICHbI YTPO3BbI;

10 KOMIIOHEHTAM WH()OPMAIIMOHHBIX CHUCTEM, Ha KOTOPHIC YIPO3bl HAICICHBI
(maHHBIC, TPOrPaMMBI, allaparypa, IIepCcoHal);

[0 XapakTepy BO3JCHCTBHUS (CIy4YauMHbIC WM IPEIHAMEPEHHBIC, JICHCTBUS
IPUPOJTHOIO MJIM TEXHOTCHHOI'O XapaKTepa);

[0 PAacCMOJIOKECHHUIO HWCTOYHHUKA yrpo3 (BHYTPWM WM BHE pacCMaTpUBacMOM

MH(OPMAIIMOHHON CUCTEMBI).



KnacchiguEayKa yrpos MHQopHagMoHHOM Dez0onacHocT M

¥

¥

¥

Mo EQFMOOHEeHTaM
MHQOpMaUuHOoHHBIE
CHCTEM

Mo =apakTepy
EOZAEMCTEMA

Mo pacnonoXxeHkH
HMCTOYHHKE Yooz

¥

¥Yrpozkl

AOCTYMHOCTH
HMHGOpMaL M

¥

UEenoCcTHOCTH
HMHGOpMaLU K-

¥rpo3kl

¥

¥Yrpozkl

EoHDHMAEHUManeHOCT H

HMHpOPMaLU Kk




Kananet HCJI xnmaccu@uuupyroTcsi MO KOMIIOHEHTaM aBTOMATH3WPOBAHHBIX

MH(D)OPMAIIMOHHBIX CHCTEM:

Yepes uenoBeka:

~ XMIINCHUE HOCUTENIEH HH(POPMALIUH;
~ YTeHHE MH(OpMAIUM C YKpPaHa UIN KJIaBHUATYPHI;

~ 4TeHHE MH(OPMAIIUM 13 PACIICYATKH.




Kananet HCJI xnmaccu@uuupyroTcsi MO KOMIIOHEHTaM aBTOMATH3WPOBAHHBIX

MH(D)OPMAIIMOHHBIX CHCTEM:

Yepes nmporpammy:
~ IIEpeXBar MmapoeH,;

~ pacmu@poBKa 3amu(poBaHHON HH()OPMAIIHH;

~ KONMPOBAHWE MH(POPMAILIMU C HOCUTEIS.




Kananet HCJI xnmaccu@uuupyroTcsi MO KOMIIOHEHTaM aBTOMATH3WPOBAHHBIX

MH(D)OPMAIIMOHHBIX CHCTEM:

Yepes annaparypy-

. MOJKJIOYEHHWE  CIENHAIbHO  Pa3pa0OTAHHBIX  AMNIIAPATHBIX  CPEJNCTB,
00€CIeUnBAKOIINX JOCTYN K HHPOPMALINHY;
~ IepexBaTrT MOOOYHBIX 3JIEKTPOMATHUTHBIX M3JIYYEHHH OT almaparypbl, JIMHUN

CBSI3U, CETEH ICKTPONUTAHUS U TIP.




OpraHu3allMOHHEIC MEPBI SIBJISIFOTCS
peliaroiM  3B€HOM  (OPMHUPOBAHUS U
peaau3aiuu KOMILJIEKCHOU 3aIUThI
nHpoOpMallUM W CO3JaHUS  CHCTEMBI
0€30IMaCHOCTH MPEAIPHUITHS.

Hnorrcenepno-mexnuueckas 3auuma
(UT3) 10  OINpPEOeneHurd —  OTO
COBOKYITHOCTh  CIICIHAJbHBIX  OPraHOB,
TEXHUYECKHUX CPEICTB U MEPOIPUATHH I10
MX HCIIOJb30BAaHUIO B HMHTEPECAX 3alllUThI
KOH(pUACHIIMAIbHON HH(POPMAIHUH.



Du3uueckue mepvl 3auwiumsl OCHOBAaHbI HA IPUMEHEHUH PA3HOIO pPoja
MEXaHUYECKHUX, JJICKTPO- HIM DJICKTPOHHO-MEXaHUYECKMX YCTPOHCTB H
COOPYKE€HHM, CIEIHAJbHO IPEAHA3HAYCHHBIX IJI8 CO3JMaHUS (DU3UUECKHUX
OPEeHSITCTBUM HA BO3MOXHBIX MYyTIX IPOHUKHOBEHHUS M JOCTYIIA
MOTCHIMAIBHBIX HAPYIIUTEJIEH K KOMIIOHEHTaM CHCTEMBbl M 3alIHIaeMOM
MH(OpPMAIIIM, a TAK)K€ TEXHHYECKHMX CPEACTB BH3YyaJIbHOTO HAOIIOACHUS,
CBSA3M M OXPAHHOMW CUTHAJIM3AIIMH.



Texnuueckue (annapamuo-npozpammusvie) mepvl 3auwyumsl OCHOBAHBI HAa
MCIIOJIb30BAHUH PA3IMYHBIX DJICKTPOHHBIX YCTPOWCTB H  CIICHMAIBLHBIX
IporpaMM, KOTOPbI€ CAMOCTOSTEILHO MJIA B KOMIUIEKCE C JPYTrHMH
CPEICTBAMH, PEATU3YIOT CICAYIOIIHE CIIOCOOBI 3aAIUTHI:

UJICHTU(HUKAIUIO (pacno3HaBaHUE) M ayTCHTU(PHUKALUIO (IPOBEPKY

MOJJIMHHOCTH) CYOBEKTOB (IMOJIB30BATEICH, MPOLIECCOB),

pa3rpaHu4YCHUE JOCTYIIa K pecypcam,

PETUCTPALIMIO U aHAJIM3 COOBITHUH,
KPUIITOrpa)HIECKOE 3aKPhITHE NH(OPMAIIIH,

PE3CPBUPOBAHUE PECYPCOB W KOMIIOHEHTOB CHCTEM 0O0paOOTKH
MH(OpMAIA U AP.

IIpoepammmusie mepobl 3alIUTHl OCHOBAHBI HA MCIOJIb30BaHUU AHTHUBUPYCHBIX
CPEJICTB.



YerporicTRa, HEXEHEDHLIE COODYXEHHS
H OPTaHH3AIMHOHHEIE MEDHI, 32TDYIHAK-
UAC WA HCKTICYaIONHe TIPOHHKHOBE-
HHE FNMOYMEINNeHHHEOE K HCTOTHHEAM
KOHOATEHIHANLHOR HHbDODMATHH

KJIACCH®HKALIUA
UT3 no ucmonesyeMeIM cCpeIcTBaM

GH3HYECKHE '
-

AIIITAPATHEHIE I

MexaHuqeckie, SIEKTPUYECKHEE, DIEKT-
POHHEIE H JD. YCTPOVCTBA, IpeMHA3HE-
SCHHBIC VIR 3aNIATH HWHQOPMALHH OT
VTeUKH H PAsrnanrenms H IpOTHBEONEH-
CTBAA TEXHWYECKMM CDENCTBAM Ipo-
MBIIVICHHOrO INMYOHAXKA

INPOTPAMMHEIE I |

CucreMa  CleUHaNLHEX  IIPOTPAMM,
BKIFOTaéMLIX B COocTap ODIIETC H CIe-
nraasHoro obecncucHAd, PCATHIYI-
IHX GYHKIHH 3aIHTE HHPOPMAIHH H
COXpaHeHHA LEIOCTHOCTH H KDHOMACH-
ODHANBHOCTH

KPHIITOTPAGHYECKHE |

TeXHEA9eCKHE H NPOrpaMMHbIC CPEICTBA
LIHOPOBAHUA

COBOKyTIHAA PeATH3ALNA ANAPATHRIX H
[IPOrPaMMHBIX CPCACTB B KpHOTOrpadH-
YaCKMX METOJOB 3alMTH HREGOpMAIMH

KOMBHHHPOBAHHEIE |7




HHXEHEPHO-TEXHHYECKAA
3AIIMTA

— cOBOKYHDHOCTS ClNENHANBHBIX MEp, NEPCOHANA, TeXHH-
YeCKHMX CPeCTB, HANpaBI¢HEBIX Ka [Ipef0TBpAIICHHE
parnafleH s, YTeYKH, HeCAHKIMOHHPOBAHHOrO NOCTYIA
B ApyrAX (OpM He3aKOHHONO BMEINATENECTBA B MHOD-
MalpoHHbIE PECYPCHI

Knaccuduanuyuupyercs

NS NS S . NS NS

[lo obbexram Ilo xapakrepy ITo cnocoBam [lo macurraby ITo maccy TeXH®- Ilo  KIaccy
BO31EHCTBHA MepPOTPHATHIH peanHlaluy oxmara YECKHX CPEICTE Cp&ICTE 3710~
S4LUIFTEI }rmmlm'.EEHRa




B3anMOCBS3b MEPEUUCICHHBIX MEp OOECIeUYeHHsT 0€30IMaCHOCTH MOYKHO
MOSCHUTD CICAYIOIIUM 00pa3oM:

1. OpraHu3anlMOHHBIE MEPHI OOECIIEUMBAIOT MCIOJIHEHHE CYIIECTBYIOIIUX
HOPMAaTHBHBIX AaKTOB M CTPOATCS C YYE€TOM CYIIECTBYIOIIUX ITPABUII
[IOBEJICHUS, IPUHATHIX B CTpaHE W/WIM OpraHU3aI1H.

2. BomionieHne opraHu3aioOHHbBIX MEp TPeOyeT CO3daHus HOPMATHUBHBIX
TOKYMEHTOB.

3. 11 3(peKTUBHOIO MPUMEHEHHUS OpraHru3allMOHHBIC MEPhI JOJKHBI ObIThH
noAaepKaHbl PU3NYCCKUMU U TEXHUUECKUMM CPEACTBAMM.

4. IlppuMeHEHHE M HCIIOJB30BAHUE TEXHUYECKUX CPEICTB 3AIIUTHI TPEOYET
COOTBETCTBYIOIIEH OPraHU3ALMOHHOM IOIAECPKKHU.



3awuma ungopmayuu om ymeuku no

MeXHU4YecKumM Kauanam —  3Mo
KOMNJIEKC OpP2AHU3AUUOHHDIX,
OP2AHU3AYUOHHO-MEXHUYECKUX u
MEXHUYECKUX Meponpusimull,
UCKIFOYAIOUSUX U 0CAAONAIOUUX
OECKOHMPOIbHbLLU 8bIX00

KOHQUOeHUUAIbHOU — UHpopMmayuu  3a
npeoeiibl KOHMpPOUPYeMOol 30HbL.



ITonm OyieM MOHUMATh (PU3UYECKUN ITYTh
OT UCTOYHHKA KOH(MHACHIIMAILHON HH(POPMAIIUM K 3JI0YMBIIIICHHUKY, IO
KOTOPOMY BO3MOXKHAa yTE€UKa MM HECAHKIIMOHHPOBAHHOE IIOJYUYCHHUE

OXPAHSAEMBIX CBEICHUU.




YTEUKA

BecEONTPONLERE BRIXON KoHGHIEHIHATLHOH
HEQOPMAHHA 3a NpEAcTbl OpraHH3alfH{ HIIH
Kpyra JHL, KOTOPHIM oHa OmLIz HoBepeHa

O0pasyercs 32 CUeT HEKOHTPONU-
pVeMRIX HIMIECKHX TIONeH

AKYCTHYECKHUX CBETOBBIX SJIEKTPO- PATHALIHOHHBIX,
MATHUTHEIX TEIUVIOBLIX = mp.




BU3YAJILHO-
ONTHYECKHE

TEXHHUECKHE KAHAJIBI YTEYKH
HHOOPMAILIHH

OXpaHfAeMbIM CEENCHHAM

- thu3WYeCcKHit NMyTh OT HCTOYHUKA HHbODMALMM K
3NOYMHILUUICHERKY, MQCPEACTBOM XOTOPOr0 MOXeT
OBITH OCYIIECTBACH HECAHKIMOHHPOBAHHBIM MOCTYN K

AKYCTHYECKHE |

SJIEKTPO-
MATHHUTHHIE

MATEPHAJILHO-
BEIHIECTBEHHBIE




KJIACCHOHUKAHA
SIEKTPOMATHUTHBIX KAHAJIOB
YTEYUKH WH®OPMALIMH

[ ]

11O IIPHPONE Mo JIHAIIA3OHY 110 CPEIE
OBPA3JOBAHHA H3JTYYEHHA PACIIPOCTPAHEHHA
AxKycTonpeobpa- CeepxunuHEEIE Beasosmymmoe
I0BATETILHKIS BOMTHR TT]'IG-’:TpchTBD
DNMEKTPOMAIHHTHELIS Bosgymmuoe
HaTydeHus JTHHHEIE BOMTHLI I TPOCTPAHCTEO
NapaseTusie caasx CpeIERe BONHH 3eMHAd cpela
H HABOIKH

Kopotxne :ammml Bomras cpega
Hampasngromue
YKB I CHCTEMEI |

Hill

bl




KINACCHOQHEKALHNA
BH3YAJIBHO-OITTHHECKHX  KAHAJIOB

YTEYKH HHO®OPMALMH

—

Mo IMNMPHPOJLE

MO ITHAITA3OHY
H3JIYYEHHI

IO CPEIE
PACIIPOCTPAHEHHA

OBPA30BAHHUIA

BuiMas o0aacts

3a cuerT oTpaxe

HHA CETEBOH 3HCP HE-00nacTs
'MH

CrobfonHoe
NpOCTPATCTED

3a cq9eT cobcTBEH-

HOIO M3 IyYenHs Y&-obnacte
0OBEKTOB

Hanpaenstolixe
JIHIHHH




3a CYET paclpocTpaHtHHA
AKYCTHYECKAX (MexaHH4eC-

AKYCTHYECKHE
KAHAJILI YTEYKH HH®OPMAIIHH

obpaayioTcd

3a cqer BO3NEHACTBHMA 3BYKO-
BBIX KOIEOAHWA HA IAEMEHTHI

KHX) KosieGaHH#E B CBOGOIHOM
BO3YIIHOM TPOCTPaHCTBE

- Ilperosopel Ha OTKPBITOM @po-
CTPAHCTBE

- OTKpRITEIE OEHa, MBEPH, POPTOTKH

- Benrrmnamuonnele KANaIbl

3a c9eT BOIMCHACTBHA 3BYKO-
BhIX KOJcOGaHHA Ha TeXHHYC

H KOHCTPYKIEH 3[IAHWH, BH-
IpIBafd AX BHOpanuH
- -

- CreHbl, MOTONKM, IOJIBL, OKHA, IBEDPH,
KOpoGa BEHTWIALHOHHBIX CHCTEM

- TpyGel BOIZOCHEOXEHHH, OTOMIE-
HASA, KOHIMIHORHDOBAKHL H TP

CKHE cpencTra o6GpaboTKH
AHGOPMALIHH

- Megpodounnii 3dderT

- AKYCTHMGCKAd MOIYIAUAA  BOJIO-
KOHHO-ONTHYECKHX JHHWH mNepeja-
9H AHGOPMALNH




KINACCHO®HKALIUA
MATEPHAJIBHO-BENIECTBEHHEIX
KAHAJIOB YTEYKH

—

Mo OH3HWYECKOMY
COCTOAHHIO

Teeparnie Macchr

Kupxocrn |

T'asocobpasusle
BCIICCTRA

No ®U3HYECKOH
ITPHPOJIE

XumMuueckue |
Bronorggecgue I
PagpoakTHBHBIC I

1O CPEJE
PACIIPOCTPAHEHHA

B zemme

B Bone

B Boagyxe

il



1. CBOEBpPEMEHHOMY  OIIPECACICHHUIO BO3MOXHBIX KaHAJIOB  YTCYKH
MH(OPMAIHH.

2. OnpeeIeHUI0 SHEPIreTUYSCKUX XapaKTEPUCTUK KaHalda YTeUKH Ha TPaHUIIC
KOHTPOJUPYEMOM 30HBI (TEPPUTOPUH, KAOUHETA).

3. O1eHKe BO3MOXHOCTH CPEJICTB 3JI0YMBINIJICHHUKOB O0€CIEUUTh KOHTPOJIb
TUX KaHAJIOB.

4. O0eCcTIEYECHUIO UCKIIIOUYCHHUS WM OCJIA0JICHUS SHEPTETUKA KaHAJIOB YTECYKU
COOTBETCTBYIOILIMMM OpPraHM3alMOHHBIMHA, OPTraHU3AlIMOHHO-TEXHUYECKUMMU

NI TCXHUYCCKUMHU MCPAMH U CPCIACTBAMMU.



[Ipu 3amure wHGOpMAIMM OT YTEYKH MO JIHOOOMY M3 PacCMOTPEHHBIX

KaHAJIOB CIICAYET NPUACPKUBATHCS CICAYIOMIECTO HOPSIAKA NCHCTBUM:

1. BeIsIBIIeHHE BO3MOXKHBIX KAaHAJIOB YTCUKH.

2. OOHapy’KEHHME pEealIbHbIX KaHAJIOB.

3. O1eHKa OIacCHOCTH PEaIbHBIX KaHAJIOB.

4. Jlokanu3alus OIacHbIX KaHAJIOB YTCUKH UH(POpPMAIUH.

5. CucremMaTn4eCcKuid KOHTPOJIb 3a HAJIWYMEM KaHAJIOB M KAaueCTBOM HX

3AIUTHI.




[MOAXOAbI
K ®OPMUPOBAHMUIO
SALLUMLLIEHHON
MH®OPMALIMOHHOM
CUCTEMBI




OCTOK u ee poib

B o0ecIieueHNuNn
MH(OPMALIMOHHOM
0e3omacHocTu B PO




PykoBogsammn noKyMeHT. KOHUENIMs 3aiUThl CPEICTB BIYUCIUMTEIILHOU TEXHUKHU
1 ABTOMATHU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOIO NOCTYIIA K
MH(pOpMalMU. Y TBEPXKJICH pelieHueM mpeaceaarens ['ocrexkomuccun Poccum ot
30.03.1992

PykoBoaAIAM JTOKYMEHT. 3alMTa OT HECAHKIIMOHUPOBAHHOIO JOCTYMA K
nH(popMaluu. TepMuHBI U onpeaeacHus. Y TBEPKIACH pelIeHUEM NpeaceaaTelIs
['ocrexxomuccun Poccuu ot 30.03.1992

PykoBoasiuii JOKyMeHT. BpeMeHHO€e MONI0KEHHE 10 OpraHu3aluu pa3padoTKH,
M3TOTOBJICHUSA Y KCIUTyaTalli MPOrPAMMHBIX U TEXHUYECKUX CPECTB 3aIATHI
MH(pOpMalMY OT HECAHKIIMOHUPOBAHHOTO JOCTYNa B aBTOMaTU3UPOBAHHBIX
CUCTEMAX U CPEIICTBAX BBIYUCIMUTEIBHON TEXHUKHU. Y TBEPKIACH PELICHUEM
npeacenarens I ocrexkomuccun Poccun ot 30.03.1992

PykoBopsmui 1o0KyMeHT. Cpe/icTBa BBIYMCIMTEIbHON TEXHUKHU. 3AIUTa OT
HECAHKIIMOHUPOBAHHOIO JOCTyna K nHPopManuu. [lokazarenu 3ayineHHOCTHA OT
HECAHKIIMOHUPOBAHHOIO JOCTyIa K HHPOpPMAIKU. Y TBEPKACH PEIICHUEM
npeacenarens I ocrexkomuccun Poccun ot 30.03.1992



PykoBoasIIMi JOKYMEHT. ABTOMAaTU3UPOBAHHBIC CUCTEMBI. 3allIUTa OT
HECAHKIIMOHUPOBAHHOIO JOCTYyIa K nHPopMauu. Knaccuduxarus
aBTOMAaTHU3UPOBAHHBIX CUCTEM M TPEOOBAHUS 110 3aIUTE HH(OPMALIUU. Y TBEPKICH
pemenneM npeacenarensd I'ocrexkomuccun Poccun ot 30.03.1992

[lonoxeHune o cepTuUKaUy CPEACTB 3alUThl HH(POPMAaLMK 0 TPeOOBaHUIM
0€30IMacHOCTH MH(POpMaLMK. Y TBEPKACHO MPUKA30M IIPEACECAATEIIS
['octexkomuccun Poccun ot 27.10.1995 N 199

PykoBoasIIuii JOKYMEHT. 3alliMTa OT HECAaHKIIMOHUPOBAHHOIO AocTyna. Yacts 1.
IIporpamMmMmHoe oOecrnieueHre CpeaCTB 3auThl nHPopManuu. Kiaccudukamuys mo
YPOBHIO KOHTPOJISI OTCYTCTBUS HEACKIApPUPOBAHHBIX BO3MOXKHOCTEH. Y TBEPIKICH
npuka3oMm ['ocrexkomuccum Poccuu ot 04.06.1999 N 114

CrnenuaibHble TPeOOBAHUS U PEKOMEHIAIMH 110 TEXHUYECKOM 3allUTe

KOH(pUICHIIMAIbHON HH(MOpMAIIUK. Y TBEPKICHBI IPUKA30M | 0CTEXKOMUCCUHU
Poccun ot 02.03.2001 N 282 . JICII



BpemeHHas MeToIMKa OLICHKH 3allIUIIEHHOCTH OCHOBHBIX TEXHUUECKHUX CPEACTB U
CHUCTEM, IIPEIHA3HAYCHHBIX IS 00pa0OTKM, XpaHEHUS U (WJIK) TIepeaadu 0 JIMHUSM
CBSI3U KOH(UACHIIMAIbHON HHPOpMAIIUKU. Y TBEPKACHA ITEPBBIM 3aMECTUTEIEM
npencenarend [ ocrexkomuccun Poccun 08.11.2001.JICII

BpemeHHas MeToMKa OLIEHKH 3allIUIIIEHHOCTH KOH(DUACHIIMAIbHON HH(MpOpMAaLIUH,
00pabaThiBa€MOM OCHOBHBIMH TEXHUYECKHMU CPEACTBAMHU U CUCTEMaMU, OT YTEYKHU
3a CYET HABOJIOK HA BCIIOMOTaTeJIbHbIE TEXHUYECKUE CPEJCTBA U CUCTEMBI U UX
KOMMYHUKAIMH. Y TBEPXKJICHA IIEPBBIM 3aMECTUTENIEM TIpeacenarelis [ octexkomuccnu
Poccum 08.11.2001.JICII

BpemMeHHas MeTOaMKa OIEHKH 3aIUIIEHHOCTH OMEIMIEHUN OT YTEYKHA PEUYEBOU
KOH(UACHIIMATLHON HH(MOPMAIIMH 110 aKyCTHUYECKOMY M BUOPOAKYCTHYECKOMY

KaHajlaM. Y TBEpKJIEHA [IEPBBIM 3aMECTUTEIIEM Mpeacenaareis ['ocrexkomuccuu
Poccun 08.11.2001.1CII



BpemeHHas MeToIMKa OLICHKH IIOMEIIECHUN OT YTEUKH PEYEeBOM KOH(PUACHIINAIBHOM
MH(pOpMAaIIMK 110 KaHaJIaM 3JIEKTPO-aKyCTHYECKUX ITPeo0pa30BaHUM BO
BCIIOMOTaTEJIbHBIX TEXHUYECKHUX CPEACTBAX U CUCTEMAX. Y TBEPKACHA MIEPBBIM
3amecrtureiieM npeacenarens I ocrexkomuccnu Poccun 08.11.2001. J1CII

bazoBas Mojiesib yrpo3 0€30IIaCHOCTH IEPCOHAIBHBIX JAHHBIX IIPU UX 00pabOTKE B
MH(pOPMAIIMOHHBIX CUCTEMax MEPCOHAIbHBIX JaHHBIX. Y TBepkacHa PCTIK Poccuu
15.02.2008. CII

TpeboBanus Kk cucTeMaMm OOHAPYKEHHST BTOP>KEHUH. Y TBep KaeHbI nprukazoM @CTIK
Poccun ot 06.12.2011 N 638.JICII

COOpHUK METOAUYECKUX JOKYMEHTOB 110 TEXHUYECKOM 3alllUTe HHPOpMAIIUU
OTPAaHUYECHHOIO JIOCTYIIA, HE COAEPKAIEH CBEACHUM, COCTABIISIONINAX
rOCYJapCTBEHHYIO TalHY, B BOJIOKOHHO-ONTHYECKUX CUCTEMAX Nepeaadn. Y TBEPKIACH
npukazoM PCTIOK Poccum ot 15.03.2012 N 27. J1CI1T

TpeboBaHus K cpecTBaM aHTUBUPYCHOM 3alUTHL. Y TBEpkaeHBI Tpukazom OCTOK
Poccun ot 20.03.2012 N 28.JICII



TpeboBanus 0 3ammTe HHPOPMAIIUHU, HE COCTABISIONICH IOCYIapCTBEHHYIO TalHY,
COJIEpKaIIEHCsl B TOCYIapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAaX. Y TBEPKIACHBI
npukazoM OPCTIK Poccum ot 11.02.2013 N 17

CocTaB U cofepKaHUE OPraHU3alMOHHBIX U TEXHUYECKUX MEP M0 00€CIIEYECHUIO
0€30MacCHOCTH NEPCOHANIBHBIX JTJAHHBIX IIPU UX 00pabOTKE B HH(MPOPMAIIMOHHBIX
CHCTEMax MEPCOHAIBHBIX NaHHBIX. Y TBEPKACHBI IMpukazoM OCTIK Poccnu ot
18.02.2013 N 21

TpeboBaHus K cpecTBaM JOBEPEHHOM 3arpy3Ku. Y TBepkaeHbI pukazom @CTOK
Poccum ot 27.09.2013 N 119.1CII

Mepsl 3amUThl TH(POPMAIIMKA B TOCYIAPCTBEHHBIX HH()OPMAITMOHHBIX CHCTEMAX.
Yr1eepxkacHael DCTIK Poccun 11.02.2014



TpeboBanus K 00ECIIEUEHUIO 3aIUTHI HHPOPMAIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX
YIIPaBJICHUS TPOU3BOACTBEHHBIMHU U TEXHOJIOTUYECKUMH IIPOIECCaMU HA KPUTHYECKU
Ba)KHBIX 00BbEKTaX, MOTCHIINAJIBHO OITACHBIX 00bEKTaX, a TAaK)Ke 00bEKTax,
MPEACTABIISIIOIINX MTOBBIIIEHHYI) OMACHOCTD JJIS )KU3HU U 3I0POBbS JIIOIECH U IS
OKPYKAIOIIEH IIPUPOJTHON cpebl. Y TBEpkaeHbI IprukazoM OCTIK Poccun ot
14.03.2014 N 31

TpeboBanus K cpencTBaM KOHTPOJISI CbEMHBIX MAIIMHHBIX HOCUTENIEH HH(POPMAIUH.
Yr1eepxkaeHs! npukazoM OCTIK Poceun ot 28.07.2014 N 87.JACII

TpeboBanus K MEKCETEBBIM dKpaHaM. Y TBepxkaeHbI pukazom ®CTOK Poccum ot
09.02.2016 N 9. J1CII

TpeboBaHUAM 0€30ITACHOCTH HH(POPMALIMHU K ONIEPAITMOHHBIM CHCTEMaM,
yTBepkIeHHBIM IpuKazoM OCTIK Poccun ot 19.08.2016 . N 119.1CI1T

['OCT PO 0043-003-2012 3amura napopmanuu. ATTecTanus 00beKTOB
nH(popmaruzanuu. Oomme monoxenus. JJCII

['OCT PO 0043-004-2013 3amura napopmanuu. ATTecTanus 00beKTOB
nH(popmartuzanuu. IIporpaMma u METOIUKHM arTeCTallMOHHBIX UcibITaHuK. J{CII
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BepudHuapoBaHHAA MaHoaTHAaA JJHCKpeIHOHHAA MuHHEMATEHAA
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HanpaeneHue ycuneHiua mpeoosaniil




CaMbli HM3KUKW KJIIACC — CEAbMOW, CaMblii BBICOKMU — MEpBbIK. Kitaccel

MTOJPA3ACIISAIOTCS HA YETHIPE TPYIIIbI, OTJIUYAIOIINECS YPOBHEM 3AIIUTHI:

~ TIEpBas T'PyIIIa COAECPKUT TOJBKO OAWH CEIbMOM KJIACC, K KOTOPOMY OTHOCST
Bce CBT, He ynoBiaeTBOpAIONIIME TPEOOBAHUSIM 00JI€€ BBICOKHX KJIACCOB;

~ BTOpas TpyIIa XapaKTEpU3yeTCs MAUCKPEUMOHHOM 3aIll[ATOM U COIAECPKUT
[IIECTON U ISATHIU KJIACCHI;

~ TPEThA IPyIla XapaKTEPU3YETCA MAHIATHOW 3aIIUTOU U COJIEPKUT YETBEPTHIM,
TPETUU U BTOPOU KJIACCHI,

~ YeTBepTas IpyMiia XapaKTepU3yeTcss BEPUPUIIMPOBAHHOM 3aIMTON U BKIIFOYAET

TOJILKO TIEPBBIN KJIACC.



K 4ynciay omnpeneiasromyx IIPU3HAKOB, IO KOTOPBIM IIPOM3BOIUTCS

rpynnupoBka AC B pa3InYHbIE KJIACCHI, OTHOCSTCS:

- HAJIAYHE B AC MH(OpMaIIH PA3JIMYHOIO YPOBHSA
KOH(pUICHIIUAJIbHOCTH;

_ YpOBEHb MOJHOMOYMM CyObekToB Joctynma AC Ha JgocTyn K
KOH(UICHIIUAJIbHON MH(OPMALIHHY;

- pexuM  00paboTrku gaHHBIX B AC — KOJIJIGKTHBHBIMA  HJIH

VHJIUBUIYAJILHBIM.




( )

AC, B KOTOPBIX paboTaeT oduH ROAbIOAmMes b, NONYIISHHBIH Ko ecell
urngpopmanun AC, pasMelmleHHOWH Ha HOCHUTEIAX OJHOTO YPOBHSA
KOH(PHUISHIITHAITEHOCTH

3 A 3b

wHopMana, cayxeOHaA TalHa
COCTaBIAIOIIAA TOCTaliHY HJTH TTepPCOHalBHBIE JTaHHBIE

N

[ Bropasi rpynimna )

AC, B KOTOPBIX ROIbBIOEAINETH UMEION OOHHAKOEHIC NPa&d OoCyia
(MomHOMOYHA) Ko eéced ungopymanuu AC, obpadaTeiBaeMOi W/HUITHW XpaHUMOH Ha
HOCHTEIAX pa3zIHdHOTO YPOBHA KOH(PHIASHIIHAIBHOCTH

2 A 2 b

uadgropManHa, cany:xkeduas Taiiuna
COCTABIIAHYILTAA FOCTai-’[H}." HJIH NepCcOHaAlbHBIC JaHHLIC

[ IHepBass rpynmna ]

Muozonoasiocamenbekue AC, B KOTOPBIX OJHOBPEMEeHHO oDpadbareiBacTca 1/
MM XPAHHUTCA HHPOPMALIMS PAFHBIX VPOEHEH KORGuoenguaibnocmu 1 He 6ce
MNOJAL30BATEIH HMEIOn IPpaco docmyna Ko écei undgopmarguire AC

1 b

AC, B KOTOPBIX HHUPKYIUPYET HH(OpMAITMA, COCTABIAIONIAA TOCTAHNHY !
1A, 1B u 1B.
1 B - B cnyuae 0o0padOTKH CeKpeTHOH MHpOpMALTHH ¢ TPpH(OM
HE BBILIC «CCKPETHO»
1 b - B cnyuae 0obpadoOTKH cekpeTHOH uadopMara ¢ rpudom
HE BBILIE «COBEPIIEHHO CEKPETHO
1 A - B ciyuae 0o0paboTKH ceKpeTHOoI nHdgopmaumnm ¢ rpudQrom
«OoCc0Dasa BAMKHOCTE»
11T - AC, B KOTOPBIX LHPKYIHPYET ciayxeOHasl TaiiHa
11 - AC, B KOTOPBIX HHPKYIHPYIOT NMEepPCOHAIBHBIE JJaHHBIE



Bcero BplaenseTcsa AT, MOOKa3aTejled 3alllUIICHHOCTH MEKCETEBBIX
3KkpaHoB (MD):
_ YIPAaBJICHUE JOCTYIOM;
. UIACHTH(MUKAIMS U Ay TCHTU(PUKALIHS;
~ pErucTpanusi COOBITHN U OIIOBEIICHUE;
- KOHTPOJIb LIETOCTHOCTH,;

~  BOCCTAHOBJICHHE PabdOTOCIIOCOOHOCTH.




Ha ocHoOBaHMHM noKa3areneu 3alUuIIeHHOCTH ONPEACIISIOTCS CISAYOIIUE TISITh
KJIACCOB 3alIHIIEHHOCTH MO

- mpocTenmmne GUIBTPYIONIAE MAPIIPYTU3ATOPhI — O KJIACC;
~ MaKeTHbIC (PHIBTPBI CETEBOTO YPOBHS — 4 KJI1acc;

- mpocreunmue M3 npukiagHoro ypoBHs — 3 KJIacce,

- M3 06a30Boro ypoBHs — 2 KJIacc;

- mpoasuHyThle M3 — 1 Kitacc.




TpeOoBaHus
0€30ITaCHOCTH

K HH()OPMALOHHBIM
CHUCTEMaM




Craggmaptr ISO/IEC 15408  «Kpurepumum  omneHKM  0€30HaCHOCTH
MH(OPMAIMOHHBIX TEXHOJOTHI» OTHOCUTCS K OLICHOYHBIM CTaHAApTaM.

Kak m «OpanxkeBas kHUra», «QOOIuMe KpUTECpUW» COAEpKaT JBa

OCHOBHBIX BHJa TpeOOBaHUM 0€30IIaCHOCTH:

_ ()yHKLIMOHAJbHBIE — COOTBETCTBYIOT AaKTUBHOMY AacCHEKTy 3alllUThl —
OpeabsABIsIEMbIE K (QYHKIMSM OC€30IMaCHOCTM MW PEATM3YIOIIUM HX
MEXaHH3MaM;

~ TpeOOBaHHSI JOBEpUS — COOTBETCTBYIOT HACCHUBHOMY AaCIIEKTy —

IPCABABIIEICMbBIC K TCXHOJIOTHH U ITPOLCCCY p33pa6OTKI/I W OKCILTYaTallruu.




Yrpo3bel 0€30MacHOCTH B CTaHJApPTE XapaKTEPU3YIOTCS CICAYIOIIUMHU

napaMeTpaMHM:

- HWCTOYHHUK YIPO3HI,
_ METOJ BO3JICUCTBUS,
_ yS3BHMBIE MECTA, KOTOPBIC MOT'YT OBITh MCIIOJIb30BaHBI,;

_ pecypchl (aKTUBBI), KOTOPBIE MOT'YT ITIOCTPa1aTh.




Jlna cTpykTypM3auud MNOpocTpaHcTBa TpebOoBaHuii, B «OOmmuX
KpUTEPUAX» BBEJICHA HEpapXusl KJIacC — CEMEHCTBO — KOMIOHEHT —
AJICMEHT.

Knaccel onpeaesnsitor HanOosiee 00y, «IPEIMETHYIO» TPYIITUPOBKY
TpeOOBaHUM (Hapumep, PyHKIMOHAIBLHEIE TPEOOBAaHUS MOAOTYETHOCTH).

CeMelcTBa B Ipelieax Kiacca pa3indaroTcsl MO CTPOTrOCTH W APYTHUM
TOHKOCTSIM TPEOOBaHUI.

KOMNOHEHT — MUHUMAaJIbHBIM Ha00p TpeOOBaHUM, (PUTYPHUPYIOIIUNA KaK
1eJIOE.

DJIEMEHT — HeASIMMOe TpeOOBaHUE.



Bce ¢QyHKIMOHaAIBbHBIE TpeOOBAaHUS OOBECAMHEHBI B I'PYMIIBI HA OCHOBE BBIMOJIHIECMOM
MMU POJIM UJIM O0CITYKUBAaEMOH 1€l OC30IIaCHOCTH.

Bcero B «OO0mux kputepusax» ImpeiactaBieHo 11 ¢(yHKIIMOHAIBHBIX KjaccoB, 66
CeMEeUCTB, 135 KOMIOHEHTOB. ITO ropa3ao OOJbIIEe, YEM YKUCIO aHAJIOTHYHBIX MOHATUN

B «OpaH)XE€BOU KHUTE).




9.

«OO01IMe KpUTEpUM» BKIIFOYAIOT CACAYIOIINE KIacChl (DYHKIIMOHAIBHBIX TPEOOBAHUIA:
NnenTudukanus U ayTeHTAUPUKALIMS.
3amnmmra TaHHBIX MOJIB30BATEI.

3amuTa (QyHKUMHA Oe30macHOCTH (TpeOOBaHUS OTHOCSTCS K IEIOCTHOCTH M KOHTPOJIIO
JaHHBIX CEPBUCOB O€30MACHOCTH M PEAIM3YIOIINX UX MEXaHU3MOB).

VYhopaBineHue 0€30MacHOCTBIO (TpeOOBaHMS JTOr0 Kjacca OTHOCATCI K  YIPaBICHUIO
arpuOyTamMuy U IapaMeTpamMu 0€30MacCHOCTH ).

Aynut 6€300acCHOCTH (BBISIBICHHUE, PETUCTpAIlis, XpaHSHHE, aHAJIN3 JaHHBIX, 3aTparuBaroIINX
0€30MacHOCTh 00BEKTA OILEHKH, pearipoOBaHUE Ha BO3MOKHOE HAPYIIICHUE OE€30IIaCHOCTH).

JIoCcTyIl K 0OBEKTY OIICHKH.
Hcnonp30BaHuEe peCcypcoB (TpeOOBaHUS K TOCTYIHOCTH HH()OPMAIIYHN ).

[IpuBaTHOCTH  (3allUTa  IOJB30BATENsI OT PACKPBITHS WU HECAHKIIMOHHPOBAHHOTO
HCMOJIb30BAHUS €r0 UACHTU(UKAIMOHHBIX JTaHHBIX ).

Kpunrorpadpuyeckas nmoajepxka (yrnpapieHUE KIFOYaMHM ).

10. Ca3pb (ayTeHTHU(PHUKALIMS CTOPOH, YYACTBYIOIINX B OOMEHE JaHHBIMM ).

11. JloBepeHHBIN MapuIpyT/KaHaJ (JJIsI CBSI3U C CEpBUCAMM O€30ITACHOCTH).



Knaccel TpeboBaHuil JoBepUs 0€30IaCHOCTH.

1) Paspabotrka (TpeOoBaHUs IJIs ITOSTAIHOW AeTaiau3aluu (PyHKIHWHA OE30IaCHOCTH OT KpPaTKOM
crienuUKaLMU 10 peau3alun).

2) Tlogaep:kka )XKM3HECHHOIO IUKIIA (TpeOOBaHMUS K MOJCIN KH3HCHHOIO IHMKJIA, BKIIOUAs IOPSI0K
yCTPaHEHUS HEJIOCTATKOB M 3aIIUTY CPEbI Pa3pabOTKH).

3) TectupoBanue.

4) OueHka ys3BUMOCTEH (BKJIIOYAs OLICHKY CTOMKOCTH (PYHKIIMIA 0€30IIaCHOCTH).

5) ITocTaBka U 3KCILTyaTaIls.

6) YmpaieHre KOH(GUTYypaIUCH.

7) PykoBojcTBa (TpeOOBaHUS K DKCIUTYyaTallMOHHOM JOKYMCHTAIIHH ).

8) Ilommepskka moBepus (I MOAICPIKKHU STAMOB KU3HSHHOTO LKMKJIA IMOCJIC CEPTU(MUKAIINH ).

9) Ouenka npoduiIs 3aIIyThI.

10)Ouenka 3amanus no 0€301acHOCTH.




dopMa TpeACcTaBICHUS TPeOOBAHUM JOBEpHUS, Ta K€, YTO U IS (PYHKIMOHAIBHBIX
TpeOOBaHUM (KJIaCC — CEMEUCTBO — KOMIIOHEHT).

Bcero B «O0mux kpurepusx» 10 knaccoB, 44 cemelicTtBa, 93 KOMIIOHEHTa
TpeOOBaHMUI JOBEPHS 0€30MACHOCTH.

[IppuMeHUTENbHO K TpeOOBaHUSAM A0BEpUS (M1 (PYHKIHMOHAIBHBIX TPEOOBAaHUN HE
IpeayCcMOTpeHbl) B «OOIIUX KPUTEPUSAX» BBEIACHBI OLICHOYHBIE YPOBHH JOBEpUS (HX
CEMb), COACPIKAILINE OCMBICIICHHBIC KOMOMHAIIUY KOMIIOHEHTOB.

CreneHp J0BEpHUS BO3pacTaeT OT MEPBOr0 K CEIbMOMY YPOBHIO. TakK, OICHOYHBIM
yPOBEHb JOBEpUs 1 (Ha4aJIbHBIN) IIPUMEHSIETCS, KOIJIa YIPO3bl HE paCCMATPUBAIOTCS KaK
CEpPbE3HBIEC, 4 OLICHOYHBIM YPOBEHb / MPUMEHSETCA K CUTyallUsIM YPE3BbIYAiHO BBICOKOTO

pHCKa.



CepBUCEHL
0€30I1aCHOCTH

B BBLIYUCIUTEIBHBIX
CETAX




Pexomenpanuu X.800 BBIAEISIIOT ClAEayIOIMIKE CEPBUCH] ((PYHKIMK) 0€30HaCHOCTU U

HCIOJIHSIEMbIC MU POJIN.

1) Ayrentndukanusa. JlaHHBIM CEpBUC OOCCICUMBACT TPOBEPKY MOIIUHHOCTH
NapTHEPOB MO OOIIECHUIO W IPOBEPKY MNOMIMHHOCTH HCTOYHUKA JaHHBIX.
AyTeHTU(UKAIUS TApPTHEPOB MO OOIICHUIO HCHOJB3YETCS IIPU YCTAHOBJICHUM
COCIMHECHUS MW TMEPHUOJUYECKHM BO BpeMmsa ceaHca. AyTeHTH(UKaAIUs ObIBaeT
OJTHOCTOPOHHEM (OOBIYHO KIMEHT JOKa3bIBA€T CBOK IMOIJIMHHOCTH CEPBEPY) U
JBYCTOPOHHEH (B3aWMHOM ).

2) YopaBieHHE IOCTYIOM OOECIeYMBAaEcT 3alldTy OT HECAaHKIHOHHUPOBAHHOTO

HCIIOJIB30BAHUA PCCYPCOB, JOCTYIIHBIX 110 CCTH.



Pexomenmanuun X.800 BeIACHAIOT CleAyrOIME CEpBUCH ((PYHKIMHU) OE30IACHOCTH HU

HCIIOJIHSEMbIEC MU POJIH.

3) KoH}uaeHIMAIbHOCTh JAaHHBIX OO0CCICUMBACT 3allUTy OT HECAHKIHOHHPOBAHHOTO
noiay4deHus: nHpopMaru. OTASTBHO BBIIACISIETCS KOH(PUICHIIMAIbHOCTh Tpauka — 3TO
3al(uTa HHQOpPMAIMK, KOTOPYI0 MOXXHO IIONYYHMTb, AaHAJIU3UPYsS CETEBbIE ITOTOKHU
JTaHHBIX.

4) 11en0CTHOCTh JAHHBIX IMOAPA3ACIACTCS HA IMOABHABI B 3aBUCHMOCTH OT TOTO, KAKOW THII
OOIIICHHUSI HMCHOJIb3YIOT IApTHEPHI — C YCTAHOBJICHHEM COCIAWMHEHHUS WM O€3 HEro,
3aIUINAIOTCA JIM BCE€ JAaHHBIC MM TOJBKO OTACIBHBIC IIOJII, OOCCIECUMBACTCS JIM
BOCCTAHOBJICHHE B CIy4yae HaApyIICHHUS IIECIOCTHOCTH.

5) HeotkasyeMocTs  (HEBO3MOXKHOCTH  OTKa3aTbCd OT  COBEPIICHHBIX  JCHCTBHUIMA)
oOecleurBaeT ABa BHJA YCIYyI: HEOTKAa3yeMOCThb C IMOJATBEPXKJICHUEM IIOJAJIMHHOCTU

HCTOYHHUKA JAHHBIX U HCOTKA3YCMOCTD C ITIOATBCPKACHUCM NTOCTABKH.



MexaHu3MblI 0€30I1aCHOCTH
B X.800 ompeneneHbl CIeayOIIME CETEBbIC MEXaHU3Mbl 0€30aCHOCTH !
- mudpoBaHUE;
~ DJIEKTPOHHAs LU(POBas MOANHUCH,
- MEXaHM3M YIpPaBICHHUS JOCTYIIOM;
- MEXaHWU3M KOHTPOJIS [ETOCTHOCTHU JaHHBIX;
- MEXaHU3M ayTeHTU(HKAIUH,
- MEXaHM3M JONOIHEHHUS Tpaduka,
- MEXaHM3M YIpaBICHUS MapIIpyTHU3aIUECH;

- MEXaHHW3M HOTapu3aluu (3aBEPEHUS ).




B3anmMocCBs3b (YyHKIIUM U MEXaHU3MOB 0€30I1aCHOCTH

DOyHKIIUU

AyTeHTuduKaus
IIapTHEPOB
AyTtenTudukanus
MCTOYHUKA
VYIpasneHue 10CTyIIOM

KondunennuanbHOCTD

N3ouparenbHas
KOH(PHUICHIIUAIBHOCTD

KoHduaenunaaibHOCTD
Tpaduka

[lemocTHOCTH
COCIMHCHUS
LlenocTHOCTH BHE
COCIMHCHUS
Heotkaszyemoctn

[HIudpoBanue

DJIeKTpOHHAs

[HOAIMNCH

+

YnpasiieHue

JTOCTYIIOM

[lemocTHOCTH

MexaBEu3MBbI

AyTtenTtuduka

oy

JlonojiHEeHUE

Tpaduka

YrpaieHue

MapIIpyTH3all

uen

Horapuzamus



CornmacHo pexomengamusaM  X.800, ycunus agMUMHHCTpAaropa CpPEACTB
0€30MaCHOCTH JIOJKHBI PACIIPEICIISATHCS 110 TPEM HaAIPaBICHUSM
- aAMMHHCTPUPOBAHHE MH(DOPMAIITUOHHON CUCTEMBI B IIEJIOM;
~ aAMMHHCTPHUPOBAHHE CEPBHUCOB OE30IIACHOCTH;

- aAMHUHHUCTPHUPOBAHHUE MEXaHU3MOB 0€30IIaCHOCTH.

AJIMUHUCTPUPOBAHNE WH(POPMAIMOHHONW CHUCTEMBI B II€JIOM BKIIOYAECT OOECIICYCHHE
aAKTyaJIbHOCTH MOJTUTUKH 0€30MacHOCTH, B3aUMOJICCTBHUE C APYTUMH
aAMUHUACTPATUBHBIMU CIIy’KOaMH, pearupoBaHUE Ha MHPOUCXOISIIME COOBITHS, ayquT WU
0€30macHO€ BOCCTAaHOBJICHHUE.

AJIMUHUCTPUPOBAHHE CEPBHUCOB OE30MACHOCTH BKIJIIOYAET B CE€OS  OMNpEAcICHUE
3alUIIAEMbIX OOBEKTOB, BBIPAOOTKY MHpaBWJI MOAOOpa MEXaHM3MOB 0€30macHOCTH (IpHu
HAJIMYMM aJbTEPHATHB), KOMOMHUPOBAHHE MEXAHW3MOB IS pEaJM3allid CEPBUCOB,
B3aUMOJACHUCTBUE C JAPYTMMHM aAMHHUCTpaTOpaMu Ui OOECICUCHHUs COIIacOBaHHOM
padoTHI.



AJIMHUHHACTPUPOBAHNE MEXAHU3MOB O€30IIACHOCTH BKJIIOYAECT:
yIPaBJICHUE KPUIITOrpapruueCKUMU KIIF0oUaMu (T€Hepalys U pacipeacicHue);
yIpaBicHUE IMmU@poBaHHeM (YyCTAaHOBKA M CHHXPOHH3AIMS KPUINTOrpaUIECKUX
apaMeTpoB);
aIMUHUACTPUPOBAHWE  YIPABICHUA  JOCTYnoM  (pachpeneieHne  UH(pOpMaluH,
HEOOXOMUMOM JIJIs YIIPABICHHS — IApOJICH, CIIMCKOB TOCTYIA U T. II.);
yIpaBicHUE ayTeHTU(PuKauuen (pacopeaesicHue HWH@OpMaMu, HEOOXOAUMOM IS
ayTeHTU(HUKAIIUH — TTapOoJjIeH, KIIFOUYeH U T. 11.);
yIIpaBjICHUE JOIOJHEHHEM Tpaduka (BbIpaOOTKa W IOAJEp)KAaHWE IIPaBUJI, 3aJArOIIUX
XapaKTEPHUCTUKH JTOIMOIHSIONINX COOOIEHUM — YaCTOTY OTIIPABKH, pa3Mep M T. I1.);
yIIPaBJICHUE MAPIIPYTU3ALUEH (BBIICICHUE JOBEPEHHBIX MyTEN );
yIIpaBJICHUE HOTapu3aluen (pacrnpocTpaHeHue MHGOpMAalMU O HOTapHUAIbHBIX CITYK0ax,

aIMUHUACTPHUPOBAHUE ITUX CITYKO).



Jlna oOecrniedyeHuss HEMNPEPHIBHOCTH  (PYHKIIMOHUPOBAHUS MOTYT NPHUMEHSTHCS

CJIICAYIOIINEC 3allIUTHBIC MEPHI.

BHECEHUME B KOH(QUTYpalMIO TOW WJIM HMHOM (OpMbI H30BITOYHOCTH (PE3EPBHOE

000pyI0BaHNKE, 3aIMaCHbIC KaHAIbI CBSI3U U T. II.);

~  HaJMYHUE CPEACTB PEKOH(PUTYPHUPOBAHUS IS M3OJSIUM W/WIK 3aMEHbl Y3JIOB WU
KOMMYHHKAIIMOHHBIX ~ KaHAJIOB, OTKA3aBIIMX WJM IIOABEPIIIMXCS aTake Ha
TOCTYITHOCTb;

~ paccpeaoTOYEHHOCTh CETEBOr0 YIIPABIEHHUS, OTCYTCTBUE €IMHOM TOYKHU OTKA3a,;

_ HAJWYHE CPEJICTB HEWUTpAIU3alMK OTKa30B (OOHApYKEHHE OTKA3aBIIMX KOMIIOHEHTOB,

OILICHKA MOCJEICTBHM, BOCCTAHOBJIEHHE TTOCJIE OTKA30B);

_ BBIJICJICHUE MOACETEU U U3OJIALUA TPYII II0JIb30BATENIEN APYT OT JApyTa.



CoBpeMeHHBIII KOMIBLIOTEPHbLIA BUPYC —
ATO MPAKTUYECKU HE3aMETHBIM JJIsI OOBIYHOTO
[IOJIB30BaTENsl  «Bpar», KOTOPBIM IOCTOSHHO
COBEPIICHCTBYETCS, HAXO/Isl BCE HOBBIE U 0oJice
M3O0LIPEHHBIC CHOOCOOBI IMPOHMKHOBEHHUS Ha
KOMITBFOTEPHI T10JIb30BATEIIECH.

Heo0xoaumMocTh 00pbOBI ¢ KOMIIBIOTEPHBIMHU
BUpPYyCaMHU 00y CJIOBJIEHA BO3MOKHOCTBIO
HapyII€HUs HWMH  BCE€X  COCTaBJISIONINX
MH(OPMAIMOHHON 0€30IaCHOCTH.



[IpuBeneM ogHO U3 OOLICHIPUHATHIX ONpeAeaeHu Bupyca, coaepxaiieecs B [OCTe P 51275-99
«3amura uH@opMmauu. O0bekT uHpopMaruzanuu. PakTOphl, BO3JACUCTBYIOMNE HA HHQMOPMAIIHIO.
OO011Me MOJIOKESHUS.

[IporpaMMHBIM BUPYC — 3TO HCIOJHAEMbIM WIA HUHTEPIPETUPYEMbIN MPOTrPAMMHBIN KO,
00JIaJaroIIUil CBOMCTBOM HECAHKIIMOHUPOBAHHOIO PACIPOCTPAHEHHS M CaMOBOCIIPOU3BEIACHHUS B
aBTOMAaTU3UPOBAHHBIX CHUCTEMaxX WM TEICKOMMYHMKAIIMOHHBIX CETAX C IEJIbl0 M3MEHUTh WU
YHUYTOXKUTh MPOTPaMMHOE OO€CIEUYCHHE H/WIX JaHHbIe, XpaHSIIHECS B aBTOMAaTHU3UPOBAHHBIX
CHCTEMax.

Hcxoas U3 3Toro, HEOOXOAMMO MOHMMATh, YTO HET JOCTATOYHBIX IMPOrpPaMMHBIX M alllapaTHBIX
CpPEICTB 3alllUThl OT BHPYCOB, a HaJeKHas 3allUuTa OT BHPYCOB MOXET OBITh OOecIeyYeHa
KOMIUIEKCHBIM MPUMEHEHHUEM 3THX CPEJICTB M, YTO HEMAJIOBAXXHO, COOJIOJCHUEM >3JIEMEHTApHOMN

«KOMITBFOTEPHOU TUTUEHBD.



1) I[Io cpeae «oOUTaHUS» BHUPYCH IEIIATCS Ha (hallIOBBIC, 3arpy304YHBIC, MAaKpPOBUPYCHI,
CETEBBIE.

» (DaitioBbIC BHPYCHhI BHEAPSIOTCS B BBINOJHSIEMbIC (aiapl, JTHOO co3marT (daiibl-
ABOVMHUKH, THUO0 MCMOJIB3YIOT OCOOCHHOCTH OpTraHU3aluu (PaIoBOM CHUCTEMBI.

» 3arpy304HbI€ BHUPYCHI 3aIIUCHIBAIOT Ce0s JIMOO B 3arpy30uYHbIi CEKTOp AMCKa, JU0O B
CEKTOP, COJep KAl CUCTEMHBIN 3arpy34uK KE€CTKOrO JHUCKA.

» MaxkpoBUPYCHI 3apakaroT (PalIbl-JOKYMEHTBI M JJICKTPOHHBIC TaOMHIIBI O(PHCHBIX
IIPUITOKEHUU.

» CeTeBble BUPYCHI HCIONB3YIOT JJISI CBOCTO PACIPOCTPAHCHHS IIPOTOKOJIBI MW KOMAaHIbI

KOMITBIOTEPHBIX CETEH M AJICKTPOHHOM IIOYTHI.



2) Ilo ocoOcHHOCTSIM alropuT™Ma pabOTHl BHPYCHI JCIATCA Ha PE3UJICHTHEIC, CTEJIC-BUPYCHI,
OJUMOP(PUK-BUPYCHI U BUPYCHI, KCIIOJIb3YIOIIME HECTAaHIaPTHBIC IPUEMBL.

» Pe3uneHTHBIN BUPYC NpU HHPUIIMPOBAHUN KOMIIBIOTEPA OCTABIISCT B OIIEPATUBHON MaMSITH CBOIO
PE3UACHTHYI0 4YaCTh, KOTOpas 3aTeM IIepexBaThbiBaeT OOpallleHHS ONEPalMOHHOM CHCTEMBI K
00BbEKTaM 3apakKCHUS U BHEAPSECTCS B HUX.

» CrelIc-BUPYCHI CKPBIBAIOT CBOE IIPUCYTCTBHUE B «CPEAC OOUTAHUS.

» CamomudpoBadnue U HOIMMOP(PUUHOCTH HCIIOIB3YIOTCS MPAKTHYCCKA BCEMH THIIAMH BUPYCOB
I TOTO, YTOOBI MAKCHMAJIbHO YCI0KHHUTH IIPOLEAYPY ACTEKTUPOBaHUS (0OOHAPYKEHMS) BUpYCa.

» Pasnmmunbic HecTaHAAPTHBIC NPHEMBI YacTO HMCIONB3YIOTCS B BHpycCax I TOro, YTOOBI Kak
MOXHO TJIyOKe CIpATaTh ce0sl B SAPE ONEPAMOHHON CHCTEMBbI, 3allIUTUTh OT OOHAPYKEHHUS CBOIO

PE3UACHTHYIO KOIIMIO, 3aTPyJHUTh JE€UYCHHE OT BUpyca (HampuMep, MOMECTUB CBOKO KOIIHIO B

Flash-BIOS) u T. n.



3) Ilo H#ecTpyKTHMBHBEIM BO3MOXKHOCTSAM BHPYCHI MOXKHO pa3IeliNTh Ha Oe3BpEIHbIC,
HEOIIaCHBIE, OITACHBIC U OYEHb OIIACHBIC BUPYCHI.

» Oe3BpedHbIe, T. €. HHMKAK HE BIUAIOMKE Ha padoTy KoMIbioTepa (KpoMe YMCEHBIICHHS
CBOOOJHOM IMaMSITH Ha IMCKE B PE3yIbTaTe CBOETO paCOpOCTPAHCHUS);

» HEOIIACHBIC, BIMSIHHEC KOTOPBIX OIPAHWYMBACTCS YMCHBIICHHEM CBOOOOHOM ITaMATH Ha
IYCKE;

» OIACHBIC BUPYCHI, KOTOPBIE MOT'YT IIPUBECTH K CEPhE3HBEIM COOSIM B pad0TE KOMITBIOTEPA,

» OYCHb OITACHEIC, B aJTOPHUTM PaOOTHI KOTOPHIX 3aBEAOMO 3aJ0XKEHBI MPOICAYPHI, KOTOPHIS
MOI'YT HOPHUBECTH K IIOTEpPE HNpOorpaMM, YHHUTOXUTH JAHHBIC, CTEPETh HEOOXOAMMYIO IJIs
paboOThl KOMIBIOTEPA UH(OPMALIMIO, 3aAIIMCAHHYI0 B CUCTEMHBIX O0JaCTsAX MaMsTH, U JaxKe

MIOBPEIUTH aAIlapaTHBIE CPELICTBA KOMIIBIOTEPA.



Bupyconomo0Has» nporpaMma — 3TO MporpaMmma, KOTopas cama mno ce0e He [BISIETCSI BUPYCOM,

OHa MOJKCT UCIIOJIb30BATHCA MJISI BHCAPCHUA, CKPBITHS HUJIM CO3AAHUA BUPYCaA.

K «BHpyCOMno00HBIM ITpOrpaMMaM» OTHOCSTCH:

»  «TPOSHCKHE MPOrpaMMbI» (JTOTHYSCKHEe OOMOBI);
YTUJIMTHI CKPBITOr0 aIMUHUCTPUPOBAHUS yIAJICHHBIX KOMIILIOTEPOB,
«intended»-Bupychsr,;

KOHCTPYKTOPEI BUPYCOB;

YV V VY V

MOJIUMOP(DUK-TEHEPATOPHI.




» K «TpossHCKHM» mporpaMMaM OTHOCSTCS IIPOrpaMMbl, HAHOCSIIHE KaKHE-IHOO
pa3pylIUTEIbHbIC ICHCTBUS B 3aBUCUMOCTH OT KaKUX-JIMOO yCIIOBHUIA.

» YTHUIUTBl CKPBITOTO aJIMHUHHCTPHUPOBAHUS SBIISIOTCS PA3HOBUIHOCTBIO «JIOTHYCCKHUX
OOMO» («TPOSIHCKHX IIPOrpamMm»), KOTOPBIE HCIIOJIB3YIOTCS 3JIOYMBIIIICHHUKAMU IS
YIAJIEHHOTO AIMUHUCTPUPOBAHUS KOMIIBIOTEPOB B CETH.

» BHenpeHHbIe B OIEPAIMOHHYIO CHCTEMY YTHIIMTBHI CKPBITOTO YIIPABICHUS IO3BOJISIOT
JejlaTh C KOMIBIOTEPOM BCE, UTO B HUX 3aJ0KWJ HMX aBTOpP: NPUHHUMATh/OTCHLIATH
(baiiabl, 3allyCKaTh U YHUYTOXATh MX, BBIBOJUTH COOOIICHHUS, CTUPaTh HMH(MOPMAIIUIO,
repe3arpyKarb KOMIbIOTEDP U T. .

» KOHCTpyKTOpHI BHUPYCOB IIpE€IHA3HAYEHBI JJIS CO3JaHHUS HOBBIX KOMIIBIOTEPHBIX
BUPYCOB.

» Ilonumopduk-reneparoprel, Kak U KOHCTPYKTOPHI BUPYCOB, HE SIBISIOTCS BHPYCaMH,
MOCKOJIBKY B HX aJrOpPUTM HE 3aKJIaJbIBAlOTCSI (PYHKIIMH Pa3MHOXKECHHUS; IJIaBHOU
(GyHKIOMEW TMOJO0OHOTO poaa MporpaMMm SBISIETCA IHA(MPOBAHUE TEla BHUPYyCa U
reHepalus COOTBETCTBYIOIIETO pACIIM(PPOBIIHKA.



~TIporpamMmMma, IpeAHa3HAYECHHAS IS TTIOUCKA,
OOHApYKEHUS, KIACCU(PUKAIUM W YIAJICHUS KOMIIBIOTEPHOIO BHpYycCa H

BUPYCOIIOIOOHBIX IIPOTPaAMM.




OCHOBHBIE TyTU TPOHUKHOBEHUS BUPYCOB B KOMITBIOTEPHI MOJIb30BATEIICH:

1) I'moGanbHBIC CeTH — SIIEKTPOHHAS I10YTA.

2) DnekTpoHHBIC KOH(DEepeHInH, daii-cepepsl fip.

3) Iluparckoe mporpaMmMHOe 0OeCIICUCHHE.

4) JloxanbHBIE CETH.

5) IlepcoHanbHBIE KOMIBIOTEPHI «OOIIETO TOJIH30BAHM.

6) CepBUCHBIC CITY>KOFI.




10.

11.
12.

BHUMAaTEIbHO OTHOCUTECH K MMPOrpaMMaM U JIOKYMEHTaM, KOTOPbIE MOJy4YaeTe U3 INI00aJbHBIX CETEH.

[lepen Tem, kKak 3amyCTUTh (paili HA BBINOJHEHUE WA OTKPBITH JOKYMEHT/TAONuIly, 00s3aT€NbHO MPOBEPHTE €r0 HA
HaJINYUE BUPYCOB.

Hcnonw3yiiTe cneuuaau3upoBaHHBIE AHTUBUPYCHI — JJId HPOBEPKU «HA JETy» BceX (hailloB, MNPUXOAAIIMX II0
ANEKTPOHHOM nouTte (1 u3 MHTepHeTa B 11€510M). [ToCTOSIHHO OOHOBIISANTE BUPYCHBIE 0a3bl UCIIOJIB3YEMOT0 aHTUBUPYCA.

PeryinsipHo nipoBepsiiTe cepBep 0OBIYHBIMU AaHTUBUPYCHBIMU MPOTrpaMMaMH, JJIsl yI00CTBA M CUCTEMHOCTH UCTIOJIB3YUTE
TUIAHUPOBIIUKY 3aIaHUH.

Jlns yMeHbIIeHUsI pUCKa 3apa3uTh (aili HA CEepBEepe aIMHHUCTPATOpPAM CETE€M CJIeyeT aKTHUBHO MCIIOIb30BaTh
CTaHJapTHBIE BO3MOXKHOCTH 3aILUThI CETH.

[{esiecooOpa3HO 3amyCTUTh HOBOE MPOrpaMMHOE 00€CIIEYEHUE HA TECTOBOM KOMIIBIOTEPE, HE MOAKIIOUEHHOM K O0IIen
CEeTH.

Wcnonp3yiiTe JIUIEH3UOHHOE TPOrpaMMHOE o0ecriedeHue, MPUoOpPETEHHOE Y OPUIIHAIBHBIX MPOAABIIOB.

JucTprOyTHBBI KOMHUN TPOTpaMMHOr0 oOecredeHus (B TOM YHMCJI€ KOMHWM OMNEpallMOHHOM CHUCTEMBI) HEOOXOIUMO
XpaHUTh Ha 3alUIIEHHBIX OT 3alUCH JUCKaX.

[Tonp3yHTeCh TOJBKO XOPOIIIO 3apEKOMEHIOBABIIMMH C€0s1 HCTOYHUKAMU IIPOTPaMM U ITPouux (haiios.

CrapaiiTech He 3alycKaTh HEIPOBEPEHHBIE (DAilyIbl, B TOM YKCII€ MOMyYEHHbIE U3 KOMIBIOTEPHOU cetu. [lepen 3amyckom
HOBBIX IIPOTrpaMM 00513aTeJIbHO MPOBEPHTE UX OJHUM WJIM HECKOJIbKUMH aHTUBUPYCAMHU.

OrpanuybTe (110 BO3MOXKHOCTH) KPYT JIUII IOMYIIEHHBIX K pab0oTe Ha KOHKPETHOM KOMITbIOTEpE.

[Tonp3yiiTech yTUIUTAMH TPOBEPKH IEIOCTHOCTH HHGOpMAaIUM. Takue yTHUIWUTHI COXPAHSIOT B CIEHHATbHBIX 0azax
JTAHHBIX UH(POPMAIIUIO O CUCTEMHBIX 00J1aCcTAX AUCKOB (MM IEIUKOM CHCTEMHBIC 00JIacTH) M MHpOpMaIuio o daitnax
(KOHTPOJIBHBIE CYMMBI, pa3Mepbl, aTpuOyTHI, 1aThl OCICIHEH MoaudHUKaIuy (HaiIoB U T. 1.).

. [leppoinuecku COXpaHsAWTE HA BHENTHEM HOCUTEINE (Dailiibl, C KOTOPBIMHU BEAETCS padoTa.



[Ipu ananu3e aaropuTMa BUpPyca HEOOXOAUMO BEISICHUT:.
- cnoco0(bl) pa3MHOKEHHUS BUPYCA,;
~ XapakTep BO3MOXHBIX IOBPEXKJICHHH, KOTOPbIE BHPYC HAaHEC
MH(OOpMAaLIMN, XpPaHAIICHCSI Ha IUCKaX;
~ METOJ, JICUCHHS ONEpaTHUBHOM MHaMATH M 3apaKCHHBIX (DAMIOB

(CEKTOPOB).




[lemm  ceTreBorM  0€30MAaCHOCTH  MOTYT
MEHSThCS B 3aBUCHUMOCTH OT CHUTyalluM, HO
OCHOBHBIE  II€IM  OOBIYHO  CBSI3aHBI  C
oOecIieueHuEM COCTAaBJISIOIIIAX
«MH(POPMAITMOHHON 0€30ITaCHOCTHY:
ETOCTHOCTHU JAHHBIX;

KOH(PHICHIIMATbHOCTH JaHHBIX,
TOCTYMHOCTH TAHHBIX.



— MOTEHIMAIIBHO BO3MOXHOE HMH(POPMAIIMOHHOE
paspyliamomee BO3ACUCTBME HA  PACIHPEACICHHYIO  BBIYHCIUTEIBHYIO  CETh,
OCYIIECTRIISIEMAs MPOTPAaMMHO IO KaHajaM CBSI3U. DTO OMPEICICHUE OXBAThIBAET 00€
OCOOCHHOCTH  CETEBBIX CHCTEM —  pACHpPEACICHHOCTh  KOMIIBIOTEPOB W
pacopeneneHHocTy  uHopmanuu. [losToMy 1ipu  paccMOTpPEHHH  BOIIPOCOB
MHPOPMAIIMOHHON O€30MaCHOCTA BBIYHUCIUTEIBHBIX CETEM PacCMATPUBAIOTCS JIBA
NOABHJIA YAAJIECHHBIX Yrpo3 — 3TO YAAJICHHBIE YIpo3bl Ha HHOPACTPYKTYpPYy H
IPOTOKOJBI CETH M YIAJICHHBIE Yrpo3bl HAa TEICKOMMYHHUKAIMOHHBIE CITYKOBI.
IIepBbIe NCIIOIB3YIOT YS3BUMOCTH B CETEBBIX MPOTOKOJIAX U HHPPACTPYKTypE CETH, a

BTOPBIE — YSI3BUMOCTH B TEJICKOMMYHHUKAIITMOHHBIX CITYK0ax.



[Ipy paccMOTpeHHM BONPOCOB, CBSI3aHHBIX C HWH(MPOPMAIMOHHOM
0€30IIaCHOCTBIO, B COBPEMEHHBIX BBIYMCIMTEIBHBIX CETIX HEOOXOAUMO

YUYUTBHIBATH CIEAYIOINE (PAKTOPHI:

- I100aNbHYIO CBI3aHHOCTH;

- Pa3HOPOJHOCTH KOPIOPATHUBHBIX HH(M)OPMAIIMOHHBIX CHCTEM;

- pacIpoOCTPaHCHHUE TEXHOJOTHUH «KIUCHT/CEPBEP.




OCco0OCHHOCTH BBIYMCIUTEIBHBIX CETEH M, B MEPBYIO OUYEPEAb, ITT00ATBHBIX,
IpEIONPEACIIIOT HEOOXOAUMOCTh MCIONIB30BaHUS CIEIU(PUUECKUX METOJ0B U
CPEACTB 3alllUThI, HAIIPUMED:

- 3alllMTa NOJAKJIIYCHUN K BHEITHUM CETSIM;
- 3alllMTa KOPIOPAaTUBHBIX ITOTOKOB JAHHBIX, II€PEAABAEMbIX II0 OTKPHITHIM

CETSIM;

- 3allliuTa MOTOKOB JJAHHBIX MEXY KJIHNEHTAMU U CEpBEPaMHU;
- o0ecnedyeHue 0€30MaCHOCTH PACIPEASICHHON IPOrPaMMHOM CPEIbI;
- 3alUTa BaXKHEHIINX CepBUCOB (B IepBYIO ouepenb — Web-cepsuca);

—~ aYTeHTI/I(pI/IKaI_II/IH B OTKPBITBIX CCTIAX.



CyILIeCTBYIOT ABa MOpPHUHIMIA OpraHu3aluu OOMEHa JaHHBIMHA B

BBIYHCJIUTCIIbHBIX CCTAX.

1) YcTraHOBIGHME BHUPTYaJIbHOTO COCAWHEHHS C IIOATBEPIKICHUCM

IIpUCMA KAKAO0I'0 ITaKCTA.

2) Ilepenaua mararpaMm.




Tunopas Hannune | PacomoJiokeHne
Xapakrep Mean YcioBue _ ) .

yia/JleHHAd . . o0paTHoii CYyOBeKTA Yposens mogenan OSI
. BO31eiliCTBHS | BO3eliCTBHA HAavaJa

aTakKa CBA3H ATAKH
Kiacc - -

e 1.1 1.2 (21122123 (3.1132| 33| 4.1 | 4.2 5.1 5.2 6.1 6.2 |[63|64|65]| 6.6
BO3IeHCTBHA
AHannz
CEeTEBOTO + - + | - - - - + - + + - - + - - - -
Tpaduka
[lonMmeHa
JOBEPEHHOI0 - + + |+ |- - + |- + + + + - - + |+ |- -
00BEKTa CeTH
BHepeHue
TTOXKHOTO - + + |+ |+ - - + + + + + - - + |- - -
00BLEeKTa
OEMEB - + - - + - - + - + + + - + + |+ |+ |+
00CIyXKHBAHHN




Hoenmugpukauusn — IIPUCBOECHHE

cyObekTaM Hu 00BbEeKTaM JOCTyHa JIMYHOIO

I/II[CHTI/I(I)I/IKaTOpa U CPABHCHHUC CI'O C 3alaHHbIM.

Aymenmuguxayun (yCTaHOBJIEHHE
NOJJIMHHOCTH) — THPOBEpPKAa MNPUHAIICKHOCTH
CyOBEKTY J0CTyTIa MPENBABICHHOTO UM
uIcHTU(UKaTOpa | MIOJITBEPKACHUE ero
IIOJUTUHHOCTH. Jlpyrumu CJIOBAMH,
a}’TeHTI/I(l)I/IKaI_[I/I}I 3aKJIIIO4YACTCA B IIPOBCPKE :
SABJISCTCS JIU MOAKIIOUAIOIIUNCS CyOBEKT TE€M, 3a

KOI'O OH ce0s BBIJIAET.




B 1memom ayTeHTH(UKALMSA 110 YPOBHIO MH(POPMALMOHHOM O€30IaCHOCTH

JEJINTCS. HA TPU KaTETOPUHU:

1) CraTtnueckas ayTeHTH(DHUKAIIHS.

2) YcrolunBas ayTeHTH(D)HKALIHS.

3) IlocTossHHAS ayTeHTH()UKAITHS.




CaMbIli HaACKHBIM TEXHHUYCCKHM METOJ 3allMThl MH(MOpPMAIUM OCHOBAH Ha
MCIOJIb30BAHUM KpUNITOCUCTEM. KpUIITOCHCTEMA BKIIIOYAET:
- aJITOpUTM IIKU(pPOBAHMUS;
- HaOop KiIwoueH (MOCJIeA0BATEIbHOCTh JBOWYHBIX YHCEN), MCIOJb3YEMBIX JIJIS
m(ppoBaHMS;

- CHCTCMY VYIIPpABJICHHS KIIFOYaAMMH.
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1) Pasrpanndenune JoCTyma IO CIACKaM.

2) Wcronp30BaHne MaTPHITLl YCTAHOBICHUS OJTHOMOYHH.

3) PasrpanndueHue J0CTyIa Mo YPOBHSIM CEKPETHOCTH M KaTETOPHSIM.

4) ITaponabHOE pa3rpaHUYCHUE TOCTYTIA.




MaHaaTHOe U JMCKPETHOE yIPaBJieHHue J0CTYIIOM
B I'OCTe P 50739-95 «CpenctBa BBIYMCIMTEIBHOM TEXHUKH. 3alllUTa OT HECAHKIIMOHUPOBAHHOIO
nocryna kK uapopmauun» U B nokymeHtax @CTIOK PO onpenenensl n8a Buaa (MpUHIKNA) pa3rpaHUYCHUS

A0CTyTa!

1) JluckpeTHOoe yIpaBiICHHE JOCTYIIOM TMPEJACTaBIsIeT COOOW pasrpaHHYCHHE JIOCTyIa  MEXKIY
NOMMEHOBAaHHBIMU CYOBEKTaMHU W TMOMMEHOBAHHBIMU OOBekTaMu. CyOBEKT C OIpEACICHHBIM IMPaBOM
JI0CTyIla MOXKET Mepeaarh A3TO MpaBoO JIOOOMY ApyroMy cyObekTy. JIaHHBIM BUJI OpraHU3yeTcs Ha 0ase
METO/IOB pa3rpaHUYCHUS 110 CIUCKAM WJIM C MIOMOIIbIO MATPHUIIHI.

2) MangatHOe ympaBIICHHE JOCTYIIOM OCHOBAaHO Ha COMNOCTaBICHUHM METOK KOH(MUICHIINAILHOCTH
uHpopMalKu, coaepKaleincs B oObekTax ((aiiabpl, HanKd, PUCYHKH) U O(PUIHATBLHOIO pa3pelieHUs

(momycka) cyobekTa K HH(OpMaILIMK COOTBETCTBYIOIIEIO YPOBHS KOH(PUACHIIMAIbHOCTH.

[Ipy BHUMATEIbHOM PACCMOTPEHUHM MOXHO 3aMETHUTh, YTO JUCKPETHOE YMNPABJICHHE HOCTYIIOM €CTh HUYTO
MHOE, KaK MPOU3BOJIbHOE yIIpaBiieHUe n1ocTynoM (mo «OpanxeBoit kaure CIIIA»), a MaHAaTHOE yIIpaBJICHUE

peaM3yeT NPUHYAUTEIBHOE YIIPABIEHUE JTOCTYIIOM.



Perucrpamus sBISETCS €II€ OMHMM MEXaHM3MOM OOCCIICUCHHUS 3allUIICHHOCTH
MH(POPMAIITMOHHON CHCTEMBI. ODTOT MEXaHHM3M OCHOBAaH Ha MOJOTYETHOCTH CHCTEMBI
o0ecrneueHus1 0€30IaCHOCTH, (PUKCUPYET BCE COOBITHS, KacarolIUecss O€30IIaCHOCTH, TaKHE
KaK:
~  BXOJI M BBIXOJ CYOBEKTOB JOCTYIIA;

_ 3aIlyCK M 3aBepIIICHUE IIPOrpaMM;

~ BbIJaya IeYaTHBIX JOKYMEHTOB,

— MOMBITKHU JOCTYIIa K 3allIUIIaeMbIM pecypcam;
~  W3MCHEHHE MOJIHOMOYHUN CyObEKTOB JOCTYIIA,

- HN3MCHCHHC CTATyCa OOBEKTOB HOCTYIIa U T. .




— 3TO aHAJIM3 HAKOILJICHHOW MH(MOpPMAIlUH, IIPOBOJAUMBIN OIIEpaTUBHO
B p€aJIbHOM BPEMEHHU WM NMEPUOIUYECKU (Hampumep, pa3 B 1eHb). OnepaTuBHBIN ayIUT
C AaBTOMAaTUYE€CKHUM pE€arMpOBaHUEM Ha BBISIBJICHHBIC HEIITATHBIC CUTYaIlMd HA3bIBACTCS

AKTHUBHBIM.

Peanu3amys MEXaHH3MOB PETHUCTPALIMK W ayAuTa IO3BOJISET peliaTh CIACIYIOIINE
3a7a41 00€CIeYeHUsT THPOPMAITMOHHON OE30ITaCHOCTH
- o0ecre4yeHue MoI0TYETHOCTH TI0Jb30BaTENICH U aIMUHUCTPATOPOB;
- o0ecrne4eHre BO3MOKHOCTH PEKOHCTPYKIIMU MOCIEA0BATEIbHOCTH COOBITHH;
~  oOHapy’XEHME MOIBITOK HApYIICHUN NH()OPMAITMOHHON 0€30aCHOCTH;

- IIPpCao0CTaBJICHHUC I/IH(I)OpMaHI/II/I JJIS BBISIBJICHUA U aHAJIN34 HpO6JICM.



[IpakTHYyeCKUMHU CPEACTBAMU PETUCTPALIUUA U AyAUTA SIBISIOTCS:

- Ppa3JIN4YHBbIC CUCTECMHBIC YTHIIMTHI U IIPUKIATHBIC IIPOrPaMMBI,

_ PETHUCTPALMOHHBIN (CHCTEMHBIN W1 KOHTPOJILHBIN) )KypHAJ.




dparMeHT ;KypHaja 0e30IacCHOCTH MOACUCTEMbI
perucTpanuy M ayiura
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— 9TO XPOHOJOI'NYCCKHA YHOPAAOYCHHA

COBOKYIHOCTh 3alHMCEN PE3YyJbTaTOB JACATCIbHOCTH CYOBEKTOB CUCTEMBI, JOCTATOYHAS IS

BOCCTAHOBJICHU S, MPOCMOTPA ¥ aHAINW3a MOCJIEA0BATEIILHOCTH JEUCTBUM, OKPYKAIOIIUX HUIIU

NPUBOAAIIMX K BBIIIOJHEHHUIO OIEpalui, NPOLEAYyp WM COBEPIICHHUIO COOBITMH IIpU

TPaH3aKIINH C LIEJIbI0 KOHTPOJISI KOHEUHOTO PE3YiIbTaTa.



Opranuzanus  perucTpaluud  COOBITHM,  CBSI3aHHBIX C  OE30IIaCHOCTHIO

MH(POPMAIIMOHHON CUCTEMBI BKJIIOYAET KAK MUHUMYM TPH dTara.

1) COop u xpaHeHre HHPOPMALMH O COOBITHSIX.

2) 3ammTa comepKMMOTr0 JKypHAJIa peTHCTPaIlUH.

3) AHanu3 comepKUMOT0 KypHaJla PErUCTPaIIHH.




Turbsl MeXCETEBBIX 3KpaHOB U YpoBHH Mozaenu [SO OSI

YporeHbL MoOJ1eIH IlpoTokoan Tun MexceTeBoro 3KpaHa
OS5I
| | IlpukmagHoOIl Telnet, FTP, DNS, NFS, — IIIR03 MPHKIATHOTO YPOBHA;
SMTP, HTTP —  MEKCeTeBOII 3KpaH HKCIEPTHOTO
VPOBHSL.
2 | IlpencTaBnenns
JAHHBIX
3 | CeaHCOBEII TCP, UDP — MUIK3 CEaHCOBOTO YPOBHA.
4 | TpaHCTIOPTHEII TCP, UDP
5 | CeteBoll [P, ICMP —  MeKCeTeBOII 3KpaH ¢ (IIBTpalen
[IAKETOB.
6 | KananbHeIl ARP,RAP
7 | Pu3mecki Ethernet




1) MexceTeBoe SKpaHHpPOBAHHE IOBBIIIACT O€30IMACHOCTH OOBEKTOB BHYTPCHHEH CETH
3a CYET WTHOPUPOBAHMS HEABTOPHU30BAHHBIX 3alPOCOB W3 BHEIIHEH CPEIbl, TEM
caMbIM, 0O€CII€YMBasl BCE COCTAaBIIAIOIIME MH(pOpPMALMOHHON Oe3omacHocTu. Kpome
(GYHKUMHA pa3rpaHUueHUs AOCTyNa HSKPAaHHMPOBAHHE OOCCICUMBAECT PETHUCTPALUIO
MH(pOPMAIIMOHHBIX OOMEHOB.

2) OyHKIIUY SKpaHUPOBAHUS BBIIOJIHICT MEKCETEBOM 3KpaH viu opanamaya3p (firewall),
oA KOTOPHIM IMOHHMMAIOT HPOTPaAaMMHYIO HJIH IMPOrpaMMHO-alMNapaTHYK CHCTEMY,
KOTOpasl BBIMOJHAET KOHTPOJIh HMH(POPMAIIMOHHBIX IIOTOKOB, MOCTYMHAIOIIUX B
MH(GOPMAIIMOHHYIO CHUCTEMY HW/MJIHW BBIXOAAIIMX M3 HEe, U OOCCICUMBACT 3aIUTY

MH(POPMAIIMOHHON CUCTEMBI MMOCPEACTBOM (PHIIBTpAIIAU WH(OPMAIIHH.




3) MexceTeBbIe PKpaHbl KIACCUDHUIIUPYIOTCS MO CIACAYIOMHUM IIPH3HAKAM. IO MECTY
PACIIOIOXKEHMSI B CETH U MO YPOBHIO (DUIBTpAIlMM, COOTBETCTBYIOIIEMY ATaJIOHHOM
monenu OSI/1SO.

4) BHEIIHUE MEKCETEBBIC AKpaHbl OOBIYHO PadOTAIOT TONLKO ¢ IpoTokojom [ CP/IP
ro0anbHOM ceTu MHTepHeT. BHYTpeHHHE CETEBbI€ SKpaHbl MOTYT IOJJACP>KHMBATh
HECKOJIBKO ITPOTOKOJIOB.

5) MexxceTeBbIe SKpaHbl Pa3eIsiOT Ha YETHIPE THIIA!
~ MEXKCETEBBIC IKpaHbI ¢ (DUIbTpAIIUEH ITAKETOB;
~ ILJIK3bI CEAHCOBOTO YPOBHS,

— IUJIKO3bI NPUKIATHOTO YPOBHS,

- MEXCETEBbIC YKPaHbl SKCIIEPTHOTO YPOBHS.



6) Hambonee KOMIUIEKCHO 3aJady OJKpPaHHUPOBAHHS PEIIAIOT MEXKCETEBBIC DSKPaHBI
KCIIEPTHOTO YPOBHS, KOTOPHIE COUETAIOT B CEOE AIIEMEHTHI BCEX TUIIOB MEKCETEBBIX

SKPaHOB.




ABIACTCS  OAHMM M3  A3(Q@PEKTUBHBIX  MEXAaHHU3MOB  OOECIICUCHHUS
MHPOPMAIIMOHHONW  0€30MacHOCTH IIpU  Nepenade JaHHBIX B pacHpeAcICHHBIX
BBIYHCJIUTEIIBHBIX CETSX.

BupTyanbHble 4YacTHBIE CETH SIBJIISIFOTCS KOMOMHAIIMEW HECKOJIBKHX CaMOCTOSITEIbHBIX

CEpBHUCOB (MEXaHM3MOB) 0€30IMaCHOCTH:

- mudpoBaHUs (C HCIOJB30BAaHHWE HHQPPACTPYKTYPbl KPHUINTOCUCTEM) HA BBIJACICHHBIX
nuIr03ax (IUI3 00ecreurnBacT OOMEH JTaHHBIMHA MEKAY BBIYMCIUTEIBLHBIMUA CETSIMU,
(PYHKIIMOHUPYIOUIAMHA MO PA3HBIM MPOTOKOJIAM);

- BKpaHUPOBAHUS (C MCTIOJIB30BAHUEM MEKCETEBBIX SKPAHOB);

- TYHHEJIHUPOBAHUS.
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